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1. Introduction 

 
In the commissioning and the delivery of effective care, NHS Rotherham Clinical 

Commissioning Group (the CCG) obtains, holds, uses and discloses confidential information.  

This confidential information may be: 

 Information about named individuals (including service users, carers, members of 
staff and other third parties)  

 Information about the CCG, other health or social care organisations or contractors 
(such as records relating to finance, risk, tenders, contracts etc.) 

 

All employees working in the NHS are bound by a legal duty of confidence to protect 

personal information they may come into contact with during the course of their work. This is 

not just a requirement of their contractual responsibilities but also a requirement within the 

Common Law Duty of Confidence and Data Protection legislation – the European General 

Data Protection Regulation (GDPR) and Data Protection Act 2018 (DPA2018) which 

implements the GDPR in the UK.  

Confidentiality is also a requirement within the NHS Care Record Guarantee, produced to 

assure patients regarding the use of their information. 

The CCG works in partnership with partner organisations and third parties in order to 

discharge its duties. Lack of confidence in the CCG to maintain confidentiality would 

seriously impede the CCGs abilities to operate effectively. This does not affect NHS 

Rotherham CCG’s commitment to work in an open and transparent manner under the 

principles of the Freedom of Information Act and other legislation and to disclose information 

where it is lawful to do so. 

It is essential if the trust of staff and patients/service users is to be retained, and legal 

requirements are to be met, that the NHS provides, and is seen to provide, a confidential 

service. 

2. Purpose 

 
It is important that NHS Rotherham CCG protects and safeguards person-identifiable and 

confidential business information that it gathers, creates processes and discloses, in order to 

comply with the law, relevant NHS mandatory requirements and to provide assurance to 

patients and the public. This policy sets out the requirements placed on all staff when 

sharing information within the NHS and between NHS and non-NHS organisations. 

This policy is intended to enable the CCG and its staff (including non-CCG staff with access 

to CCG information) to work effectively in a confidential manner for the benefit of the 

population of Rotherham and other users of our services. It should help protect 

patients/service users and staff from the misuse of their information and ensure that 

confidential information is handled in a lawful and appropriate manner. 
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It is essential that relevant and proportionate confidential information is available to those 

who have a need to know it in order to do their work. Balancing the need to keep information 

confidential with appropriate sharing may not always be straightforward and advice should 

be sought from the Head of Information Governance, Caldicott Guardian or Senior 

Information Risk Owner (SIRO) where there is any doubt. 

The Legal and NHS Mandated Framework for confidentiality which forms the key guiding 

principles of this policy can be found in Appendix C. 

3. Definitions 

 
Confidential Information – Confidential information within the NHS is commonly thought of 
as health information; however, it can also include information that is private and not public 
knowledge or information that an individual would not expect to be shared. It can take many 
forms including patient level health information, employee records, occupational health 
records, etc. It also includes NHS Rotherham CCG confidential business information.  
 
Information can relate to patients and staff (including temporary staff), however stored. 
Information may be held on paper, CD/DVD, USB sticks, computer file or printout, laptops, 
mobile phones, digital cameras or even heard by word of mouth. 
 
The following types of information are classed as confidential. This list is not exhaustive: 
 

 Person-identifiable information is anything that contains the means to identify a 
person, e.g. name, address, postcode, date of birth, NHS number, National 
Insurance number etc. Even a visual image (e.g. photograph) is sufficient to identify 
an individual. Any data or combination of data and other information, which can 
indirectly identify the person, will also fall into this definition. 

  

 Special categories of personal information (previously known as ‘sensitive’ personal 
data) as defined by the Data Protection Act 2018 refers to personal information 
about:  

o Race or ethnic origin  
o Political opinions  
o Religious or philosophical beliefs 
o Trade union membership  
o Genetic data  
o Biometric data  
o Health data 
o Sexual history and/or sexual orientation  
o Criminal data  

 

 Non-person-identifiable information can also be classed as confidential such as 
confidential business information e.g. financial reports; commercially sensitive 
information e.g. contracts, trade secrets, procurement information, which should also 
be treated with the same degree of care. 

 
 
 



 
 

3 
 

4. Duties/Responsibilities 

 

4.1 CCG Caldicott Guardian 

The Caldicott Guardian is responsible for approving uses of patient identifiable information. 

They are a Governing Body level lead who acts as the conscience of the organisation in 

relation to the use of patient data. Their role is to ensure the organisation processes 

personal confidential data lawfully and ethically. The Chief Nurse is the Caldicott Guardian 

for NHS Rotherham CCG. 

4.2 Senior Information Risk Owner (SIRO) 

The Senior Information Risk Owner (SIRO has overall responsibility for ensuring the 

organisation handles all personal and organisational information appropriately and lawfully 

and that processes are in place to manage information risk. The Deputy Chief Officer is the 

SIRO for NHS Rotherham CCG. 

4.3 Data Protection Officer 

The Data Protection Officer has responsibility for informing, advising and monitoring 

compliance with data protection principles in relation to this policy. The Head of Information 

Governance is the Data Protection Officer for the NHS Rotherham CCG. 

4.4 Managers 

All managers are responsible for ensuring that the staff they manage are aware of this Policy 

and their individual responsibility for complying with it. They should ensure their staff are 

equipped to fulfill those responsibilities; this will include by covering it at local induction and 

by identifying and meeting specific and generic training needs through personal 

development plans. Senior managers should ensure that managers within their Service area 

are aware of their responsibilities in relation to staff awareness. 

Managers should ensure ALL new staff have completed and signed the Induction Checklist. 

Managers are required to countersign the Checklist to indicate that the member of staff has 

read the relevant Information Governance policies and has had an opportunity to ask 

questions about anything they do not understand. 

4.5 All Staff 

All staff are expected to comply with this policy and should be aware that any access made 

to electronic records is auditable and that audits are run periodically on all systems to check 

that any access made to records is legitimate and required as part of a patient’s healthcare 

pathway. 

Any breaches of this policy including unauthorised breaches of confidentiality, inappropriate 

use of personal health or staff records or abuse of computer systems will be treated as a 

disciplinary offence, which may result in your employment, or association, with the CCG 

being terminated. It may also bring into question your professional registration and possibly 

result in legal proceedings. This will also be the case for breaches of commercial 

confidentiality. Any suspected fraud will be referred to the CCG’s Counter Fraud Specialist 

for further investigation which may result in criminal proceedings. 
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All staff can be personally liable for breaches of the Data Protection Act 2018 and the GDPR 

and can be prosecuted in addition to the organisation itself being fined by the Information 

Commissioners Office. 

If the information you are looking for is not covered in this policy you should contact your line 

manager or the Head of Information Governance for advice. 

All staff are responsible for reporting information incidents and near misses including 

breaches of confidentiality and information security in line with the CCG’s Incident Reporting 

Policy. The CCG’s incident reporting policy is available on the CCG intranet. 

5. CCG Confidentiality Principles 

 

All staff must ensure that the following principles are adhered to: 

 Person-identifiable or confidential information must be effectively protected against 
improper disclosure when it is received, stored, transmitted or disposed of.  

 Access to person-identifiable or confidential information must be on a need-to-know 
basis. 

 Disclosure of person identifiable or confidential information must be limited to that 
purpose for which it is required.  

 Recipients of disclosed information must respect that it is given to them in 
confidence.  

 If the decision is taken to disclose information, that decision must be justified and 
documented.  

 Any concerns about disclosure of information must be discussed with either your Line 
Manager or the Head of Information Governance. 

 

NHS Rotherham CCG is responsible for protecting all the information it holds and must 

always be able to justify any decision to share information.  

Access to rooms and offices where computers are present, or person-identifiable or 

confidential information is stored, must be controlled. Doors must be locked with keys, 

keypads or accessed by key fob. In mixed office environments measures should be in place 

to prevent oversight of person-identifiable information by unauthorised parties.  

All staff should clear their desks at the end of each day. In particular they must keep all 

records containing person-identifiable or confidential information in recognised filing and 

storage places that are locked.  

Unwanted printouts containing person-identifiable or confidential information must be put into 

a confidential waste bin. Discs, tapes, printouts and fax messages must not be left lying 

around but be filed and locked away when not in use.  

A summary of Confidentiality Do’s and Don’ts can be found at Appendix A. 

NHS Rotherham CCG’s Contract of Employment includes a commitment to confidentiality. 

Breaches of confidentiality could be regarded as gross misconduct and may result in serious 

disciplinary action up to and including dismissal. 
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How to report a breach of this policy and what should be reported can be found in Appendix 

E. 

6. Disclosing Personal/Confidential Information 

 
To ensure that information is only shared with the appropriate people in appropriate 
circumstances, care must be taken to check they have a legal basis for access to the 
information before releasing it.  
 
It is important to consider how much confidential information is needed before disclosing it 
and only the minimal amount necessary is disclosed. Information can be disclosed:  
 

 When effectively anonymised in accordance with the Information Commissioner’s 
Office Anonymisation Code of Practice  
 

 When the information is required by law or under a court order. In this situation staff 
must inform the Head of IG. The Head of IG will then consult Caldicott Guardian if 
necessary before advising. 

 

 In identifiable form, when it is required for a specific purpose, with the individual’s 
consent or with support under the Health Service (Control of patient information) 
Regulations 2002, obtained via application to the Confidentiality Advisory Group 
(CAG) within the Health Research Authority1 . Referred to as approval under s251 of 
the NHS Act 2006.  

 

 When it is required to facilitate the provision of direct care between health and social 
care professionals who have a legitimate relationship with the person as long as the 
person is unlikely to object (where the whole record is required to be shared, this 
should only be done on the explicit consent of the individual). 

 

 In Child Protection proceedings if it is considered that the information required is in 
the public or child’s interest. In this situation staff must raise in the first place with the 
Head of IG. The Head of IG will then consult the Caldicott Guardian and 
Safeguarding Team if necessary before advising. 

 

 Where disclosure can be justified for another purpose, this is usually for the 
protection of the public and is likely to be in relation to the prevention and detection of 
serious crime. In this situation staff must raise in the first place with the Head of IG 
who will then consult the Caldicott Guardian if necessary before advising.  

 
For any proposed routine disclosures of personal/confidential information, please refer to the 
Data Protection Impact Assessment Procedure to see if a Data Protection Impact 
Assessment should be undertaken. If staff have any concerns about disclosing information 
they must contact the Head of IG. The Head of IG will then consult the Caldicott Guardian if 
necessary before advising. 
 
All routine transfers of personal/confidential information must be authorised by the Head of 
IG. All services should provide an up to date map of information flows to the Head of IG so 
that these flows can be risk assessed. This is a requirement of good information risk 
management and the Data Security and Protection Toolkit. 

 

                                                           
1
 This group has replaced the NIGB’s Ethics and Confidentiality Advisory Group 

https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf


 
 

6 
 

Where personal/confidential information is disclosed without consent of the individual the 

following process should be followed: 

 Inform the individual of the decision taken to share information without consent 
(unless it would prejudice the investigation of a crime or would put the individual at 
risk of harm). It may be appropriate to give the individual an opportunity to disclose 
the information him/herself. 
 

 If it is not possible to obtain the consent of the individual, or it is not desirable as it 
would prejudice the investigation of a crime or would put the individual at risk of 
harm, then the decision to share information should be taken at an appropriately 
senior level within the organisation. 

 

 The authority to disclose information may vary within different parts of the CCG and 
may depend on the reason for and/or circumstances of disclosure. It may lie with the 
Caldicott Guardian/SIRO/Head of IG or professional leads (for example, 
Safeguarding). 

 

 Requests requiring Caldicott approval should, unless there are exceptional 
circumstances, be routed via the Head of IG where such requests are made by the 
Police, UK Borders Agency or any other government agency, or where the 
information is required for research/analysis purposes, unless there are local 
procedures in place (for example, safeguarding). This is to ensure that all such 
requests are logged and the reason for decisions recorded centrally. 

 

 Record the reasons for the final decision (either to share or not to share) 
 

 Document what information was released and when, to whom it was disclosed and 
why it was felt justified where information is shared without consent. 

 

 Ensure that decisions not to share information are also justified and documented. 
Staff and/or the CCG can be held accountable for acts of omission as well as 
commission. 

 

 Report all non-consented disclosures to the Head of IG for logging unless they are 
part of a delegated process, for example, Safeguarding Procedures. 

 

6.1 Disclosing information to the Police 

 Direct all requests for personal information from the police via the Head of IG. 

 Ensure requests are made in writing which can include faxes on headed paper and 

attachments from a personal police email account (i.e. *.pnn.police.uk). 

 Verify the identity of the requestor. 

 Ensure that the request for information specifies why it is required.  

 If it is not possible for the applicant to specify why the information is required (for 

example, because it would prejudice the investigation of a crime) then the request 

should be signed by a senior officer. 

 Only disclose information with the proper authority. 
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 Disclosures to the police may be very sensitive. Consider if special arrangements 

need to be put in place to facilitate disclosure, for example, the nomination of a 

specific member of staff to deal with the request. 

 Where police produce a consent form for the records they wish to access, a CCG 

member of staff should check with the data subject that the consent is informed. Staff 

should be mindful of the impact that sensitive information in a patient’s record may 

have on the individual. 

A checklist for the disclosure of personal/confidential information can be found in Appendix 

B. 

Care must be taken in transferring information to ensure that the method used is as secure 

as it can be.  

Data sharing agreements provide a way to formalise arrangements between organisations. 

For further information on Data Sharing Agreements contact the Head of IG.  

Staff must ensure that appropriate standards and safeguards are in place to protect against 

inappropriate disclosures of confidential personal data. See the Safe Haven Policy for 

guidance on the safe transfer of confidential or person-identifiable information.  

When transferring patient information or other confidential information by email, services or 

methods that meet NHS Encryption standards must be used. Emails between NHS Mail 

accounts meet this requirement (nhs.net to nhs.net). Emails between NHS Mail and other 

secure government domains also meet this requirement (e.g. gov.uk). As there are a number 

of these, please consult the Head of IG for advice when intending to send confidential 

information by email to a non-nhs.net address.  

It is not permitted to include confidential or sensitive information in the body of an email. 

When e-mailing to addresses other than the secure domains described above the NHSMail 

Encryption service (using [secure] in the subject line) should be used. Please see the Email 

Policy for further information. 

Sending information via email to patients is permissible, provided the risks of using 

unencrypted email have been explained to them, they have given their consent, or the 

information is not person-identifiable or confidential information. 

7. Working Away from the Office Environment 

 

There will be times when staff may need to work from another location or whilst travelling. 

This means that these staff may need to carry NHS Rotherham CCG information with them 

which could be confidential in nature e.g. on a laptop, USB stick or paper documents.  

Taking home/removing paper documents that contain person-identifiable or confidential 

information from NHS Rotherham CCG premises is discouraged. To ensure safety of 

confidential information staff must keep them on their person at all times whilst travelling and 

ensure that they are kept in a secure place if they take them home or to another location. 
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 Confidential information must be safeguarded at all times and kept in lockable locations. 

When working away from NHS Rotherham CCG locations staff must ensure that their 

working practice complies with CCG policies and procedures. Any electronic removable 

media must be encrypted as per the Portable Data Security, Smartphone and Tablet Policy.  

Staff must minimise the amount of person-identifiable information that is taken away from 

CCG premises.  

If staff need to carry person-identifiable or confidential information they must ensure the 

following:  

 Any personal information is in a sealed non-transparent container i.e. windowless 
envelope, suitable bag, etc. prior to being taken out of CCG premises. 

 Confidential information is kept out of sight whilst being transported.  
 

If staff need to take person-identifiable or confidential information home, they have personal 

responsibility to ensure the information is kept secure and confidential. This means that 

other members of their family and/or their friends/colleagues must not be able to see the 

content or have any access to the information. It is particularly important that confidential 

information in any form is not left unattended at any time, for example in a car. 

8. Use of Video-Conferencing (Zoom/MS Teams) 

 

Video-conferencing solutions have been made available to CCG colleagues in the form of 

Zoom and Microsoft (MS) Teams to facilitate meetings and collaboration away from the 

office and traditional face to face meetings. 

Both Zoom and MS Teams offer a range of functionality that is beneficial but can pose a risk 

to the security of data we protect if information governance principles are not followed. Staff 

must therefore follow the guidance on the use of Zoom and MS Teams in Appendix F. 

Zoom must be restricted to corporate meetings only and must NOT be used for any 

meetings in which confidential or personal confidential information is discussed. 

 

9. Carelessness 

 

All staff have a legal duty of confidence to keep person-identifiable or confidential 

information private and not to divulge information accidentally. Staff may be held personally 

liable for a breach of confidence and must not: 

 Talk about person-identifiable or confidential information in public places or where 
they can be overheard. 

 Leave any person-identifiable or confidential information lying around unattended; 
this includes telephone messages, computer printouts, faxes and other documents. 
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 Leave a computer terminal logged on to a system where person-identifiable or 
confidential information can be accessed, unattended.  

 

Steps must be taken to ensure physical safety and security of person-identifiable or business 

confidential information held in paper format and on computers.  

Passwords must be kept secure and must not be disclosed to unauthorised persons. Staff 

should avoid using short passwords or using names or words that are associated with them, 

for example, children’s or pet’s names and use a combination of numbers, letters (upper and 

lower case) and characters. 

Staff must not use someone else’s password to gain access to information. Action of this 

kind will be viewed as a serious breach of confidentiality. If you allow another person to use 

your password to access the network, this constitutes a disciplinary offence and is gross 

misconduct which may result in your summary dismissal. This could also constitute an 

offence under the Computer Misuse Act 1990 (as amended by the Serious Crime Act 2015). 

10. Abuse of Privilege 

 

It is strictly forbidden for employees to knowingly browse, search for or look at any personal 

or confidential information about themselves without a legitimate purpose, unless through 

established self-service mechanisms where such access is permitted (e.g. viewing your ESR 

record).  

Under no circumstances should employees access records about their own family, friends or 

other persons without a legitimate purpose. Action of this kind will be viewed as a breach of 

confidentiality and may be an offence under the Data Protection Act 2018.  

When dealing with person-identifiable or confidential information of any nature, staff must be 

aware of their personal responsibility, contractual obligations and undertake to abide by the 

policies and procedures of NHS Rotherham CCG. If staff have concerns about this issue 

they should discuss it with their Line Manager or Head of IG. 

11. Confidentiality Audits 

 

Good practice requires that all organisations that handle person-identifiable or confidential 

information put in place processes to highlight actual or potential confidentiality breaches in 

their systems, and also procedures to evaluate the effectiveness of controls within these 

systems. This function will be co-ordinated by the Head of IG.  

Confidentiality audits will focus primarily on controls within electronic information 

management systems (particularly those systems available to most/all staff) however this will 

not exclude paper record systems (on desks and unlocked pedestals, filing cabinets and 

storage areas, for example).  
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The audits will seek to determine whether confidentiality is being breached (by virtue of the 

investigator having access to data that they would otherwise not expected to have access 

to), put at risk through deliberate misuse of the system (with malicious intent), or as a result 

of weak, non-existent or poorly applied controls (unlocked storage of PCD).  

The audits will look for staff awareness of CCG confidentiality and security processes; 

appropriate use of faxes and hard copy personal confidential information; security of email 

processes and physical security of work areas. The audits may focus on one particular work 

area or system or seek to review the overall level of compliance for the organisation as 

detailed in Appendix C. 

12. Review 

 

The IG Group is responsible for overseeing the review of this policy including monitoring 

compliance.  It is responsible for ensuring it is reviewed every two years or in line with new 

guidance or legislation. 
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Appendix A – Confidentiality Do’s and Don’ts 

 

Do 

 Do safeguard the confidentiality of all person-identifiable or confidential information 
that you come into contact with. This is a statutory obligation on everyone working on 
or behalf of NHS Rotherham CCG. 
 

 Do clear your desk at the end of each day, keeping all non-digital records containing 
person-identifiable or confidential information in recognised filing and storage places 
that are locked at times when access is not directly controlled or supervised. 

 

 Do switch off computers with access to person-identifiable or business confidential 
information, or put them into a password protected mode, if you leave your desk for 
any length of time. 

 

 Do ensure that you cannot be overheard when discussing confidential matters. 
 

 Do challenge and verify where necessary the identity of any person who is making a 
request for person-identifiable or confidential information and ensure they have a 
need to know. 

 

 Do share only the minimum information necessary. 
 

 Do transfer person-identifiable or confidential information securely when necessary 
i.e. use an nhs.net email account to send confidential information to another nhs.net 
email account or to a secure government domain e.g. gov.uk. For up to date 
information of secure domains please contact the Head of IG. 

 

 Do seek advice if you need to share patient/person-identifiable information without 
the consent of the patient/identifiable person’s consent and record the decision and 
any action taken. 

 

 Do report any actual or suspected breaches of confidentiality. 
 

 Do participate in induction, training and awareness raising sessions on confidentiality 
issues. 

 

Don’t 

 Don’t share passwords or leave them lying around for others to see. 
 

 Don’t share information without the consent of the person to which the information 
relates, unless there are statutory grounds to do so. 

 

 Don’t use person-identifiable information unless absolutely necessary, anonymise the 
information where possible. 

 

 Don’t collect, hold or process more information than you need, and do not keep it for 
longer than necessary 
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Appendix B – Checklist for Disclosing Personal/Confidential Information 

 

1. Have I verified the applicant’s identity? 
 

2. Is there a legitimate reason for disclosing the information? 
 
3. Is the information requested adequate, relevant and not excessive for the purpose? 
 
4. Do I have the authority to disclose the information? 
 
5. What is the most appropriate method of disclosing the information? 
 
6. Who do I need to inform that I have disclosed confidential information? 
 
7. What do I need to record about the request and disclosure/non-disclosure? 
 
8. Where do I record information about disclosure/non-disclosure? 
 
9. Do I need to report the disclosure/non-disclosure to anyone? 
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Appendix C – Confidentiality Audit Procedure 

 

Regular Audit Trails and Security Checks  

Where staff or patient information is held within a computer system, the CCG will arrange 

that, at least, yearly, an audit trail will be run for a system holding personal confidential data. 

Security checks for paper records or simple computer facilities  

The minimum checks to be performed are: 

 The information is held securely e.g. password control or physical security  

 The list of those with legitimate access is up to date  

 

Information to be contained in the Audit Trail 

The information to be contained within the audit will contain at minimum the following 

information: 

 Failed attempts to access confidential information; 

 Repeated attempts to access confidential information; 

 Successful access of confidential information by unauthorised persons; 

 Evidence of shared logins  
 

Information Governance Compliance checks  

Information Governance Compliance checks around the offices of the CCG will be carried 

out at regular intervals. Areas to be audited include:  

 Security applied to manual files, e.g. storage in locked cabinets/locked rooms 

 The existence and location of whiteboards containing confidential information; 

 The location of fax machines and answer phones which receive confidential 
information – are they designated safe haven faxes? 

 The understanding of staff within the department of their responsibilities with regard 
to confidentiality and restrictions on access to confidential information; 

 Retention and disposal arrangements included confidential waste 
 

Reporting  

The findings of the confidentiality audit will be reported to the SIRO and Caldicott Guardian 

and action taken where necessary regarding the implementation of any controls or remedial 

action to address the situation.  

The SIRO and/or the Caldicott Guardian will decide if further investigation should be carried 

out or disciplinary action taken. The investigation and management of confidentiality 

incidents will be in line with the CCG’s Incident Reporting Policy and NHS Digital’s Guide to 

the Notification of Data Security and Protection Incidents.  

Reports will be to the submitted to the CCG IG Group on at least an annual basis 

highlighting findings from the confidentiality audits.  
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Training needs analysis  

The findings of the audit may require individuals and teams to complete further IG training 

where specific risks have been identified that demonstrate poor awareness or 

understanding, particularly in those environments that handle PCD. 
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Appendix D - Summary of Legal and NHS Mandated Frameworks 

 

NHS Rotherham CCG is obliged to abide by all relevant UK and European Union legislation. 

The requirement to comply with this legislation shall be devolved to employees and agents 

of NHS Rotherham CCG, who may be held personally accountable for any breaches of 

information security for which they may be held responsible. NHS Rotherham CCG shall 

comply with the following legislation and guidance as appropriate:  

The European Data Protection Regulation (GDPR) and Data Protection Act (2018) 

regulate the use of “personal data” and sets out eight principles to ensure that personal data 

is:  

1. Processed lawfully, fairly and in a transparent manner in relation to individuals. 
 

2. Collected for specified, explicit and legitimate purposes and not further processed in 
a manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall not be considered to be incompatible with the initial purposes. 

 
3. Adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed. 
 
4. Accurate and where necessary kept up to date. 
 
5. Kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed. 
 
6. Processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures.  

 
The Caldicott Report (1997) and subsequent Caldicott or National Data Guardian reviews 

recommended that a series of principles be applied when considering whether confidential 

patient-identifiable information should be shared:  

 Justify the purpose for using patient-identifiable information. 

 Don’t use patient identifiable information unless it is absolutely necessary. 

 Use the minimum necessary patient-identifiable information. 

 Access to patient-identifiable information should be on a strict need to know basis. 

 Everyone should be aware of their responsibilities. 

 Understand and comply with the law. 

 The duty to share information can be as important as the duty to protect patient 
confidentiality. 
  

https://www.gov.uk/government/publications/the-information-governance-review   

 
https://www.gov.uk/government/publications/caldicott-information-governancereview-

department-of-health-response   

https://www.gov.uk/government/publications/the-information-governance-review
https://www.gov.uk/government/publications/caldicott-information-governancereview-department-of-health-response
https://www.gov.uk/government/publications/caldicott-information-governancereview-department-of-health-response
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Article 8 of the Human Rights Act (1998) refers to an individual’s “right to respect for 
their private and family life, for their home and for their correspondence”. This means 
that public authorities should take care that their actions do not interfere with these 
aspects of an individual’s life.  
 
Click here for an online link to the Human Rights Act 1998  
 
The Computer Misuse Act (1990) as amended by the Serious Crime Act 2015 
makes it illegal to access data or computer programs without authorisation and 
establishes three offences: 
 

1. Unauthorised access to data or programs held on a computer e.g. to view test 
results on a patient whose care you are not directly involved in or to obtain or 
view information about friends and relatives. 

2. Unauthorised access with the intent to commit or facilitate further offences 
e.g. to commit fraud or blackmail. 

3. Unauthorised acts with intent to impair, or with recklessness so as to impair, 
the operation of a computer e.g. to modify data or programs held on computer 
without authorisation.  
 

a. Making, supplying or obtaining articles for use in offences 1-3  
 

Click here for an online link to the Computer Misuse Act 1990  

 

The NHS Confidentiality Code of Practice (2003) outlines four main requirements that 

must be met in order to provide patients with a confidential service: 

 Protect patient information.  

 Inform patients of how their information is used. 

 Allow patients to decide whether their information can be shared. 

 Look for improved ways to protect, inform and provide choice to patients.  
 

Click here for an online link to NHS Confidentiality Code of Practice 2003 

 

Common Law Duty of Confidentiality  

Information given in confidence must not be disclosed without consent unless there is a 

justifiable reason e.g. a requirement of law or there is an overriding public interest to do so.  

Administrative Law  

Administrative law governs the actions of public authorities. According to well established 

rules a public authority must possess the power to carry out what it intends to do. If not, its 

action is “ultra vires”, i.e. beyond its lawful powers.  

 

http://www.legislation.gov.uk/ukpga/1998/42/schedule/1/part/I/chapter/7
http://www.legislation.gov.uk/ukpga/1990/18/contents
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
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The NHS Care Record Guarantee  

The Care Record Guarantee sets out twelve high-level commitments for protecting and 

safeguarding patient information, particularly in regard to: patients’ rights to access their 

information, how information will be shared both within and outside of the NHS and how 

decisions on sharing information will be made. The most relevant are: 

Commitment 3 - We will not share information (particularly with other government agencies) 

that identifies you for any reason, unless: 

 You ask us to do so. 

 We ask, and you give us specific permission. 

 We have to do this by law. 

 We have special permission for health or research purposes; or 

 We have special permission because the public good is thought to be of greater 
importance than your confidentiality, and 

 If we share information without your permission, we will make sure that we keep to 
the Data Protection Act, the NHS Confidentiality Code of Practice and other national 
guidelines on best practice. 

 

Commitment 9 - We will make sure, through contract terms and staff training, that everyone 

who works in or on behalf of the NHS understands their duty of confidentiality, what it means 

in practice and how it applies to all parts of their work. Organisations under contract to the 

NHS must follow the same policies and controls as the NHS does. We will enforce this duty 

at all times.  

Click here for an online link to NHS Care Record Guarantee 

  

file:///C:/Users/claire.mcinnes/Downloads/care_record_guarantee.pdf
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Appendix E – Reporting of Policy Breaches  

 

What should be reported?  

Misuse of personal data and security incidents must be reported so that steps can be taken 

to rectify the problem and to ensure that the same problem does not occur again.  

All breaches should be reported in line with the CCG’s Incident Reporting Policy. If staff are 

unsure as to whether a particular activity amounts to a breach of the policy, they should 

discuss their concerns with their Line Manager or Head of IG.  

The following list gives examples of breaches of this policy which should be reported: 

 Sharing of passwords. 

 Unauthorised access to NHS Rotherham CCG systems either by staff or a third 
party. 

 Unauthorised access to person-identifiable information where the member of staff 
does not have a need to know. 

 Disclosure of person-identifiable information to a third party where there is no 
justification and you have concerns that it is not in accordance with the Data 
Protection Act and NHS Code of Confidentiality. 

 Sending person-identifiable or confidential information in a way that breaches 
confidentiality. 

 Leaving person-identifiable or confidential information lying around in a public area. 

 Theft or loss of person-identifiable or confidential information. 

 Disposal of person-identifiable or confidential information in a way that breaches 
confidentiality i.e. disposing of person-identifiable information in an ordinary waste 
paper bin.  

 

Seeking Guidance  

It is not possible to provide detailed guidance for every eventuality. Therefore, where further 

clarity is needed, the advice of a Senior Manager or Head of IG should be sought.  

Reporting of Breaches  

A regular report on breaches of confidentiality of person-identifiable or confidential 

information shall be presented to the IG Group. The information will enable the monitoring of 

compliance and improvements to be made to the policy and procedures. 
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Appendix F – Guidance on the Use of Zoom/MS Teams 

1. Introduction 

 

In response to the Covid-19 pandemic, and to ensure effective business continuity Zoom 

and Microsoft (MS) Teams have been made available to CCG colleagues to facilitate 

meetings and collaboration away from the office and traditional face to face meetings. 

Whilst Zoom has been made available locally by the CCG, a national roll-out of MS Teams 

software was accelerated by NHS Digital (NHSD) to help NHS organisations better 

communicate and collaborate, and support safe, remote working.  

For NHS organisations running NHSmail, all staff can be granted access to MS Teams, 

subject to local administration and configuration. NHS Digital are responsible for supporting 

the implementation of MS Teams via its NHSmail support site. 

2. Purpose 

 

Both Zoom and MS Teams offer a range of functionality that is beneficial but can pose a risk 

to the security of data we protect if information governance principles are not followed. This 

guidance provides staff with the information required to use both Zoom and MS Teams 

appropriately. 

3. Security and Information Governance 

 

All relevant CCG Information Governance policies and procedures are applicable and should 

be considered when using both Zoom and Teams.  

Zoom enables users to send instant messages during a meeting.  Microsoft Teams enables 

users to send instant messages, make internal calls, share, edit and collaborate on files and 

documents in one central, secure location. Both solutions offer the facility to record 

meetings. 

CCG Staff therefore MUST adhere to the following: 

 Zoom must NOT be used where  confidential information or PCD (Personal 

Confidential Data) is being discussed 

 Minimise the use of PCD see Appendix 1. 

 Only send PCD via instant message where absolutely necessary, consider using 

NHSMail to NHSMail accounts as an alternative where possible 

 PCD can be safely verbally disclosed during video and voice conferences if NOT 

using Zoom, but 
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 PCD should not be openly used if the meeting is being recorded and 

 Ensure you are located in a private area to avoid confidential information being 

overheard by others 

 Take care when screen-sharing to prevent accidental disclosure of information 

not intended for the meeting 

If you choose to access Zoom or MS Teams on personal devices (not CCG owned) then 

ensure the device meets the following criteria: 

 Device is encrypted 

 Device is fully security updated (Patched) 

 Device requires authentication (i.e. 6 Digit PIN, Complex Password, Fingerprint, 

FaceID) 

 Device locks after a maximum 5 minutes of inactivity 

 Device is not Jailbroken/Rooted (where limitations imposed by Apple/Android on 

devices running the respective operating systems have been removed) 

 Device features a manufacturer supported Operating System (still receives security 

updates) 

 If used on a device not under local IT management, users should use the web 

browser in private or incognito mode, logging out/closing the browser at the end of 

their session. This will ensure no data is locally cached at the end of the session  

 Users on unmanaged devices should not use the OneDrive client to download any 

content locally when using MS Teams. 

4. Zoom 

 

Due to real-time meeting traffic being routed through US data centres - Zoom must NOT be 

used for any meetings in which confidential information or PCD is discussed.  

Only hosts/co-hosts have control of Zoom meetings and must be present within the meeting 

in order to satisfy the conditions below. If setting up a meeting on behalf of someone else, a 

co-host, who will be present in the meeting, will need to be assigned when creating the 

meeting. Co-host can only be allocated to those with a licensed Zoom account at the CCG. If 

this is not the case then the meeting must be set up via Teams. 

 The waiting room feature or passcode must be utilised by the host/co-host of the 

meeting to ensure only those invited are admitted. This can be done at the point of 

creating the meeting. 

 Once all the meeting attendees have arrived, the meeting host/co-host must lock the 

meeting from the security menu, preventing any additional attendees from joining. 

 Recording is controlled by the meeting host/co-host and will be downloaded to a 

Zoom folder on the computer of the individual who has recorded the meeting – 

recordings must be saved to the CCG network. 

  Attendees can be given permission from the host/co-host to record via the ‘Manage 

Participants’ menu 
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 Attendees can be given permission from the host/co-host to screen share via the 

‘Manage Participants’ menu 

 

Guidance on Zoom 

https://support.zoom.us/hc/en-us/articles/206618765-Zoom-Video-Tutorials  

5. MS Teams  

 

Do not extract or store PCD from Teams on non CCG personal or other electronic storage 

devices  

 Do not Copy/Paste from Teams to any other application or the device 

 Do not extract files or messages to any other application 

 Do not attach files from Teams to any other application 

Do not install additional Add-ons or Apps to Teams 

Teams / Chats 

  

 Microsoft Teams can be used for private 1:1 chats and group chats without the need 

to create a team.  

 Any instant messages (IMs) received by a user whilst offline will be available next 

time that user goes online.  

 Conversation history and chats are persistent, meaning conversations remain even 

after closing the application.  

 Users must not share sensitive information within a chat unless it is intended for all 

invited participants.  

 Be aware that all invited participants will be able to read the chat even if they do not 

join the meeting, or if they have already been disconnected.  

 Use a separate email or Teams chat for private conversations amongst a sub-group 

of colleagues.  

 

5.1 Files use  

 

 When a Microsoft team is created, a SharePoint site is also automatically created. 

Each channel within that team will correspond to a folder within the SharePoint site.  

 Any files that are shared within a Teams chat or via the channel’s files tab is 

automatically added.   

 Any permissions are translated from the SharePoint site directly to the Teams site.  

 In order to create a new document as a tab, it must first be uploaded otherwise the 

file will not be available to add.  

 Users should save content to the SharePoint site and view/edit from within Teams 

which ensures content is always protected in transit and at rest 

 

https://support.zoom.us/hc/en-us/articles/206618765-Zoom-Video-Tutorials
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5.2 Teams privacy settings 

 

 Teams are initially created by an LA who then sets up owners of each team. Owners 

do not need to be an LA and they are able to manage the team, for example by 

adding / removing members. 

 By default, all teams are created as ‘private’, meaning only those invited to it have 

access to the shared information.  

  The ‘public’ setting on MS Teams refers to all NHSmail Users (regardless of 

organisation). The function for an LA to make a team site ‘public’, has therefore been 

removed by NHS Digital to prevent NHSmail users having access to any documents 

uploaded to the team site (or its underlying SharePoint site) enabling them to view, 

search, edit and delete information regardless of organisation.  

 Any organisation wishing to make a team site 'public’ should contact 

feedback@nhs.net 

 Any LA with a team’s site set to ‘public’ is strongly recommended to review the 

requirement for this setting and any content that is locally added to the site.  

 Should an LA with a public team site wish to make it private, they can do so within 

the NHSmail portal 

 Recorded meetings are automatically stored in MS Stream and made available to the 

individual recording the meeting, to download and share as needed. A local recording 

is also stored in the chat function of the meeting. 

 Do not share meeting recordings with ‘everyone in my organisation’ via MS Stream 

as this also means the whole of NHSmail. NHS Digital will prevent system wide 

sharing in error by confirming with the individual their intention in sharing system 

wide, prior to allowing this. 

 

National Guidance on the use of MS Teams 

https://support.nhs.net/article-categories/using-teams/  

APPENDIX 1 – Definition of Personal Confidential Data (PCD) 

 

Personal Confidential Data (PCD) is legally defined in the EU General Data Protection 
Regulation and the UK Data Protection Act 2018; the two together form the basis for our 
Data Protection legislation. 

Under Data Protection legislation there are two distinct areas that are defined as Personal 
Data and as Sensitive Personal Data. Both make up that which is defined as Personal 
Confidential Data. 

Personal Data is classed as any information relating to an identified or identifiable natural 
person. This is supported by detailed reference to a series of identifiers including name, 
online identifiers (such as an IP address) and location data. 

Special Category Data (sensitive data): The GDPR singles out some types of personal 
data as likely to be more sensitive, and gives them extra protection: 

 personal data revealing racial or ethnic origin; 

mailto:feedback@nhs.net
https://support.nhs.net/article-categories/using-teams/


 
 

23 
 

 personal data revealing political opinions; 

 personal data revealing religious or philosophical beliefs; 

 personal data revealing trade union membership; 

 genetic data; 

 biometric data (where used for identification purposes); 

 data concerning health; 

 data concerning a person’s sex life; and 

 data concerning a person’s sexual orientation. 
 

Both Personal and Special Category Data are components of PCD. Other areas that are 
reflected are the NHS Common Law Code of Confidentiality and the Caldicott Principles 
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APPENDIX G – Equality Impact and Engagement Assessment 

 

Equality Impact and Engagement Assessment Form 
 

Section one – Project or plan details 

1.1 Project Title: Confidentiality Policy 

   
1.2 Project Lead: Claire McInnes Contact Details: claire.mcinnes1@nhs.net 

  

1.3 This activity /project is: 

Policy 

1.4 Describe the activity/project  

A Confidentiality Policy has been developed to replace the existing Confidentiality Code of Conduct 
containing the key messages of confidentiality for staff. This Policy aligns better with the CCG Policy 
and Procedure for the Development of Procedural Documents and follows the structure used in other 
NHS organisations. 

 
 

1.5 Timescales 

N/A 
 

2 Equality Impact Assessment 
2.1 Gathering of Information: This is the core of the analysis; how might the project or work impact on protected 

groups, with consideration of the General Equality Duty. 
Please add any general information here. 

 

 

2.2 Screening  

Please complete 
each area) 

What key impact have you identified? Information Source 

 Positive 
Impact - will 

actively promote or 
improve equality of 
opportunity. 

Neutral 
Impact - 
where there are 
no notable 
consequences 

for any group. 

Negative Impact 
negative or adverse 
impact causes 
disadvantage or 
exclusion. If such an 
impact is identified, the 
EIA should ensure, that 
as far as possible, it is 
either justified, 
eliminated, minimised 
or counter balanced by 
other measures. 

What action, if any, is needed to 
address these issues and what 
difference will this make?  For 
example:   
At this point no action is 
required.  Further EIA screenings 
will be developed in future once 
there are recommendations to 
assess. 

Human Rights N Y N  

Age N Y N  

Carers N Y N  

Disability N Y N  

Sex N Y N  

Race N Y N  

Religion or belief N Y N  

Sexual Orientation N Y N  

Gender 
reassignment 

N Y N  

Pregnancy and 
maternity 

N Y N  
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Marriage/civil 
partnership (only 
eliminating 
discrimination) 

N Y N  

Other relevant 
groups 

N Y N  

      

3     Engagement Assessment 

3.1 What is the level of service change?  
 
If your project is classed as a ‘significant variation’ (level 3) or ‘major change’ (level 4) please 
contact england.yhclinicalstrategy@nhs.net for a preliminary discussion to support planning and agree 
whether the service change needs to follow the NHS England Service Change Assurance process.   
 
The assurance process generally looks at the ‘case for change’ The key players in the process include 
overview and scrutiny teams, and the clinical senates.  You can also refer to the DH guidance: (please 
note that level 4 changes will require considerable long term planning and this DH guidance is 
mandatory for all level 4 changes) 
http://www.healthwatch.co.uk/sites/healthwatch.co.uk/files/nhs_public_involvement_-
hempsons_stp.pdf     DH 2013 
 

Circle or highlight the appropriate level of service change 
 

Add additional information and rationale for this scoring below 

 

3.2 
 
 

Who are your stakeholders? 
Consider using a mapping tool to identify stakeholders - who is the change going to affect and how?  
Complete below or attach or link to a mapping document 

  CCG staff 

3.3 
 
 

What do we already know? 
What do you already know about peoples’ access, experience, health inequalities and health 
outcomes? Use intelligence from existing local, regional or national research, data, deliberative events 
or engagements. 
 

N/A 
Describe any existing arrangements to involve patients and the public which are relevant to 
this plan/activity and/or provide relevant sources of patient and public insight?   
How will the insight available to you help to inform your decision? 
 

N/A 

Briefly describe how the existing or proposed engagement will be ‘fair and proportionate’, in 
relation to the activity? 

N/A 

3.4 Reaching out to overlooked communities 
Are additional arrangements for patient and public involvement required for this activity and in particular how 
will you ensure that ‘seldom-heard’ groups, those with ‘protected characteristics’ under the Equality Act, and 
those experiencing health inequalities are involved 

 Seldom-heard groups                          Yes/No 

 Nine Protected Characteristics   Yes/No 

 Health inequalities                           Yes/No 
If yes, please provide a brief outline of your approach and objectives for any additional patient 
participation targeted at these groups 

mailto:england.yhclinicalstrategy@nhs.net
http://www.healthwatch.co.uk/sites/healthwatch.co.uk/files/nhs_public_involvement_-hempsons_stp.pdf
http://www.healthwatch.co.uk/sites/healthwatch.co.uk/files/nhs_public_involvement_-hempsons_stp.pdf
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Do you need to make any of your resources accessible (i.e. for people with learning disabilities, sight 
impairments, or alternative languages?) 

 

3.5 
 

What resources do you need for this? 
Consider the sections above 

 The timescales 

 The need to reach overlooked communities 

 Accessible materials 

 Gaps in knowledge 

N/A 

4 Feedback and Evaluation 

4.1 How will you use the feedback – who does it need to be shared with? 

N/A 

4.2 Provide a brief outline of how the information collected through patient and public participation will be 
used to influence the plan/activity. 

 

Patient Feedback will be used to inform future commissioning intentions 
4.3 How will the outcomes of participation be reported back to those involved?  

N/A 
 

4.4 How will you assess the ongoing impact of the change on patients and the public after it has been 
completed? 

N/A 
a)  

5 b) Engagement and Equality Impact  Plan 

 Action Approx.  
Timescale 
 

Lead Deadline Comments/ 
progress 

  c)  d)  e)  f)  

 g)  h)  i)  j)  k)  

 l)  m)  n)  o)  p)  

 q)  r)  s)  t)  u)  

      

6 Form details 

 Completed by:                                                         
Claire McInnes 

 Job title: Head of IG 

 Date  
11/06/2020 

 Reported to Alison Hague 


