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1. Introduction 
 

This policy outlines how NHS Rotherham CCG will fulfil its duties to implement the NHS 
Information Risk Management Guidelines. These guidelines are based on and extend 
existing NHS Information Governance guidance materials and are compliant with the 
NHS adopted ISO/IEC27001 and ISO/IEC27002 information security management 
standards. 

 
The Governing Body fully endorse the proposals to introduce and embed information risk 
management into the key controls and approval processes of all major processes and 
functions of the CCG. This decision reflects the high level of importance placed upon 
minimising information risk and safeguarding the interests of patients, staff and the CCG 
itself. 

 
The Governing Body confirm that information risk is inherent in all administrative and 
business activities and everyone working for or on behalf of the CCG continuously 
manages information risk. The Governing Body also recognises that the aim of 
information risk management is not to eliminate risk, but rather to provide the structural 
means to identify, prioritise and manage the risks involved in all CCG activities to an 
acceptable level. It requires a balance between the cost of managing and treating 
information risks with the anticipated benefits that will be derived. 

 
The Governing Body acknowledges that information risk management is an essential 
element of broader information governance and is an integral part of good management 
practice.  The intent is to embed information risk management in a very practical way 
into business processes and functions. This will be achieved through key approval and 
review processes / controls – and not to impose risk management as an extra 
requirement. 

 

 

2. Policy Purpose 
 
The purpose of this policy is to protect patient and staff information and ensure that it is 
held securely and used appropriately. 

 
The following list provides some examples of information risks: 
 

 Loss of data held on portable data storage devices (e.g. laptop, memory sticks 
and Dictaphone tapes) 

 Incorrect use of passwords 

 Incorrect use of smartcards 

 Inappropriate access to personal information 

 PC workstation security. 
 

The above list is not exhaustive or comprehensive if further advice is required contact 
the Head of Health Informatics. 

 

3. Policy Objectives 
 
The Governing Body’s objectives for managing information risk are to: 
 
 



5  

 Protect the CCG, its staff and its patients from information risks where the 
likelihood of occurrence and the consequences are significant.  See appendix A. 

 Provide a consistent risk management framework in which information risks will 
be identified, considered and addressed in key approval, review and control 
processes 

 Encourage pro-active rather than re-active risk management 

 Provide assistance to and improve the quality of decision making throughout the 
CCG 

 Meet legal or statutory requirements 

 Assist in safeguarding the CCG’s information assets.
 

4. Governance and accountability 
 
The Accountable Officer (Chief Officer) has overall responsibility for ensuring that 
information risks are assessed and mitigated to an acceptable level. Information risks 
should be handled in a similar manner to other major risks such as financial, legal and 
reputational risks. 

 
The Deputy Chief Officer is the CCG’s Senior Information Risk Owner (SIRO) who is 
responsible for coordinating the development and maintenance of information risk 
management policies, procedures and standards for the CCG. 

 

The SIRO is responsible for the ongoing development and day-to-day management of 
the CCG’s Risk Management Programme for information privacy and security. 

 
CCG Information Asset Owners (IAOs) are senior individuals who shall ensure that 
information risk assessments are performed at least once a year on all information 
assets where they have been assigned ‘ownership’, following guidance from the SIRO 
on assessment method, format, content, and frequency. IAOs shall submit the risk 
assessment results and associated mitigation plans to the SIRO for review, along with 
details of any assumptions or external dependencies. Mitigation plans shall include 
specific actions with expected completion dates, as well as an account of residual risks. 

 
The SIRO shall advise the Chief Officer and the Governing Body on information risk 
management strategies and provide periodic reports and briefings on Program progress. 

 
Rotherham CCG Commissioning Leads are accountable and responsible for ensuring all 
services commissioned have robust policies, procedures to manage information risk 

 

Rotherham CCG’s Chief Nurse will be responsible for reporting via the Strategic 
Electronic Information System (STEIS) all Serious Untoward Incidents relating to 
information governance.  
 
The Head of Health Informatics is the CCG’s IG Lead and will also ensure any 
information governance and cyber security incidents qualified as a Level 2 Serious 
Incident Requiring Investigation (SIRI) as per NHS Digital are also reported and 
investigated via the IGT’s Checklist Guidance for Reporting, Managing and Investigating 
Information Governance and Cyber Security Serious Incidents Requiring Investigation. 
They are also responsible for collating data on information governance and cyber 
security incidents and regular reporting to the IG Group. 
 
Rotherham CCG will ensure that all Managers are responsible for making sure that: 
 



6  

 Staff are aware of their roles and responsibilities in relation to managing 
information risk 

 Staff carry out their roles in accordance with this CCG policy 

 Staff are aware that if they want to introduce new information processes or 
information assets they must obtain approval through formal review of their 
requirements by the SIRO at the proposal stage of the new process or information 
asset 

 They identify the level of training required for each member of staff 

 Staff have time to carry out the appropriate level of training and have access to 
appropriate supervision and support.

 

It is the responsibility of all staff to abide by the conditions detailed within this policy. Any 
staff member found to have breached this policy could face disciplinary action that may 
lead to dismissal. 
 

5. Policy Scope 
 
This policy is applicable to all areas of the CCG and adherence should be included in all 
contracts for outsourced or shared services.  There are no exclusions. 

 

6. Communication 
 
This policy is to be made available to all CCG staff on the CCG Intranet and observed by 
all members of staff. It will also be available to agency and temporary workers 

 

 

Training to support the implementation of this policy will be delivered to all staff via the 
Information Governance Training Tool. 

 

7. Related Policies, Procedures and Guidelines 
 
Policy and procedure for responding to incidents, including Serious Untoward Incidents 
and near misses 
Integrated Risk Management policy 
Checklist Guidance for Reporting, Managing and Investigating Information Governance 
and Cyber Security Serious Incidents Requiring Investigation (NHS Digital) 
Network Security policy 
Rotherham CCG Information Governance Policy and Management Framework 
Rotherham CCG Email policy 
Rotherham CCG Internet acceptable use policy 
Rotherham CCG Data Protection policy 
Rotherham CCG Portable Data Security policy 

 
 

8. Policy Implementation and Review 
 

This policy will be implemented with effect from October 2016, or as soon as possible 
thereafter. The policy will be reviewed in October 2018. 
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Appendix A:  

Risk Scoring Matrix 

Risk Scoring Matrix 

 
Table 1 Consequence score (C) 
Choose the most appropriate domain for the identified risk from the left hand side of the table. Then 
work along the columns in same row to assess the severity of the risk on the scale of 1 to 5 to determine 
the consequence score, which is the number given at the top of the column. 
 

 Consequence score (severity levels) and examples of descriptors 
 1 2 3 4 5 

Domains Negligible Minor Moderate Major Extreme 
 
 
 
 
 

Patient and staff 
safety 

 
 
 

Minimal injury 
requiring no / 

minimal intervention 
or treatment. 

 
No time off work 

 
 

Minor injury or 
illness, requiring 
minor intervention 

 
Requiring time off 
work for >3 days 

Moderate injury 
requiring professional 

intervention 
 

Requiring time off 
work for 4-14 days. 
RIDDOR reportable 

incident 
 

An event which 
impacts on a small 
number of patients 

 
Major injury leading 

to long-term 
incapacity / disability 

 

Requiring time off 
work for >14 days 

 
Mismanagement of 

patient care with 
long-term effects 

Incident leading to 
death 

 

Multiple permanent 
injuries or 

irreversible health 
effects 

 
An event which 

impacts on a large 
number of patients 

 
 
 
 
 
 
 
 

Quality 

 
 
 
 
 

Peripheral element of 
treatment or service 

suboptimal 
 

Informal complaint/ 
inquiry 

Overall treatment or 
service suboptimal 

 

Formal complaint 

Local resolution 

Single failure to meet 
internal standards 

 
Minor implications 
for patient safety if 

unresolved 
 

Reduced 
performance rating if 

unresolved 

Treatment or service 
has significantly 

reduced 
effectiveness 

 
Local resolution (with 

potential to go to 
independent review) 

 
Repeated failure to 

meet internal 
standards 

 
Major patient safety 

implications if 
findings are not acted 

on 

 
 

Non-compliance with 
national standards 

with significant risk to 
patients if unresolved 

 
Multiple complaints / 
independent review 

 
Low performance 

rating 
 

Critical report 

 
 

Unacceptable level or 
quality of treatment / 

service 
 

Gross failure of 
patient safety if 

findings not acted on 
 

Inquest / 
ombudsman inquiry 

 
Gross failure to meet 

national standards 

 
 
 
 
 
 

Human Resources / 
Organisational 
Development 

 
 
 
 
 

Short-term low 
staffing level that 

temporarily reduces 
service quality (< 1 

day) 

 
 
 
 
 
 

Low staffing level 
that reduces the 
service quality 

 

Late delivery of key 
objective/ service 
due to lack of staff 

 
Unsafe staffing level 
or competence (>1 

day) 
 

Low staff morale 
 

Poor staff attendance 
for mandatory/key 

training 

Uncertain delivery of 
key objective/service 
due to lack of staff 

 

Unsafe staffing level 
or competence (>5 

days) 
 

Loss of key staff 

Very low staff morale 

No staff attending 
mandatory/ key 

training 

Non-delivery of key 
objective/service due 

to lack of staff 
 

Ongoing unsafe 
staffing levels or 

competence 
 

Loss of several key 
staff 

 
No staff attending 
mandatory training 
/key training on an 

ongoing basis 

 
 
 
 

Statutory duty / 
inspections 

 
 
 

No or minimal impact 
or breech of 

guidance/ statutory 
duty 

 
 

Breech of statutory 
legislation 

 
Reduced 

performance rating if 
unresolved 

 
 

Single breech in 
statutory duty 

 
Challenging external 
recommendations / 
improvement notice 

Enforcement action 
 

Multiple breeches in 
statutory duty 

 
Improvement notices 

 

Low performance 
rating 

Multiple breeches in 
statutory duty 

 
Prosecution 

 
Complete systems 
change required 

 
Zero performance 

rating 
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 Consequence score (severity levels) and examples of descriptors 
 1 2 3 4 5 

Domains Negligible Minor Moderate Major Extreme 
    Critical report  

Severely critical 
report 

 
 
 

 
Adverse publicity / 

Reputation 

 

 

Rumours 

Potential for public 
concern 

 
Local media coverage 

– 
short-term reduction 
in public confidence 

 
Elements of public 

expectation not being 
met 

 
 

 
Local media coverage 

– 
long-term reduction 
in public confidence 

 
 
 

National media 
coverage with <3 
days service well 
below reasonable 
public expectation 

National media 
coverage with >3 
days service well 
below reasonable 

public expectation. 
MP concerned 

(questions in the 
House) 

 
Total loss of public 

confidence 

 
 
 
 

Business Objectives 

 
 
 

Insignificant cost 
increase / schedule 

slippage 

 
 

<5 per cent over 
project budget 

 
Schedule slippage 

 
 

5–10 per cent over 
project budget 

 
Schedule slippage 

Non-compliance with 
national 10–25 per 
cent over project 

budget 
 

Schedule slippage 
 

Key objectives not 
met 

Incident leading >25 
per cent over project 

budget 
 

Schedule slippage 
 

Key objectives not 
met 

 
 
 
 
 

Finance 

 
 
 
 
 

Small loss Risk of 
claim remote 

 
 

 
Loss of 0.1–0.25 per 

cent of budget 
 

Claim less than 
£10,000 

 
 
 

Loss of 0.25–0.5 per 
cent of budget 

 

Claim(s) between 
£10,000 and 

£100,000 

Uncertain delivery of 
key objective/Loss of 
0.5–1.0 per cent of 

budget 
 

Claim(s) between 
£100,000 and £1 

million 
 

Purchasers failing to 
pay on time 

Non-delivery of key 
objective/ Loss of >1 
per cent of budget 

 
Failure to meet 
specification/ 

slippage 
 

Loss of contract / 
payment by results 

 
Claim(s) >£1 million 

Service / business 
interruption 

 
Impact on 

environment 

Loss/interruption of 
>1 hour 

 
Minimal or no impact 
on the environment 

Loss/interruption of 
>8 hours 

 
Minor impact on 

environment 

Loss/interruption of 
>1 day 

 
Moderate impact on 

environment 

Loss/interruption of 
>1 week 

 
Major impact on 

environment 

Permanent loss of 
service or facility 

 
Extreme impact on 

environment 
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Table 2 Likelihood score (L) 
 

What is the likelihood of the consequence occurring? 
The frequency-based score is appropriate in most circumstances and is easier to identify. It should be used 
whenever it is possible to identify a frequency. 

 

 Likelihood score 
 1 2 3 4 5 

Descriptor Rare Unlikely Possible Likely Almost certain 

Frequency 
How often 

might it / does it 
happen 

 

This will probably 
never 

happen/recur 

Do not expect it 
to happen/recur 
but it is possible 

it may do so 

 

Might happen or 
recur 

occasionally 

Will probably 
happen/recur 
but it is not a 
persisting issue 

Will undoubtedly 
happen / recur, 

possibly 
frequently 

Probability 
Percentage 
likelihood of 
occurrence 

 
0-5% 

 
6-20% 

 
21-50% 

 
51-80% 

 
81-100% 

 

Table 3 Risk scoring = consequence x likelihood ( C x L ) 
  

Calculate the risk score by multiplying the consequence score by the likelihood score. 
 

 

Risk Matrix 

Likelihood 

(1) 
Rare 

(2) 
Unlikely 

(3) 
Possible 

(4) 
Likely 

(5) 
Almost 
certain 

C
o

n
se

q
u

en
ce

 

(1) 
Negligible 

1 2 3 4 5 

(2) 
Minor 

2 4 6 8 10 

(3) 
Moderate 

3 6 9 12 15 

(4) 
Major 

4 8 12 16 20 

(5) 
Extreme 

5 10 15 20 25 

 

1-5 Low 

6-11 Medium 

12-15 High 

16-20 Very High 
25 Extreme 

 
 

The CCG risk tolerance/appetite under which risks can be tolerated is a score of 11 or below where the 
assessment has been undertaken following the implementation of controls and assurances.  
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Appendix B 
 

 

Equality Impact Assessment form 2013 
 

Title of policy or service  
Information Risk Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16  

 
 

1. Outline 
Give a brief summary of your policy or 
service 

 Aims 

 Objectives 

 Links to other policies, including 
partners, national or regional 

 
 
This policy outlines how Rotherham CCG will fulfil its duties to implement the NHS 
Information Risk Management Guidelines.  
 
These guidelines are based on and extend existing NHS Information Governance 
guidance materials and are compliant with the NHS adopted ISO/IEC27001 and 
ISO/IEC27002 information security management standards. 
 
 
 
 

 
 
 
 
 



11  

2. Gathering of Information  
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with 
consideration of the General Equality Duty.  

  What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact  

Neutral 
impact 

Negative 
impact 

Human rights      

Age      

Carers      

Disability      

Sex      

Race      

Religion or 
belief 

     

Sexual 
orientation 

     

Gender 
reassignment 

     

Pregnancy and 
maternity 

     

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

     

Other relevant 
group 

     

 
Please provide details on the actions you need to take below. 
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3. Action plan 

Issues identified Actions required 
How will you measure 

impact/progress 
Timescale 

Officer 
responsible 

 
 

    

 
 

    

 
 

    

 
 

    

 

4. Monitoring, Review and Publication 

When will the proposal 
be reviewed and by 
whom? 

October 2018 – IG Group 

Lead Officer  Andrew Clayton 
Review 
date: 

October 2018 

 
 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
 

 


