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DEFINITIONS 
 
Term    Definition 
 
BCM    Business Continuity Management 
 
BCMS   Business Continuity Management System 
 
BCP    Business Continuity Plan 
 
BIA    Business Impact Analysis 
 
Business Continuity A business continuity incident is an event or occurrence 

that disrupts, or might disrupt an organisation’s normal 
service delivery, below acceptable predefined levels, where 
special arrangements are required to be implemented until 
services can return to an acceptable level.  This could be a 
surge in demand requiring resources to be temporarily 
redeployed. 

 
Critical Incident A critical incident is any localised incident where the level of 

disruption results in the organisation temporarily or 
permanently losing its ability to deliver critical services, 
patients may have been harmed or the environment is not 
safe requiring special measures and support from other 
agencies, to restore normal operating functions. 

 
CCG    Clinical Commissioning Group 
 
Major Incident An event or situation, with a range of serious consequences, 

which requires special arrangements to be implemented by one 
or more emergency responder agencies. 

 
 

 

Incident 



 

 

 

Business Continuity Policy 
 
 

1. Policy Statement, Aims & Objectives 
 

1.1 NHS Rotherham Clinical Commissioning Group (CCG) must deliver an effective 
Business Continuity Management System (BCMS) in order to secure the best 
possible outcomes for patients and to successfully deliver our strategic 
objectives and operational plan.  In addition, the CCG must comply with the Civil 
Contingencies Act (2004). 

 
1.2 Commissioning is a key function of the NHS and CCGs.  The CCG plays a key 

role within the local health system, and therefore it is important that the 
organisation is able to continue its activities in the face of situations that might 
be, or could lead to, disruption, loss, emergency or crisis. 

 

1.3 In order to effectively carry out our commissioning functions, the CCG requires 
access to resources to ensure that all of its activities are delivered effectively.   
These resources fall into five broad categories: 

 People 

 Premises 

 Technology 

 Information 

 Suppliers and partners. 
 

1.4 Business continuity is defined as the “capability of the organisation to continue 
delivery of products or services at acceptable predefined levels following a 
disruptive incident” (ISO 22300). 

 
1.5 A business continuity incident becomes possible when access to resources is 

threatened.  Threats can emerge internally or externally, ranging from a 
technology failure to an influenza pandemic. 

 
1.6 The CCG’s strategy for dealing with these threats to resources is to implement a 

Business Continuity Management System to identify and analyse risks to 
business continuity, where possible take measures to prevent incidents 
occurring, and to document and implement Business Continuity Plans in order to 
minimise the impact of incidents when they do occur.  Business continuity 
management is an essential tool in establishing our organisation’s resilience. 
 

1.7 The policy statement provides a framework for the CCG to follow in the event of 
a business continuity incident.  It also states process for implementing and 
maintaining a robust Business Continuity Management System. 



 

 

 
 

2. Legislation & Guidance 
 
2.1 The following legislation and guidance has been taken into consideration in the 

development of this procedural document. 

 NHS England Emergency Preparedness Framework. 

 NHS England Business Continuity Management Framework. 

 ISO 22301 Societal Security – Business Continuity Management 
Systems -Requirements. 

 ISO 22313 Societal Security – Business Continuity Management 
Systems – Guidance 

 PAS 2015 – Framework for Health Services Resilience. 

 Civil Contingencies Act 2004. 
 

3. Scope 
 

3.1 This policy applies to those members of staff that are directly employed by NHS 
Rotherham CCG and for whom NHS Rotherham CCG has legal responsibility.  
For those staff covered by a letter of authority/honorary contract or work 
experience this policy is also applicable whilst undertaking duties on behalf of 
NHS Rotherham CCG or working on Rotherham CCG premises and forms part 
of their arrangements with NHS Rotherham CCG.  As part of good employment 
practice, agency workers are also required to abide by NHS Rotherham CCG 
policies and procedures, as appropriate, to ensure their health, safety and 
welfare whilst undertaking work for NHS Rotherham CCG. 

 
 

4. Accountabilities & Responsibilities 
 

4.1 Overall accountability for ensuring that there are systems and processes to 
effectively manage business continuity lies with the Chief Officer.  Responsibility 
is also delegated to the following individuals: 
   

Chief 
Officer/Executive 
Team 

 Will oversee the implementation of the business 
continuity policy and standards. 

 Will review the business continuity status and 
the application of the policy and standards in all 
business undertakings. 

 Will enforce compliance through assurance 
activities, provision of appropriate levels of 
resource and budget to achieve the required 
level of business continuity competence. 

 Will coordinate the overall management of a 
crisis, providing strategic direction of service 
recovery plans, and; 

 Ensure information governance standards 
continue to be applied to data and information 
during an incident.  

 Will decide when to escalate to the area team. 

 Will lead the recovery plan after the incident. 

Assistant Chief 
Officer 

 Will determine the criteria for implementing the 
Business Continuity Plan; 



 

 

 Manage training and awareness of the plan, 
and maintaining the plan. 

 Will be responsible for change control, 
maintenance and testing of the plan. 

 Will ensure the BCP is reviewed and updated at 
regular intervals to determine whether any 
changes are required to procedures or 
responsibilities. 

Governing Body  BCM is an important part of the organisation 
risk management arrangements.  The 
Governing Body will ratify this Policy. 

 Governing Body members need to ensure 
themselves that up to date policies and plans 
are being implemented effectively in the event 
of an incident. 

Team Managers  Individual managers will be required to assess 
their specific area of expertise and plan 
actions for any necessary recovery phase, 
setting out procedures and staffing needs and 
specifying any equipment or technical 
resources which may be required in the 
recovery phase. 

 Individual managers will have two hard copies 
of the BCP allocated to them.  It is intended 
that one copy should be located at the holder’s 
home address so it is easily accessible and 
the second in a Folder clearly marked 
Business Continuity Plan (BCP) at their office 
base.  The BCP folder will also contain 
recovery procedures, contacts, and lists of 
vital materials or instructions on how to obtain 
them. 

Staff  Achieve an adequate level of general 
awareness regarding business continuity. 

 Being aware of the contents of their own 
business areas disaster recovery plan and any 
specific role or responsibilities allocated. 

 Participate actively in the business continuity 
programme where required; and ensuring 
information governance standards continue to 
be applied to data and information during an 
incident. 

 
 



 

 

 

SECTION B – PROCEDURE 
 
1. The approach to Business Continuity Management (BCM) 

 
1.1 The CCG is responsible for commissioning a wide range of patient 

services for the local population and in the event of an emergency or 
business interruption, it is essential that critical services which support 
our commissioning activities can be restored and maintained as soon as 
is practically possible. 

 
1.2 Business Continuity Management (BCM) is a holistic management 

process that identified potential threats to an organisation and the 
impacts to business operations that those threats, if realised, might 
cause.  It provides a framework for building organisational resilience 
with the capacity for an effective response that safeguards the interests 
of its key stakeholders, reputation, brand and value creating activities. 

 

1.3 The diagram below illustrates the Business Continuity Management 
(BCM) Cycle which we have adopted in order to develop a robust BCM 
culture across the organisation. 

 

 

 

 
 
 

 



 

 

 

1.4 In the event of an emergency or business interruption the CCG will endeavour 
to maintain services as usual or as close to the usual standard as is practically 
possible, however it may be evident that this is unachievable.  The functions of 
the organisation will therefore been identified, defined and prioritised using a 
Business Impact Analysis (BIA). 

 
 
2.  Stage 1 – Understanding the organisation 

 
2.1 Business impact analysis (BIA) is the process of analysing business functions 

and determining the effect that a business disruption might have upon them, 
and how these vary over time.  The aim of the business impact analysis is to 
ensure that NHS Rotherham CCG has identified those activities that support its 
key services in advance of an incident, so that robust business continuity plans 
can be put into place for those identified critical activities. 

 
2.2  Our Business Impact Analysis process: 

 

 Defines the function and its supporting processes. 

 Determines the impacts of a disruption. 

 Defines the recovery time objectives (where ISO 22313 defines Recovery 
Time Objective (RTO) as the period of time following an incident within 
which a product or service must be resumed, activity must be resumed, or 
resources must be recovered). 

 Determines the minimum resources needed to meet those objectives. 

 Considers any statutory obligations or legal requirements placed on the 
CCG. 

 
2.3 Our business impact analysis results in the identification of those activities 

whose loss would have the greatest impact in the shortest time and need to be 
recovered most rapidly. 

 
2.4 The community risk register will be considered when undertaking business 

impact analysis in order to enable the organisation to understand the threats to, 
and vulnerabilities of, critical activities and supporting resources, including those 
provided by suppliers and partners. 

 

 

3. Stage 2 – Determining business continuity management strategy 
 

3.1 There are many and varied possible causes of service disruption. 
 

3.2 Business continuity planning will be carried out to minimise the effects of a 
number of potentially disruptive events.  A series of robust plans and mitigation 
will be developed for these priority areas.  The list is not exhaustive and 
judgement will be applied in each case: 

 

 People:  Loss of key staff short and long term including significant national 
or international incidents impacting on the CCG, such has a pandemic. 



 

 

 Premises:  Loss of primary workplace in the short term and long term. 

 Technology:  Loss of information and communications technology 
infrastructure services. 

 Information:  Loss of data. 

 Suppliers and Partners:  Business continuity affecting suppliers and/or 
partners. 

 Any other requirements as identified by the business impact analysis 
process. 

 
 

4. Stage 3 – Developing and implementing the business continuity 
management response. 

 
4.1 The following areas will be included in the organisations Business Continuity 

Plan: 
 

 Business Impact Analysis/Hazard Identification – Local Risk 
Assessment 
The process of identifying business functions and the effect a business 
disruption will have on them.  Risk assessment is the process of risk 
identification, analysis and evaluation using a risk matrix. 
 

 Critical Activities 
Those activities whose loss would have the greatest impact in the shortest 
time and need to be recovered most rapidly.  Critical activities will be 
reflected on our Assurance Framework or Risk Register, as appropriate. 
 

 Communication Strategy 
Internal and external communications and how the CCG cascades 
information. 

 
4.2 The response to an emergency or business continuity incident does not 

necessarily or automatically translate into the declaration of a major incident 
and the implementation of a full recovery operation.  Incidents may cause a 
temporary or partial interruption of activities with limited or no short term or 
longer term impact.  It will be the responsibility of the CCG Executive team, as 
available, to evaluate and declare the appropriate level of response. 

 
4.3 The severity level will indicate the urgency of recovering the business service, 

and also the order in which services should be reinstated. 
 

4.4 The CCG is not responsible for the direct provision of health services, however 
it is responsible for some functions that would have an impact on providers of 
health services, for example contractual financial payments and safeguarding.  
Therefore the risks to our stakeholders resulting from an incident affecting the 
CCG could be significant. 

 



 

 

Stage 4 – Exercising, maintaining and reviewing 
 

4.5 Exercises can expose vulnerabilities in an organisation’s structure, initiate 
processes needed to strengthen both internal and external communication and 
can help improve management decision making during an incident.  They are 
also used to assess and identify gaps in competencies and further training that 
is required for our staff. 

 
4.6 The on-going viability of the business continuity programme can only be 

determined through continual tests and improvements.  Regular tests and 
revisions are made to the business continuity plan to ensure they provide the 
level of assurance required. 

 
4.7 Exercise and tests will: 

 Be consistent with the scope and objectives of the business continuity 
management system (BCMS). 

 Be based on appropriate scenarios that are well planned with clearly 
defined aims and objectives. 

 Minimise the risk of disruption of operations. 

 Produce post-exercise reports. 

 Be conducted at planned intervals and when there are significant changes 
within the organisation or to the environment in which it operates. 

 
4.8 We aim to exercise and test our business continuity arrangements alongside 

partner NHS organisations, where practicable. 
 

4.9 We will share lessons learned and post-exercise reports with all interested 
parties. 

 
4.10 We will aim to run or participate in: 

 

 A live partnership exercise every three years. 

 A desktop exercise annually. 

 A communications test 6 monthly. 
 
 
5. Plan activation 

 
5.1 The Chief of Service in the work area concerned will decide in discussion with 

other available Chiefs of Services and the Chief Officer whether the plan or any 
part of it should be activated. 

 
5.2 Out of hours the decision will be made by the on-call lead officer. 

 
5.3 Immediate response and management functions required to handle an incident 

will be led by the most senior CCG officer on site/on call. 
 

5.4 Once the plan is activated, the incident will be managed by the Chief of Service 
of the work area in which the incident occurred. 



 

 

 
5.5 The relevant Chief of Service has responsibility for convening a response team 

to ensure that essential services are maintained and that recovery plans are put 
into place.  The response team membership is at the discretion of the senior 
managers as each incident is different.   

 
5.6 Good record keeping in paramount if the BCM plan is initiated. The Chief 

leading the crisis response is responsible for ensuring that accurate records are 
kept of all decisions and actions (including expenses) taken once the BCM plan 
is initiated. 

 
 
6. Stand-down 

 
6.1 The Chief of Service managing the incident has authority to stand down the plan 

in consultation with the Chief Officer. 
 

6.2 Following activation and stand-down of the plan a de brief report detailing the 
incident, actions taken and lessons learned will be provided to the AQuA  
Committee. 

 
 
7. Communications Strategy 

 
7.1 Good communication is essential at a time of crisis.  A communication strategy 

will be developed to ensure there are appropriate statements for internal and 
external communication and processes for ensuring communication to all staff 
in the case of an emergency.   

 
7.2 The strategy will include reference to procedures for regular communications 

with partner organisations and other interested parties.  This is particularly 
important during the planning stage for known disruptions such as winter 
weather.  Formal reporting and situation updates may also be required in the 
lead up to and during a disruption to create a local, regional and national 
overview of effects across the NHS. 

 
7.3 The main aims of the strategy will be to: 

 Deliver relevant messages about the incident to the relevant stakeholder 
group. 

 Utilise relevant media channels to reassure and inform the public and 
patients. 

 Ensure that messages are timely and relevant to the target audience. 
 

8.4 Immediate response and management functions required to handle an incident 
will be led by the most senior CCG Officer on site/on call.  A cascade structure 
will be developed to ensure key individuals within and external to the 
organisation have been informed. 

 



 

 

 
8. Training and Awareness 

 
8.1 Once in place, the Assistant Chief Officer will identify appropriate levels of 

training and awareness sessions for all CCG staff to ensure business continuity 
becomes part of CCG culture and daily business routines, improving the 
organisations resilience to the effects of emergencies.  The Assistant Chief 
Officer will also receive training to ensure they can perform their role effectively 
and participate in testing. 

 
 
9. Testing 

 
12.1 The ongoing viability of the business continuity program can only be determined 

through continual tests and improvements.  The Assistant Chief Officer will be 
responsible for ensuring regular tests and revisions are made to the BCP to 
ensure they provide the level of assurance required.   

 
 
 


