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Purpose:  
To request that the Governing Body approve the refreshed email policy. 
 
Background: 
The email policy has been completely refreshed to reflect the transfer of email platform 
completed during 2018 to NHS mail.   
 
Analysis of key issues and of risks 
The transfer to NHS mail has required the email policy is set out in Section A and has 
been completely refreshed to take into account of the change of platform and sets out 
the rules governing the sending, receiving and storing of email.  Providing CCG and 
user rights and responsibilities for the use of email and promoting awareness of and 
adherence to current legal requirements and NHS information governance standards.  
The policy also includes awareness of potential cyber security threats. 
  
Section B of the policy provides further support to staff with procedures for encrypting 
messages using NHS mail. 
 
Appendix A provides guidance for best practice and consideration when using email to 
communicate and Appendix B provides details on how to archive mail. 
 
Patient, Public and Stakeholder Involvement: 
The policy has been reviewed by the Information Governance Group and the lead for 
Counter Fraud Specialist prior to submission. 
Equality Impact: 
Equality Impact Assessment completed at the end of the policies – neutral impact 
 
Financial Implications: 
None 
Human Resource Implications: 
This policy applies to all staff. 
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Procurement Advice: 
Not applicable 
. 
Data Protection Impact Assessment: 
Not applicable 
 
Approval history: 
Approved at IG Group in January 2019  
Approved at the Operational Executive – 29 March 2019 
Approved at the Audit and Quality Assurance Committee – 7 May 2019 
 
Recommendations: 
Approval of the refreshed email policy. 
 
Paper is for Approval  
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Title: Email Usage Policy & Procedures 
Reference No: 002/IT 
Owner: Andrew Clayton 
Author Wendy Lawrence 
First Issued On: September 2018 
Latest Issue Date: February 2019 
Operational Date: February 2019 
Review Date: October 2020 
Consultation Process  
Ratified and approved by:  
Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and temporary 
employees of Rotherham CCG. 

Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in particular 
on the grounds of the following characteristics 
protected by the Equality Act (2010); age, 
disability, gender, gender reassignment, 
marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, and sexual 
orientation, in addition to offending 
background, trade union membership, or any 
other personal characteristic. 
 

 



Revision/Amendments since the last Version 
 

Version Date of Review Amendment Details 

Draft 0.1 24 September 2018 Full Review and update of policy 

Draft 0.2 16 January 2019 Update to process for requesting access to staff mail accounts. 

Draft 0.3 25 January 2019 

Amendments following Information Governance Group 
comments. 
Additions to the definitions to include: 

• Caldicott Guardian 
• Distribution List 
• Electronic Signature 
• External emails 
• Group email 
• Non NHS email addresses 

Added link to relevant national policies section 1.1 
Reworded 1.3 to include considerations for replying to group 
emails. 
Additional relevant legislation added. 
Added link to relevant national and local guidance for staff leaving 
the organisation in section 4.15. 
 

Draft 0.4 29 March 2019 
4.14 amended sentence 
Appendix A – added Rotherham CCG Style Guide to best email 
practice guidance. 
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DEFINITIONS 
 
Term Definition 
Caldicott Guardian A Caldicott Guardian is a senior person responsible for protecting 

the confidentiality of people's health and care information and 
making sure it is used properly. All NHS organisations and local 
authorities which provide social services must have a Caldicott 
Guardian. 

Distribution List A distribution list is a feature of email client programs that allows a 
user to maintain a list of email addresses and send messages to all 
of them at once.  

email (or e-mail) Messages distributed by electronic means from one computer user 
to one or more recipients. 

Electronic Signature An electronic signature is a digital version of a traditional pen and ink 
signature. 

Encrypting / Encrypted 
/ Encryption 

The method of translating data into a secret code to allow sensitive 
information to be sent and read securely.  

External emails  External email is communication via email that is distributed outside 
the organisation. 

Government Secure 
intranet (GSi) 
 

Government Secure Intranet (GSi) is a United Kingdom government 
wide area network, whose main purpose is to enable connected 
organisations to communicate electronically and securely at low 
protective marking levels. 
 

Group email A group email is a set of email addresses that you can use to send 
an email message or meeting invitation to everyone at once also 
known as a distribution list. 

GSi Domains 
 

Approved email addresses that uses a gsi-family domain name 
(gsi.gov.uk, gse.gov.uk, gcsx.gov.uk or gsx.gov.uk) which allow 
secure emails (Note: from March 2019 the only approved domain will 
be .gov.uk addresses) 
 

NHSmail NHSmail is a secure email service approved by the Department of 
Health for sharing patient identifiable and sensitive information. 
NHSmail, messaging, and sharing can be accessed by any 
organisation commissioned to deliver NHS healthcare or related 
activities 
 

Non NHS email 
addresses 
 

All NHSmail addresses contain @nhs.net at the end of the address.  
Any other email address is classed as non NHS email addresses i.e. 
@Hotmail.com, @gmail.com. 

Recipient The recipient is the expected person who should receive the email. 
 

SIRO Senior Information Risk Owner - The SIRO role is an integral part of 
any organisation's Information Governance Framework. As the SIRO 
is accountable to the Accounting Officer for risks they actively review 
and work with relevant experts to determine the most effective and 
proportionate information control measures. 

Page 4 of 18  



Email Policy 

Section A - Policy 

1. Policy, Statement, Aims and Objectives 

1.1 This document defines the Email Policy for NHS Rotherham CCG.  NHS Rotherham CCG uses 
the national NHSmail system as its email solution for all staff. Staff must ensure that they follow 
the NHSmail Policies as available with the national system as well as this local policy. 

The NHS mail policies are published on the NHS Digital website: 

https://digital.nhs.uk/services/nhsmail/nhsmail-policies 

1.2 All staff employed by CCG will have access to an NHSmail account. Contractors and temporary 
staff can also be granted accounts where appropriate. All CCG staff must use their NHSmail 
accounts to send official CCG business and will not use any other email account for this 
purpose. 

1.3 All Staff should ensure appropriate use of distribution list and group emails and do not send 
patient identifiable information without the appropriate encryption.  Staff should consider when 
replying to emails that have been sent to a group of people, whether it is appropriate for all the 
recipients to receive a response.  (Appendix A - Email best practice) 
 

1.4 The purpose of the policy is to aid staff in the effective and appropriate use of email on CCG 
systems and to reduce the risk of adverse events by:  

• Setting out the rules governing the sending, receiving and storing of email.  
• Establishing CCG and user rights and responsibilities for the use of its system.  
• Promoting awareness of and adherence to current legal requirements and NHS 

information governance standards.  
• Promoting awareness of potential cyber security threats. 

1.4 Email should be treated with the same level of attention that is given to drafting and managing 
letters or other forms of communication. (See Appendix A for best practice) 

1.5 NHSmail is a secure system operated for the NHS which is approved for the sending of patient 
level data. It is Government accredited to restricted status and approved for exchanging clinical 
information with other NHSmail and Government Secure intranet (GSi) users (See Footnote 1 in 
Appendix A for a list approved GSi domains).  Due to the GSi domains all being replaced by 
March 2019, the CCG recommend that all emails sent to non NHSmail addresses is sent using 
encrypted messaging.   

1.6 The NHSmail encryption feature allows users to exchange information securely with users of 
non-accredited or non-secure email services. Once a message is sent from NHSmail it is 
encrypted and protected with a digital signature to assure the recipient that the message is 
authentic and has not been forged or tampered with. Formatting of the message is preserved 
and attachments can be included. (See Section B, 1. Encrypted Messages) 

1.7 All staff are required to comply with this policy. This policy is based on current law, NHS 
Information Governance standards and accepted standards of good practice; your duty to 
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handle CCG corporate and person confidential information appropriately arises out of common 
law, legal obligations, staff employment contracts and professional obligations. 

 
1.8 Any breaches of this policy will be fully investigated in accordance with CCG processes which 

may result in disciplinary action, referral to the Local Counter Fraud Specialist for further 
investigation and, if appropriate, your employment or association with the CCG being 
terminated. It may also bring into question your professional registration and may result in 
disciplinary, civil or criminal proceedings.  

 
1.9 If there is anything that isn’t clear or which you do not understand in this policy you must contact 

your line manager, in the first instance, or the Information Governance Lead for further 
information.  

1.10 The CCG will not be liable for any financial or material loss to an individual when using email for 
personal use or when using personal equipment to access work email.  

2. Legislation and Guidance 

2.1 The following legislation and guidance has been taken into consideration in the development of 
this policy document.  

• Data Protection Act 2018 
• General Data Protection Regulation (GDPR) 
• Computer Misuse Act 1990  
• Freedom of Information Act 2000 
• Regulation of Investigatory Powers Act 2000 
• Telecommunications (Lawful Business Practice Practice) (Interception of Communications) 

Regulations 2000 
• Human Rights Act 1998 
• DCB1596 Secure Email Requirements Specification 
• ISO/IEC 27001:2013 
• Caldicott Guidance 
• Protection from Harassment Act 1997 
• Information Security NHS Code of Practice  
• Confidentiality NHS Code of Practice  

 
2.2 Email is a business communication tool and users are obliged to use this tool in a responsible, 

effective and lawful manner.  Although by its nature email seems to be less formal than other 
written communication, the same laws apply.  Therefore, it is important that users are aware of 
the legal risks of email: 
• If you send emails with any libellous, defamatory, offensive, harassing, racist, obscene or 

pornographic remarks or depictions, you and the Organisation can be held liable. 
• If you forward emails with any libellous, defamatory, offensive, harassing, racist, obscene or 

pornographic remarks or depictions, you and the Organisation can be held liable. 
• If you unlawfully forward confidential information, you and the Organisation can be held 

liable. 
• The Organisation can be held liable if an email is sent from it that contains a virus.  If you 

knowingly send an attachment that contains a virus, you can also be held liable. 
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By following the guidelines in this policy, the email user can minimise the legal risks involved in 
the use of email and ensure it is operated in accordance with the CCG’s values.  If any user 
disregards the rules set out in this email Policy, the user will be fully liable for their actions and 
may be subject to disciplinary action by the Organisation. 

Any monitoring or interception of communications will be carried out in accordance with 
legislation such as the Regulation of Investigatory Powers Act 2000, the Telecommunications 
(Lawful Business Practice Practice) (Interception of Communications) Regulations 2000, the 
Data Protection Act 2018, the Human Rights Act 1998 and specific procedures around 
monitoring and privacy.  

 
The CCG reserves the right to retain email as required to meet its legal obligations. If there is 
evidence that you are not adhering to the guidelines set out in this policy, the CCG reserves the 
right to examine PC usage/content and to take disciplinary action, which may lead to a 
termination of contract and/or legal action. 
 
There is a common misconception that email messages constitute a transitory form of 
communication. This misconception about how email messages can be used could result in 
legal action being taken against CCG or individuals. All email messages are subject to Data 
Protection and Freedom of Information Legislation and can also form part of the corporate 
record. Staff should also be aware that email messages could be used as evidence in legal 
proceedings. 

3 Scope 

3.1 This policy applies to all staff, CCG Members, temporary staff, seconded staff, contractors and 
others undertaking work on behalf of the CCG who have been allocated a NHS email account. 

3.2 NHS email accounts used for business and personal use on CCG and non-CCG premises 
including from home, internet cafes and via portable media such as ipads and smart phones.  

4 Accountabilities and Responsibilities 

4.1 This document explains how the NHSmail service should be used. It is your responsibility to 
ensure you understand and comply with this policy. It ensures that:  

• You understand your responsibilities and what constitutes abuse of the service. 
• Computers and personal data are not put at risk.  

 
4.2 The CCG provides access to email systems to employees and authorised non-CCG employees 

only for use in their:  

• Work duties  
• Work related educational purposes  
• Work related research purposes  

No one has a right of access to an email account. The inappropriate use or abuse of email may 
result in access being withdrawn or amended.  

The CCG reserves the right to remove or amend access to the email system at any time in order 
to protect and preserve the integrity and confidentiality of the system.  
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4.3 The CCG’s Information Governance Group is responsible for overseeing the implementation of 
this Email Policy including monitoring compliance. It is responsible for ensuring it is reviewed 
and updated periodically. The monitoring of compliance following incidents recorded in the 
Information Governance incident log and through a monthly mobile device report.  

 
4.4 The CCG will provide appropriate and authorised software for email. 

4.5 All managers are responsible for ensuring that staff they manage are aware of the Email policy 
and their individual responsibility for complying with it. They should ensure their staff are 
equipped to fulfil those responsibilities; this will include covering it at their local induction and by 
identifying and meeting specific and generic training needs through personal development 
plans. 

4.6 All managers should complete the necessary documentation to authorise a new user to have 
access to the network and have an email account created.   

4.7 All staff must ensure that they are aware of the requirements and standards of behaviour that 
apply, and adhere to this policy.  

 
4.8 All staff are responsible for reporting information incidents and near misses, including breaches 

of this policy, using the CCG’s Incident Reporting procedures.  

4.9 Users must ensure their password is kept confidential and secure at all times. You must notify 
the Informatics Service desk if you become aware of any unauthorised access to your email 
account or if you believe your password may have been revealed. 

4.10 Email communication sent from the Organisation email service to any non-NHSmail or non GSi 
email account is insecure. Unencrypted person-identifiable and / or sensitive information must 
never be sent outside the NHS or .GSi public sector network, either automatically or as a result 
of re-direction or directly. To do so is in direct contravention of NHS and Government data 
security requirements, and has been a prohibited practice since February 2008. Email auto-
forwarding is therefore prohibited by Information Governance rules.  

4.11 All passwords and log in details for email systems must be kept confidential. Sharing passwords 
or log in details will be considered misconduct. (Where necessary, users can delegate 
permissions to their own email account and calendar to others.) 

4.12 Generic mailboxes should be used where there are a group of people responsible for the same 
area of work to ensure that queries are answered quickly when members of the team are away 
from the office. Requests for the setting up of generic mailboxes must come from the Senior 
Manager and be approved by the SIRO/Caldicott Guardian. Access to the generic mailbox will 
be setup for the designated owner and it is this person’s responsibility to manage and delegate 
access for other staff members. 

4.13 NHSmail may be used outside the NHS network on any computer with an internet connection. 
However the user is personally responsible for the information security and confidentiality of e-
mail in their account and must observe the following conditions when accessing NHSmail at 
home or other remote locations outside the NHS:-  

• Log in at the NHSmail website: www.nhs.net  
• Always select the “public or shared computer” option  
• Do not save confidential information on a non-Organisation device  
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• Only print confidential information when you are certain that you will always collect the 
printouts immediately and secure them  

• Ensure that you are not overlooked by family members and other 3rd parties  
• Do not record your password on a non-Organisation device  
• Passwords must be memorised, not written down  
• Log out of the NHSmail application when not in use  
• Do not leave the NHSmail application logged in when unattended  
• Maintain an awareness of relevant Organisation policies and procedures and observe these 

at all times  

4.14 By design NHSmail can be accessed on almost any internet enabled device. For devices with 
email capability the user can synchronise their NHSmail account to them.  However, staff must 
ensure that any device used to access NHSmail has the required level of encryption.  A full list 
of approved devices is available on the NHSmail portal. NHSmail will enforce the PIN lock 
option on a device to ensure the user has to enter their correct code to unlock the device. 

 
 The CCG will review quarterly to check which devices are synchronised to NHSmail accounts to 

ensure the policy is being followed.  
 
 NHSmail has the functionality to remotely wipe the device if a device is lost or stolen.  The user 

can use this functionality to remote wipe the device from the NHSmail web portal.  Users should 
be aware that this would also delete all apps and data that are stored on the device.  
Alternatively the user can request this action to be completed via the IT service desk.  The CCG 
has no liability for any loss of personal data held on the mobile device.   

  
4.15 NHSmail accounts stay with the person, so if you move organisations the NHSmail account is 

kept.  When moving your NHSmail account between health and care organisations, it is your 
responsibility to ensure any data relating to your role is archived appropriately and is not 
transferred to your new employing organisation in error. Guidance is available in the Leavers 
and Joiners section in the NHSmail support pages.  Contact the CCGs office manager to obtain 
the local leavers checklist. 

• Locally archive any role related data/emails.  Ensure that job-related information that is not 
stored elsewhere is passed on. 

• Remove any personal emails you wish to keep 
• Put an Out of Office message on with onward contact details or your replacement contact 

details if required. 
 

4.16 The use of NHSmail and other resources for private business is strictly forbidden. You must not 
use Organisation or NHS systems for personal commercial gain, or for the personal or 
commercial gain of relatives or other 3rd parties. This includes, but is not limited to marketing, 
advertising and selling goods or services. 

5. CCG access to individuals mailboxes 
 

There may be occasions when it is necessary to access email messages from an individual’s 
mailbox when a person is away from the office for an extended period, for example holiday or 
sickness. Whilst users are entitled to expect a level of privacy in relation to their e-mail 
correspondence they must understand that this will not be an absolute right and that the needs 
of the organisation may override it in certain circumstances. The reasons for accessing an 
individual’s mailbox are to action:  
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• Subject access request under the Data Protection Act 2018 (incorporating the requirements 
of the General Data Protection Regulation) 

• Freedom of Information Request 
• Evidence in legal proceedings 
• Evidence in a criminal investigation 
• Line of business enquiry 
• Evidence in support of disciplinary action 
 
Where it is not possible to ask permission from the member of staff whose mailbox needs to be 
accessed, the procedure for gaining access to their mailbox is: 
 
• Gain authorisation from the SIRO, Caldicott Guardian or Information Governance lead.  
• Submit a request to TRFT IT Service Desk 
• A record will be made of the reasons for accessing the mailbox together with the names of 

the people who have been given access.   This will be recorded in the Information 
Governance Incident Report. 

• Inform the person whose mailbox was accessed at the earliest opportunity.  
 

6. Personal Use 

6.1 Although the CCG’s email system is meant for business use, CCG allows the reasonable use 
of email for personal use if certain guidelines are adhered to: 

• Personal use of email must not interfere with work. 
• Personal emails must also adhere to the guidelines in this policy, must not breach any of the 

CCG’s Policies or Procedures and must not be used for personal adverts or personal gain. 
• Personal e-mails must not be sent to Organisation wide distribution lists. 
• Personal emails should be kept in a separate folder, named ‘Private’. The emails in this 

folder should be deleted weekly so as not to clog up the system. 
• The forwarding of chain letters, junk mail, jokes and executables (programs) is strictly 

forbidden. 
• Employees should not expect any email message composed received or sent using 

Rotherham CCG’s email system to be for private viewing only. 

If in doubt about the appropriateness of an email, ask permission from your line manager. 
 
6.2 Accessing personal email accounts using NHS devices is allowed if:   

• Personal use of email must not interfere with work 
• Do not open emails that could contain viruses 

 
6.3 The CCG will not be liable for any financial or material loss to an individual when using email for 

personal use or when using personal equipment to access work email.  
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Section B – Procedures 

1. Encrypting Messages 

NHSmail provides an encryption tool which enables information to be shared securely.  

When to use the NHSmail encryption feature  

NHSmail users can exchange sensitive information securely with other NHSmail users, without 
needing to use the encryption feature. For example, sending from @nhs.net to @nhs.net.  

If you are sending sensitive information outside of NHSmail, then the encryption feature should be 
used. The only exception is when sending to emails ending in *secure.nhs.uk  

If there is doubt or uncertainty, you should use the NHSmail encryption feature. NHSmail will then 
encrypt the email only if the destination domain is not secure. If sending an email to multiple 
organisations with some secure and some insecure domains, those that are secure will receive an 
unencrypted email and those that are not secure will receive an encrypted email.  

How to send an encrypted message  

Before sending patient or sensitive data via the encryption service, it is good practice to set up the 
‘encrypted channel’ which helps verify the correct recipient:  

1. Send the recipient the accessing encrypted emails guide for non-NHSmail users, so they can 
register for the service.  

2. Once the recipient of the information has registered for the encryption service and confirmed to the 
sender this is complete, patient and sensitive data can be sent within an email or as an attachment, 
subject to local governance policies. 

3. Follow the steps below to send an initial encrypted email but do not include patient or sensitive 
information the first time. This is to ‘set-up’ the secure channel of communication and ensure the 
correct recipient has successfully received the email. If it is an incorrect recipient, data has not been 
compromised.  

To send an encrypted email:  

4. Log in to your NHSmail account (either via an email client such as Outlook or via the web portal 
at www.nhs.net).  

5. Create a new email message in the normal way.  

6. Ensure the recipient’s email address is correct.  

7. In the subject field of the email, enter the text [secure] before the subject of the message. The 
word secure must be surrounded by the square brackets for the message to be encrypted. If square 
brackets aren’t used, the content of the email will be sent in plain text and may potentially be exposed 
to interception or amendment.  

8. Type the message.  

9. Click on send to send the message. An unencrypted copy will be saved in your sent items folder.  
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Once the initial registration process has taken place, you can then send other emails with required 
attachments.  

The service will then encrypt the message and deliver it to the intended recipient. The sent item will 
be stored unencrypted in your sent items folder, and any replies received will be decrypted and 
displayed as normal in NHSmail.  

Note: [secure] is not case sensitive and [SECURE] or [Secure], for example, could also be used. 

2. Accessing Encrypted Emails 

The guidance for recipient of encrypted emails sent from an NHSmail account which includes: 

• Opening message from NHSmail 

• Reading encrypted emails 

• Sending an encrypted reply 

Can be accessed using the link below: 

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-
Archive/Accessing+Encrypted+Emails+Guide.pdf 
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Appendix A - Email best practice 

The CCG considers email as an important means of communication and recognises the importance 
of proper email content and speedy replies in conveying a professional image and delivering good 
customer service.   

Poorly used email is a significant source of problems for staff. The aim of issuing guidance on email is 
to improve the use of email as part of the way that people communicate.  

The guidance provides best practice of using email and sets out expectations about how email should 
be used for good communication. 

Introduction 

Email is a tremendously effective way of sharing information and managing work across 
organisations. However, email is only as good as the practical way in which people use it. Badly 
used, it can clog up people's time and systems.   

Think clearly about why you are sending the email and what you are asking people to do. 

The email guidance is set out under nine headings: 

1. Reducing the number of emails in circulation 
2. Sending emails to the right people 
3. Making email content and action clear 
4. Using email to send documents 
5. Forwarding and replying to emails 
6. Managing your own emails 
7. Email writing style 
8. Legal issues 
9. Security issues 

 

1.  Reducing the number of emails in circulation 

• Do you want to reduce the number of emails you get? A good start is to reduce the number 
you send. 

• Think before you send an email. Is it the best way to communicate? Would it be easier to 
phone or meet in person? 

• Think about putting up information on the CCG intranet pages or via the GP bulletin or using 
the staff meetings. 

• Think before replying to or forwarding an email. Do you really need to reply at all or send it 
on? 

• If you find yourself getting into a repetitive email dialogue, consider two things: cut out copy 
recipients, and try speaking in person instead. 

• Make sure that people copied in actually need to know what is being sent. Email makes 
copying messages too easy: don't copy people in "just in case". 

• When replying, don't send a "reply to all" unless it is necessary for all copy recipients to know 
your response. 

• Unless the email asks for an acknowledgement, don't send one. 
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2.  Sending emails to the right people 

• Distribution lists provide useful groupings to target messages to the right groups of people. 
But don't misuse mailing groups by emailing with a 'scattergun' approach. 

• Access to distribution lists such as “all CCG staff” is restricted where possible to specific post 
holders. This facility must be used with due care and consideration. 

• Do not use distribution lists to send Personal Identifiable Information, this will ensure the 
correct recipients are selected and that you are able to ensure you any security is added to 
the email before sending to non NHSmail users. 

• Check with the recipient that you have the correct address before sending. 
• There are routes for getting messages to all staff, through the communications lead, CCG 

Intranet pages or staff meetings, so ensure you use the best method to communicate to staff. 

3.  Making email content and action clear 

• Make clear in the body of the text to whom the email is being sent and to whom it is being 
copied, especially if it is sent to people because of their role or their involvement in a group. 
(This is because a) it is not always clear from email addresses which people are being sent 
the email, and b) when emails are forwarded or copied, the email address lists don't always 
get included.) 

• The expectation is that emails are being sent "to" people who must take some sort of action. 
The "cc" is for people who need to know about this. Anyone else shouldn't be included. 

• Make clear whether the email is sent for action or information and what the recipient is being 
asked to do and by when. 

• Make clear in the subject title of the email exactly what the subject is. Avoid multiple topics in 
the body of the message that don't match the title. 

• If you really need to know an email has been received and read, ask for confirmation. 
• The CCG expects contact details to be given at the base of the email so people are clear who 

you are and can contact you, other than by email. These contact details should include job 
title and phone number. 

4.  Using email to send documents 

• Think about using the web as an alternative to mount the document for access, or set up file-
sharing methods. Contact local IT Service Desk for more advice on this. 

• Think before you send something short as an attachment. It may be more effective to put the 
content in the email itself so that recipients can read it easily. 

• If you have to send attachments, identify as clearly as possible what attachments are being 
sent. 

• NHSmail has a size limit of 35MB for sending and receiving attachments. 
• Always check that any attachments that contain patient identifiable information are sent 

securely. 
• If you need a reply to your email by a particular date let the recipient know this and allow a 

reasonable timescale. 
• Only mark emails as urgent or of high importance if they really are urgent or important. 

5.  Forwarding and replying to emails 

• Think before you forward emails that you have received. They may contain information that is 
confidential or expressly for you only. 
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• When replying to emails, think before amending or editing text that you have been sent. It 
may be that quoting only part of the message is sensible. It may be easier for others reading 
the thread to see the full flow of the message exchanges. 

• When replying to an email seeking to set up a meeting, don't use 'reply to all': copy recipients 
don't need to know the intimate state of your diary. 

• When replying to email, try to scan the reply to eliminate unneeded text such as repeat 
addresses. Include your signature immediately below the text you are writing. 

• When forwarding or replying to emails, follow the same rules as you would for initiating an 
email, e.g. make clear to whom you are sending it and what action is needed. Also make sure 
the subject is the appropriate one. 

6.  Managing your own emails 

• NHSmail has a size limit of 4GB for general users which requires users to manage their mail 
accounts. 

• Do not use the NHSmail system as a file storage area.  Attachments should be saved if 
necessary to the correct area on the file system provided by the CCG. 

• Delete emails or move them to folders as soon as you have read them. If you can't, mark 
them as important to return to later. 

• Email should be archived on a regular basis after which non-essential email should be 
removed from the Inbox, Sent Items and Deleted Items folders.  Information on archiving is 
available in Appendix B. 

• When you are on leave or unable to read email, set-up an auto-reply message. That 
information should make clear who can be contacted in your absence. 

7.  Email writing style 

• Refer to the NHS Rotherham CCG Style Guide  
• Keep messages short and to the point. Keep paragraphs and sentences short: they are 

easier to read. 
• Signatures must include name, job title, department, full telephone number, and e-mail 

address 
• Use the spell checker before you send out an email. 
• Do not send unnecessary attachments. 
• Avoid using UPPER CASE, as it looks as if you are SHOUTING. Asterisks around a word are 

an *easy* way to add emphasis, if needed. 
• Capitals could be used in exceptional circumstances where it is the only reasonable way of 

commenting on an email point by point. 
• Once drafted, it's a good idea to re-read your email before you press 'send'. 

8.  Legal issues and email 

• Note that emails sent from a CCG staff email address carry the same authority as letters sent 
on the CCG letter-headed paper. 

• Laws relating to written communications apply to email messages. 
• Email should not be used for frivolous, abusive or defamatory purposes: emails are 

actionable within the laws of defamation. 
• Emails can constitute harassment and be used as evidence of such. 
• Where the CCG detect abuse or inappropriate use they will take action to address it. 
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9.  Security issues 
• Unless using encryption techniques, all email is insecure when sent to non NHSmail 

accounts1. Anything you record in an email may be read by others. Take great care when 
considering sending out personal, confidential or sensitive information by email. 

• Unless you are certain about the authenticity of an email, do not act on its content as it could 
contain a virus or be fraudulent. 

• Never disclose confidential information - such as passwords - in response to an email 
message. 

• If you suspect you received a virus by email, do not switch off your PC and telephone the IT 
Service Desk immediately (428844). 
 

1 Email sent to legacy secure government domains listed below will automatically be sent 
securely and directly to the recipient’s email system:  

*.gcsx.gov.uk for local government 

*.gsi.gov.uk and *.gsx.gov.uk for central government  

*.cjsm.net and *.pnn.police.uk for Police/Criminal Justice 

*.mod.uk for Ministry of Defence 

Note the legacy local and central government email domains (gcsx.gov.uk, gsi.gov.uk and 
gsx.gov.uk) will slowly stop being used and then switched off completely in March 2019, as all 
local and central government organisations migrate to using .gov.uk email addresses for all 
email communication as they adopt the government secure email standard. 
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Appendix B – Archiving Mail 
 
Archive older items automatically 
 
Email can fill your Outlook Inbox quickly – new messages, replies, and forwards. Before you know it, 
you could have thousands of messages. Keep your Outlook inbox and its folders under control by 
moving older items you want to keep to an archive. Use AutoArchive to do this automatically. 

You can change how often AutoArchive runs, where it stores archived items, and how long Outlook 
keeps items before archiving them.  

1. Click File > Options > Advanced. 
2. Under AutoArchive, click AutoArchive Settings. 
3. Click the Run AutoArchive every n days box and specify how often to run AutoArchive. 
4. Choose any other options you want, such as having Outlook delete old items instead of 

archiving them. 

Archive items manually 

You can also manually back up and archive items, in addition to AutoArchive or as a replacement. 
Manual archiving provides flexibility, and allows you to specify exactly which folders are included in 
the archive, and which archive Outlook Data File (.pst) is used. 

To manually archive Outlook items, do the following: 

1. Click the File tab 
2. Click Cleanup Tools. 
3. Click Archive. 
4. Click the Archive this folder and all subfolders option, and then click the folder that you 

want to archive. Any subfolder of the folder you select is included in this manual archive. 
5. Under Archive items older than, enter a date. 

 

6. If you do not want to use the default file or location, under Archive file, click Browse to specify 
a new file or location. Browse to find the file that you want, or enter the file name, then click 
OK. The destination file location appears in the Archive file box. 
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7. Select the Include items with “Do not AutoArchive” checked check box to include any 
items that might be individually marked to be excluded from automatic archiving. This option 
does not remove that exclusion from these items, but instead ignores the Do not AutoArchive 
check box for this archive only.  
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