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NHS Rotherham Clinical Commissioning Group 

 

Operational Executive – 20/12/2019 
 
REVIEWED AND AMENDED: PORTABLE DATA SECURITY AND SMARTPHONE / 
TABLET POLICY 
 
Lead Executive: Ian Atkinson, SIRO & Deputy Chief Officer 
Lead Officer: Andrew Clayton, Head of Digital 
Lead GP: Not Applicable 
 
Purpose:  

It is good practice to regularly review policies, practices and procedures. Policy reviews ensure 
the policies are consistent and effective which is especially important for high-risk or highly 
regulated industries such as healthcare.  
 
There have been recent legislative and national standard changes to data protection due to  

• the General Data Protection Regulation (GDPR);  
• the Data Protection Act 2018 (DPA); and  
• the National Data Guardian’s 10 Data Security Standards 

and it is important that the policy amendments reflect these changes. 

Background: 

This policy sets out how Rotherham CCG protects the confidentiality, integrity and security of 
portable data devices. It establishes the security responsibilities for data security on portable 
devices used inside and outside of the organisation and establish roles and responsibilities for 
all staff. 

The proposed amendments do not fundamentally change the practices of the policy previously 
approved by AQuA in January 2018. 

Analysis of key issues and of risks 
There have been no major amendments to this policy just updating of references and 
requirements due to the changes outlined in the ‘Purpose’ section. 

The policy continues to address the data protection risks associated with portable equipment 
which has access to Rotherham CCG’s information assets and data subject information. 

Patient, Public and Stakeholder Involvement: 

No Patient, Public and Stakeholder Involvement required 

Equality Impact: 

No changes to the original Equality Impact Assessment conducted 20th September 2017. 

Financial Implications: 
There are currently no additional financial implications associated with the item as 
presented. 
Human Resource Implications: 

No Human Resource Implications 
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Procurement Advice: 
No Procurement 

Data Protection Impact Assessment: 
No Data Protection Impact Assessment Required 

Approval history: 

First issued in January 2013 
Latest AQuA approval: 9th January 2018 

Latest Governing Body approval: 7th February 2018 

Recommendations: 
OE are asked to support the changes to the Portable Data Security And Smartphone / 
Tablet Policy 
Paper is for support 
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Title: Portable Data Security and 
Smartphone/Tablet Policy 

Reference No: 011/IT 
Owner: Deputy Chief Officer 
Author IT Programme and Service Delivery Manager 

ITC Security Manager 
First Issued On: January 2013 
Latest Issue Date: October December 20172019 
Operational Date:  
Review Date: October December 20192021 
Consultation Process To be reviewed biennial or as required 

Ratified and approved by: AQuA 9th January 2018TBC 
Governing Body 7th February 2018 

Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and temporary 
employees of Rotherham CCG. 

 
 
 
 
 
 
Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in particular 
on the grounds of the following characteristics 
protected by the Equality Act (2010); age, 
disability, gender, gender reassignment, 
marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, and sexual 
orientation, in addition to offending background, 
trade union membership, or any other personal 
characteristic. 
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1. Revision History 
 

Date of this revision: 6th October 2017 
 

Revision 
date 

Version 
No 

Summary of Changes 

26/01/12 1.0 Initial Document Draft for approval 
19/03/12 1.1 Revision to include comments from W. Lawrence 
19/07/12 1.2 Revised title and amendments 

16/01/13 2.0 Revised to include Counter Fraud Team comments 

05/01/15 3.0 Policy reviewed and updated to reflect organisational changes that have 
occurred since the last review. Posts and accountability updated. 

07/02/17 4.0 Policy reviewed and updated to reflect organisational changes that have 
occurred since the last review. 

08/03/17 4.1 Format changed to meet CCG policy 
20/09/17 4.2 Equality Impact Assessment completed. 
06/10/17 4.3 Policy revised to amalgamate the Portable Data Security Policy 

06/11/17 4.4 Amended as per actions from the IG minutes ref: RCCG Info Gov Minutes 
20 Oct 2017 

  
2.1. Introduction 

 
This document defines the Portable Data Security and smartphone/tablet policy for Rotherham CCG. 
This Policy applies to all business functions and information contained on portable devices such as 
but not limited to Laptop Computers, Tablets, PDA’s (including Windows Mobile Phones), 
Dictaphone’s, MFD’s and Pen Drive type devices (memory sticks). The organisation has a 
responsibility to ensure that all information and data is secure on all types of media. 

 
This document sets out the organisation's policy for the protection of the confidentiality, integrity and 
security of portable data devices. Establishes the security responsibilities for data security on 
portable devices used inside and outside of the organisation and establishes roles and 
responsibilities for all staff. 

 
The overall Data Security Policy for Rotherham CCG is that security should be applied to equipment 
going off-site taking into account the different risks of working outside the organisation's premises; 
Regardless of ownership, the use of any information, processing equipment outside the 
organisation's premises should be authorised by department managers/directors. Security risks, 
e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be 
taken into account in determining the most appropriate controls. 

 
This document: 

 

• Sets out the organisation's policy for the protection of the confidentiality, integrity and security of 
portable devices. 
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• Establishes the security responsibilities for the use of all portable devices both inside and outside 
of the organisation. 

• Establishes roles and responsibilities for all staff. 
 

This policy needs is to be used in conjunction with the CCG Information Security Policy. 
 

2. Purpose 
 

The aim of Tthis policy is to is to ensureensure the security of Rotherham CCG’s portable data 
devices.  
 
To do this the CCG will: 
• Ensure advice is always available from the IT department and department managers. 
• Ensure that the device is secured to standards defined by governing organisations applicable to 

the NHS. 
• Provide encryption tools and advice via the IT department and departmental managers. 
• Maintain a record of all portable devices in use (departmental managers are responsible for this) 
• Investigate reports of misuse. 
• Prevent or stop inappropriate use. 
 
To satisfy this, NHS Rotherham CCG will undertake to do the following. 
 
• Protect all hardware, software and information assets under its control. This will be achieved by 

implementing a set of well-balanced technical and non-technical measures. 
• Provide both effective and cost-effective protection that is commensurate with the risks to its 

assets. 
• Provide users of smartphones and tablets with appropriate training and instruction in the use of 

the device and its security functionality, namely the use of lockdown procedures, via the Health 
Informatics department or department managers. This should include their responsibility for 
safeguarding the device and their obligation to comply with relevant information governance 
security procedures of the organisation. 

• If there is evidence that you are not adhering to the guidelines set out in this policy, NHS 
Rotherham CCG reserves the right to examine device usage/content and to take disciplinary 
action, which may lead to a termination of contract and/or legal action. 

  

3. Scope of this Policy 

 

This policy applies to all devices provided by or for NHS Rotherham CGG used for: 

• The storage, sharing and transmission of non-clinical data and images. 
• The storage, sharing and transmission of clinical data and images. 

• Remote connections to NHS network based applications. 

• Remote connections to CCG shared services i.e. 3G/4G/home working. 
•  

 
3. Definitions 
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iPhone An IOS based mobile phone made by Apple Computers 
iPad An IOS based Tablet device made by Apple Computers 
Android Operating System used by most mobile phones able to access 
email 
2/3/4/5G Second/Third/ Fourth/Fifth generation mobile phone data service 
iCloud Cloud based (Internet) data backup service 
IG Information Governance 
N3 NHS New Network (Internet for the NHS) 
Tablet PC: A type of laptop that is generally used in conjunction with a digital 

pen 
DVD: A data disc capable of storing up to 8Gb of data 
Memory Stick/Pen Drive: A memory storage device that plugs into the USB port capable of 

storing up to 32Gb of 
data 

PDA: A personal data assistant that can be used for off-line 
storage of emails etc. 

Encryption Software: NHS compliant encryption 
software Dictaphone: Digital Dictation Machines 

 
4. Policy Statement 

 

All Personal Confidential Data must not be held on portable media unless this has been approved 
by the SIRO. 

 
• Rotherham CCG will not allow personal confidential data to be stored on portable media 

unless it is absolutely necessary. 
  
• You must ensure all devices are encrypted and secure. 

 
Where relevant, Rotherham CCG will comply with: 

 
 Copyright, Designs & Patents Act 1988 Computer Misuse Act 1990 
 The Data Protection Act 1998 (expected to be superseded by the Data Protection Act 2017 

in line with GDPR by 25th May 2018) 
 The Human Rights Act 1998 Electronic Communications Act 2000 
 Regulation of Investigatory Powers Act 2000 Freedom of Information Act 2000 
 Common Law Duty of Confidentiality Confidentiality NHS Code of Practice 

International Information Security standard: ISO/IEC 27002: 2005 Access to Health 
Records Act 1990 

 Information Security NHS Code of Practice Caldicott Guidance Mental Capacity Act 2005 1 
 Public Records Act 1958 
 Records Management Codes of Conduct for Health and Social Care 2016 Health and Social 

Care Act 2012 
 Health and Social Care (Safety and Quality) Act 2015. 

 
Rotherham CCG will comply with other laws and legislation as appropriate. 

 
The organisation only permits the use of Apple iPhones and iPads that are owned by the 
organisation. Special permission must be granted by the Head of IT for the use of any other type of 
smartphone or tablet device. Personal iPhones and iPads must not be used on the corporate 
network unless this has been approved by the Head of IT and the device has the organisation’s 
policies enforced. 
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Security should be applied to equipment going off-site taking into account the different risks of 
working outside the organisation's premises; Regardless of ownership, the use of any information 
processing equipment outside the organisation's premises should be authorised by department 
Managers/Directors. Security risks, e.g. of damage, theft or eavesdropping, may vary considerably 
between locations and should be taken into account in determining the most appropriate controls. 

 
5. Aim 
 

The aim of this policy is to ensure the security of Rotherham CCG’s portable data devices. To do this 
the CCG will: 
• Ensure advice is always available from the IT department and department managers. 
• Ensure that the device is secured to standards defined by governing organisations applicable to 

the NHS. 
• Provide encryption tools and advice via the IT department and departmental managers. 
• Maintain a record of all portable devices in use (departmental managers are responsible for this) 
• Investigate reports of misuse. 
• Prevent or stop inappropriate use. 
 
To satisfy this, NHS Rotherham CCG will undertake to do the following. 
 
• Protect all hardware, software and information assets under its control. This will be achieved by 

implementing a set of well-balanced technical and non-technical measures. 
• Provide both effective and cost-effective protection that is commensurate with the risks to its 

assets. 
• Provide users of smartphones and tablets with appropriate training and instruction in the use of 

the device and its security functionality, namely the use of lockdown procedures, via the Health 
Informatics department or department managers. This should include their responsibility for 
safeguarding the device and their obligation to comply with relevant information governance 
security procedures of the organisation. 

• If there is evidence that you are not adhering to the guidelines set out in this policy, NHS 
Rotherham CCG reserves the right to examine device usage/content and to take disciplinary 
action, which may lead to a termination of contract and/or legal action. 

 
6.4. Roles and Responsibilities 

 

This policy applies to all CCG employees and agency staff using portable devices which are.This 
policy applies to all devices provided by or for NHS Rotherham CGG used for: 

• The storage, sharing and transmission of non-clinical data and images. 
• The storage, sharing and transmission of clinical data and images. 
• Remote connections to NHS network based applications. 
• Remote connections to CCG shared services i.e. 3G/4G/home working. 

 
 

a) Chief Officer 
 

Responsibility for this policy rests with the Chief Officer who has nominated the Deputy Chief Officer 
as the person as the person with managerial responsibility. 
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b) Deputy Chief Officer 
 

The deputy Chief Officer as the Senior Information Risk Owner is responsible for ensuring devices 
have a high level of security and do not compromise the CCG IT estate. 

 

c) Line Managers 
 

Line Managers have a duty to ensure staff that use portable data devices are aware of and comply 
with this policy. 
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d) IT Department 
 

The TRFT IT department will ensure current encryption advice and software is up to date and 
complies with national policy. 
 

Protect all hardware, software and information assets under its control. This will be achieved by 
implementing a set of well-balanced technical and non-technical measures. 
 

Provide both effective and cost-effective protection that is commensurate with the risks to its assets. 
 

Implement the Data Security Policy in a consistent, timely and cost effective manner. 

 

Provide users of laptops with appropriate training and instruction in the use of the laptop and its 
security functionality and lockdown procedures, via the TRFT IT department or department 
managers. This should include their responsibility for safeguarding the laptop and their obligation to 
comply with relevant information governance security procedures of the organisation. 
 

Will provide support for CCG-owned devices and ensuring access to network services. 

 

If there is evidence that you are not adhering to the guidelines set out in this policy, the CCG 
reserves the right to examine PC usage/content and to take disciplinary action, which may lead to a 
termination of contract and/or legal action. 

 

The Rotherham Foundation Trust IT department will carry out security risk assessment(s) in relation 
to all the business processes covered by this policy. The risk assessment will identify the appropriate 
security countermeasures necessary to protect against possible breaches in confidentiality, integrity 
and availability. 

 

Formal risk assessments will be conducted to ensure the data devices conform to ISO/IEC 27002 
standards where possible. 

 

e) Staff 
 

All mobile/portable devices users must read and understand this policy and ensure all internet and 
email use from mobile devices complies with IT policies including: 

• Confidentially Code of Conduct 
• Data Protection and Access to Health Record policy 
• Email Usage Policy and Procedure 
• Internet Acceptable Use Policy 
• Information Security Policy 
• Near Miss Reporting Policy Incorporating Serious Incident Procedure 

• Portable Data Security Policy 
 

All personnel or agents acting for the organisation have the following duties of care: 
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• Users must safeguard hardware, software and information in their care. 
• Users must ensure all devices carrying personal identifiable information are encrypted to 

the latest NHS standards. 
• Users must prevent the introduction of malicious software on the organisation's IT 

systems by not installing unauthorised software or allowing Antivirus software to become 
out of date. 

• Users are responsible for ensuring that their smartphone or tablet device is used 
primarily for CCG business. 

• Users are prohibited from using CCG-owned smartphones or tablet devices for any 
illegal activities, or activities that would likely result in a civil action. 

• Users must ensure all portable devices are encrypted to the latest NHS standards. 
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• Users must prevent the introduction of malicious software on the organisation's IT systems by 
not installing unauthorised software. 

• Users must report on any suspected or actual breaches in security to the Head of IT/Line 
Manager. 

• Users must not use CCG supplied 3G/4G services for anything other than NHS Rotherham 
CCG’s business use without express written permission from their departmental Director. 

• Users must not lend or share devices with anyone other than another NHS Rotherham CCG 
employee. 

• Users must ensure that data devices carried in vehicles are not left in plain sight i.e. where 
possible, place iPads etc in the boot of the vehicle even when travelling. 

• Users must never leave portable data devices in vehicles overnight. 
• Users must never leave unlocked portable devices and must use the lock on the device. 
• Users must ensure that all reasonable steps are taken to secure data being viewed from 

being seen by third parties. 
• Personal identifiable data held on portable devices cannot be transferred without the 

expressed permission from the SIRO or the Head of IT. 
 

5. Policy 
 

5.1 Compliance 
 
All Personal Confidential Data must not be held on portable media unless this has been 
approved by the SIRO. 

 
• Rotherham CCG will not allow personal confidential data to be stored on portable 

media unless it is absolutely necessary 
• You must ensure all devices are encrypted and secure. 

 
Where relevant, Rotherham CCG will comply with: 

 
− Copyright, Designs & Patents Act 1988  
− Computer Misuse Act 1990 
− The Data Protection Act 2018  
− General Data Protection Regulation 2016 
− The Human Rights Act 1998  
− Electronic Communications Act 2000 
− Regulation of Investigatory Powers Act 2000  
− Freedom of Information Act 2000 
− Common Law Duty of Confidentiality  
− Confidentiality NHS Code of Practice International Information Security 

standard: ISO/IEC 27002: 2005 Access to Health Records Act 1990 
− Information Security NHS Code of Practice Caldicott Guidance  
− Mental Capacity Act 2005 
− National Data Guardian standards 
− Public Records Act 1958 
− Records Management Codes of Conduct for Health and Social Care 2016  
− Health and Social Care Act 2012 
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− Health and Social Care (Safety and Quality) Act 2015 
 

Rotherham CCG will comply with other laws and legislation as appropriate. 
 

The organisation only permits the use of Apple iPhones and iPads that are owned by the 
organisation. Special permission must be granted by the Head of IT for the use of any other 
type of smartphone or tablet device. Personal iPhones and iPads must not be used on the 
corporate network unless this has been approved by the Head of IT and the device has the 
organisation’s policies enforced. 
 
Security should be applied to equipment going off-site taking into account the different risks 
of working outside the organisation's premises; Regardless of ownership, the use of any 
information processing equipment outside the organisation's premises should be authorised 
by department Managers/Directors. Security risks, e.g. of damage, theft or eavesdropping, 
may vary considerably between locations and should be taken into account in determining 
the most appropriate controls. 

 

7. 5.2 Device Usage 
 

Regardless of a device’s ownership, the use of any equipment outside an NHS organisation's 
business premises for the processing of NHS information must be authorised by the relevant Director 
or Head of Department. Where the processing of NHS patient information is proposed on a portable 
device, such as a laptop, smartphone or tablet devices, additional authorisation must be obtained 
from the SIRO or Head of IT and the device must use encryption software. 
 

NHS Rotherham CCG owned devices must not be taken outside of the UK, unless authorised by the 
SIRO or Head of IT. 
 

NHS Rotherham CCG will not accept responsibility for any issues arising with personal devices as a 
result of applying NHS Rotherham CCG policies to the device including total loss of use. 
 

Remote access from a laptop, smartphone or tablet device to NHS information systems must be 
achieved in accordance with the organisation’s NHS IG Statement of Compliance, NHS IG guidance, 
and any defined requirements for the protection or use of the NHS information service(s) concerned. 
 

SensitiveSensitive/Special Category data, including that relating to patients, should not routinely be 
stored on an NHS laptop, Smartphone or tablet and where necessary should be kept to the minimum 
required for its effective business use in order to minimise the risks and impacts should a breach 
occur. 
 

SensitiveSensitive/Special Category data, including that relating to patients, Personal data such as 
notes, music, videos and photos may be stored on the device but should not use more storage than 
is reasonable. 
 

Streaming video and personal data downloads must not take place while the device is connected to 
the NHS Rotherham CCG IT network or NHS Rotherham provided 3G/4G service. 
 

Loss of any portable devices must be reported immediately to the line manager and will require an 
incident report form to be completed as per the Incident and Near Miss Reporting Policy 
Incorporating Serious Incident Procedure. 
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In order to protect the organisation’s interest, all data – or any subset thereof – may be deleted by 
the Health Informatics department from a Trust owned or personal smartphone/tablet device 
connected to the network if the device appears to be lost or stolen or if the user terminates 
employment with the company. 
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Smartphones and tablet devices that access the Trust network or email system  
must be protected by a PIN code and set to time out after a maximum of 5 minutes use. 

 

PIN codes set on the device must have a maximum amount of retries set to 10. 
 

Devices must have an auto-erase function set once the maximum amount of PIN retries has been 
breached. 

 

Users are not permitted to use remote backup or storage facilities outside the control of the Trust. 
Devices must have iCloud services disabled with the exception of ‘Find my iPhone/iPad’. 
 

Other Android devices such as Blackberry/Android may be permitted to use NHS Rotherham CCG 
Wi-Fi services for access to NHS Mail with authorisation from the Head of IT. They will not be 
permitted to connect to the CCG email system. 

 

Any misuse of devices that causes a financial loss to NHS Rotherham CCG or facilitates a similar 
gain for another (individual or organisation), or uses devices to facilitate the passage of any data for 
criminal purposes will be subject to referral to the Local Counter Fraud Specialist (LCFS) for 
investigation, sanction and redress action (see the Fraud Policy & Response Plan for further details). 
This will be in addition to any disciplinary action relevant to the situation. 

 

8. 5.3 Data Storage Devices 
 

Data storage devices will include but not be exclusive to Hard Drives, Memory Sticks, DVD’s, PDA’s, 
Mobile Phones (Windows Mobiles), MFD’s and Dictaphones and the device, if possible, must use or 
be protected by NHS standard encryption software. 
 

SensitiveSensitive/Special Category data, including that relating to patients, stored on a data 
storage device should be kept to the minimum required for its effective business use in order to 
minimise the risks and impacts should a breach occur. 

 

Personal Identifiable Information kept on such devices must be encrypted to NHS standards using 
NHS standard encryption software as a minimum, using a key which is a minimum of 10 characters 
and contains a combination of special characters such as $*@~?( ) etc. 

 

Loss of data storage devices must be reported immediately to your line manager and will require an 
incident report form to be completed as per the Incident and Near Miss Reporting Policy 
Incorporating Serious Incident Procedure. 
 

Dictaphones (Digital Dictation Devices) must be capable of being protected by either pin access or 
biometrics (finger print readers) and encrypt any files to be transferred and older tape type 
equipment must be replaced at the earliest opportunity. 

 

9. 5.4 Secure Storage, Removal or Disposal of Data 
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TRFT IT Department staff will ensure that all data on the equipment (e.g. on hard disks, DVD’s or 
tapes) is securely overwritten. Where this is not possible TRFT IT Department staff will ensure the 
physical destruction of the disk or tape. 

 

Ensure that where disks, smartphones or tablet devices are to be removed from the premises for 
repair, where possible, the data is securely overwritten or the equipment de-gaussed by the IT 
Department. 
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Data to be stored for audit purpose on removable media such as DVD’s must be kept in a secure, 
locked environment i.e. data safe. Where this is not possible, advice must be sought from the SIRO, 
Caldicott Guardian or Head of IT. 

 

MFD’s (Multi-Function Devices) such as print/fax scanners can contain internal hard drives which 
must be treated like a normal hard drive for disposal. 
 

Devices must be returned to NHS Rotherham CCG if a user leaves the service or organisation. 

 

Personal devices used for NHS Rotherham CCG business must be wiped of all NHS Rotherham 
CCG related data if a user leaves the service or organisation. 

 

10. 5.5 Data Guidelines 
 

Data containing Personal Identifiable Information may be contained in but not be restricted to: 
• Office Applications i.e. Email, Word documents, database entries etc. 

• Clinical Applications i.e. Off-line patient records. 

• Voice recordings held in a data file on a device. 

• Pictures held on a device. 

• Notes held on a device i.e. Tablet PC’s where a digital pen may be used. 
 

11. 5.6 Risk Assessment 
 

NHS Rotherham CCG will carry out security risk assessment(s) in relation to all the business 
processes covered by this policy. The risk assessment will identify the appropriate security 
countermeasures necessary to protect against possible breaches in confidentiality, integrity and 
availability. 

 
6. Review 

 

This policy will be reviewed every 2 years or sooner if changes in legislation or best practice 
requires an earlier revision. 
12. Validity of this Policy 

 

This policy should be reviewed biennial under the authority of the Chief Operating Officer. Associated 
information security standards should be subject to an on-going development and review 
programme. 

 
13. Acronyms 

 

iPhone An IOS based mobile phone made by Apple Computers 
iPad An IOS based Tablet device made by Apple Computers 
Blackberry A type of phone able to access email 
Android A type of phone able to access email 
3G Third generation mobile phone data service 
iCloud Cloud based (Internet) data backup service 
IG Information Governance 
N3 NHS New Network (Internet for the NHS) 
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Tablet PC: A type of laptop that is generally used in conjunction with a digital 
pen 

DVD: A data disc capable of storing up to 8Gb of data 
Memory Stick/Pen Drive: A memory storage device that plugs into the USB port capable of 

storing up to 32Gb of data 
PDA: A personal data assistant that can be used for off-line storage of 

emails etc. 
Encryption Software: NHS compliant encryption software 
Dictaphone: Digital Dictation Machines 
MFD: Multi-Function Device such as 
print/fax scanners.
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14.7.Appendix A – Equality Impact Assessment 
 

 
Equality Impact Assessment 

 

Title of policy or service: 
Portable Device and Smartphone/Tablet policy 

Name and role of officer/s completing the 
assessment: 

 Wendy Lawrence – Head of IT  
IT Programme and Service Delivery Manager 

Date of assessment: 20th September December 20172019 

Type of EIA completed: Initial EIA ‘Screening’   or ‘Full’ EIA process ☐ (select one option - 
see page 4 for guidance) 

 
 

1. Outline 
Give a brief summary of your policy 
or service 

• Aims 
• Objectives 
• Links to other policies, including 

partners, national or regional 

The aim of this policy is to ensure the security of portable devices, smartphones and tablets used on 
Rotherham CCG’s ICT network. 

 

Identifying impact: 
• Positive Impact: will actively promote or improve equality of opportunity; 

• Neutral Impact: where there are no notable consequences for any group; 

• Negative Impact: negative or adverse impact causes disadvantage or exclusion. If such an impact is identified, the EIA should ensure, that as far 
as possible, it is either justified, eliminated, minimised or counter balanced by other measures. This may result in a ‘full’ EIA process. 
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2. Gathering of Information 
This is the core of the analysis; what information do you have that might impact on protected groups, with consideration of the General Equality Duty. 

 
 
 

(Please complete 
each area) 

What key impact have you identified? For impact identified (either positive and 
or negative) give details below: 

 
Positive 
Impact 

 
Neutral 
impact 

 
Negative 
impact 

How does this impact and what 
action, if any, do you need to take to 

address these issues? 

What difference will this make? 

Human rights ☐  ☐   
Age ☐  ☐   
Carers ☐  ☐   
Disability ☐  ☐   
Sex ☐  ☐   
Race ☐  ☐   
Religion or belief ☐  ☐   
Sexual orientation ☐  ☐   
Gender 
reassignment 

☐  ☐   

Pregnancy and 
maternity 

☐  ☐   

Marriage and civil 
partnership (only 
eliminating 
discrimination) 

☐  ☐   

Other relevant 
groups 

☐  ☐   

HR Policies only: 
Part or Fixed term 
staff 

☐  ☐   

 

IMPORTANT NOTE: If any of the above results in ‘negative’ impact, a ‘full’ EIA which covers a more in depth analysis on areas/groups impacted 
must be considered and may need to be carried out. 



  

Alison Hague signature: 

Having detailed the actions you need to take please transfer them to onto the action plan below. 
 

3. Action plan 

Issues/impact identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 
     

     

     

 
4. Monitoring, Review and Publication 
When will the proposal be 
reviewed and by whom? 

Lead / Reviewing 
Officer: Wendy Lawrence Date of next Review: September 

December 20182021 
 

Once completed, this form must be emailed to Alison Hague, Corporate Services Manager for sign off: Alison.hague@rotherhamccg.nhs.uk 
 

mailto:Alison.hague@rotherhamccg.nhs.uk
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