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NHS Rotherham Clinical Commissioning Governing Body

Governing Body, 3rd February 2017

Information Governance Policy reviews (January 2017) 

Lead Executive: Ian Atkinson. Deputy Chief Officer 

Lead Officer: Andrew Clayton, Head of Health Informatics 

Lead GP: N/A 

Purpose: 

Governing Body are asked to approve the updated IG policies following their scheduled review 

a) Information Governance Policy and Management Framework

b) Data Protection and Access to Health Records Policy

c) Information Risk Policy

d) Internet Acceptable Use Policy

e) Safe Haven Policy

f) Records Management Policy

Background: 

The review date for all of these policies was October 2016. The policies have been reviewed 
and revised by eMBED’s Senior Information Governance Specialist to reflect current legislation 
and guidance and have subsequently been considered by the Information Governance Group 
and the Operational Executive and are recommended for approval by the  Audit & Quality 
Assurance Committee. 

Analysis of key issues and of risks 

There are no material changes to any of the policies.  The key amendments are detailed in the 
following sections. 

Information Governance Policy and Management Framework 

It is a requirement of the IG Toolkit that the IG Policy and Management Framework is reviewed 
annually and agreed by the Operational Executive and/or Governing Body.  The document has 
been reviewed and minor revisions and updates have been made.  The key changes are: 

 A list of relevant legislation has been added

 References to the former Commissioning Support Unit have been removed

 References to sub-AQuA have been replaced with the IG Group

 A new section has been added covering Governance arrangements.  This content has

been moved from other sections of the previous document.

Data Protection and Access to Health Records Policy 

There have been no major changes to the content of the policy from that of the last review. 

Changes made include: 

 Removal of references to discontinued sub-AQuA and addition of new IG Group

 Updated Subject Access Request process flow chart to reflect changes to the hosting of the
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CHC service 

 Updated list of legislation to include Health and Social Care (Safety and Quality) Act 2015

and new Records Management Code of Practice for Health and Social Care 2016

Information Risk Policy 

There have been no major changes to the content of the policy from that of the last review. 

Changes made include: 

 A list of definitions has been added

 The NHS Digital Checklist Guidance for investigating and reporting IG and Cyber Security

Serious Incidents has been added to the Related Policies section

Internet Acceptable Use Policy 

There have been no changes to the content of the policy from that of the last review. 

Safe Haven Policy 

There have been no major changes to the content of the policy from the previous version. 

Changes made include: 

 Updated list of legislation to include Health and Social Care Acts 2012 and 2015 and new

Records Management Code of Practice for Health and Social Care 2016 also added NHS

Act 2006 and Data Protection Act as not listed

 References made to NHS Constitution and NHS Care Record Guarantee and Caldicott

principles

 New section added on Safe Haven processes in Appendices to include Telephone calls,

transfer of hard copy information, email and mobile devices

Records Management Policy 

The policy has been reviewed alongside the new Records Management Code of Practice for 
Health and Social Care 2016 (which replaces the existing NHS Records Management Code of 
Practice.  

Changes made include: 

 Updated list of legislation to include Health and Social Care Acts 2012 and 2015 and new

Records Management Code of Practice for Health and Social Care 2016 also added NHS

Act 2006 and Data Protection Act as not listed

 Updated references to out of date roles/documents

 New sections added on Scanned Records, Cloud Based Storage and Digital Records as

per new Code of Practice

 New appendix added with extract from Code of Practice Retention Schedule containing

records most likely to be used in the CCG

Patient, Public and Stakeholder Involvement: 

NA 

Equality Impact: 

An Equality Impact Assessment has been carried out on all of the policies.  All have been 
evaluated to have a neutral impact. 

Financial Implications: 

NA 



Page 3 of 3 

Human Resource Implications: 

Staff will be notified about the revised policies following their ratification. 

Procurement: 

N/A 

Approval history: 

All of the policies have been reviewed at the IG Group and Operational Executive and AQuA. 

Recommendations: 

Governing Body is asked to approve.
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Approvals 

This document requires the following approvals. 

Name Signature Title Date of 
Issue 

Version 

Robin Carlisle Deputy Chief 
Operating Officer 
(SIRO) 

25th March 
2013 

6.0 

Revision History 

Date of this revision:  07/10/2014 
Date of Next revision: 07/10/2015 

Revision date Previous 
revision date 

Summary of Changes Version 

26/10/2010 NA Revision of IG Policy version 3 to incorporate IG 
Management Framework 

V4.0 

27/10/2010 26/10/2010 Second appendix added to cover policy approval 
and review dates 

V4.1 

01/03/2012 27/10/2010 Revised to reflect Cluster IG responsibilities and 
local organisational changes 

V5.0 

19/03/2013 01/03/2012 Revised to reflect NHS reconfiguration. V6.0 
28/03/2013 19/03/2013 Revised following review at OE to include CSU 

IG obligations and new reporting arrangements 
for IG 

V6.1 

07/10/2014 28/03/2013 Changed trust to CCG, WSYCSU to YHCS, 
updated training to reflect IG Refresher and IAO 
training.  Deleted duration of modules   

V6.2 

13/10/2015 07/10/2014 Annual review – incorporation of the framework 
into the body of the policy  - incorporated new 
incident reporting rules 

V7.0 

22/07/2016 07/10/2014 Annual review – changes made to reflect 
commissioning support move from YCHS to 
eMBED Health Consortium, added details of the 
new CCG IG Group, updated references to 
legislation to include the new Health and Social 
Care (Safety and Quality) Act 2015 

V7.1 
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NHS Rotherham CCG 

Information Governance Policy and Management Framework 

1. Introduction

NHS Rotherham CCG recognises the importance of reliable information, both
in terms of the clinical management of individual patients and the efficient
management of services and resources. The CCG also recognises the duty of
confidentiality owed to patients, families, staff and business partners with
regard to all the ways in which it processes, stores, shares and disposes of
information.

This overarching Information Governance Policy and Management
Framework sets out how NHS Rotherham CCG will meet its information
governance obligations and outlines the underlying operational policies and
procedures which will enable the CCG to fulfil its information governance
responsibilities.

The policy provides a framework to bring together all of the requirements,
standards and best practice that apply to the handling of confidential,
business sensitive and personal information.

2. Aims

The aim of this policy is to ensure that all staff understand their obligations
with regard to any information which they come into contact with in the course
of their work and to provide assurance to the Governing Body that such
information is dealt with legally, securely, efficiently and effectively.

The CCG will establish, implement and maintain procedures linked to this
policy to ensure compliance with the Data Protection Act 1998, and other
related legislation and guidance, contractual responsibilities and to support
the assurance standards of the Information Governance Toolkit.

This policy supports the CCG in its role as a Commissioner of Health
Services and will assist in the safe sharing of information with its partner
agencies.

3. Scope

This policy must be followed by all staff who work for or on behalf of the CCG
including those on temporary or honorary contracts, secondments,
volunteers, pool staff, Board members, students, partner CCGs and eMBED
Health Consortium staff working on behalf of the CCG. The policy is
applicable to all areas of the organisation and adherence should be included
in all contracts for outsourced or shared services. There are no exclusions.

This policy and framework covers all aspects of information within the
organisation, including (but not limited to):
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• Patient/Client/Service User information
• Personnel/Staff information
• Organisational information
• Structured and unstructured record systems  - paper and electronic
• Photographic images, digital, text or video recordings including CCTV
• All information systems purchased, developed and managed by/or on

behalf of the organisation
• CCG information held on paper, floppy disc, CD, USB/Memory sticks,

computers, laptops, tablets, mobile phones and cameras

The processing of all types of information, including (but not limited to): 

• Transferring of information – fax, e-mail, post, telephone and removable
media such as laptops and memory sticks, etc.

• Sharing of information for clinical, operational or legal reasons
• The storage and retention of information
• The destruction of information

Information governance within an independent contractor’s premises is the 
responsibility of the owner/partners. However, the CCG is committed to 
supporting independent contractors in their management of information risk 
and will provide advice, share best practice and provide assistance when 
appropriate. 

The CCG recognises the changes introduced to information management as 
a result of the Health and Social Care Act 2012 and the Health and Social 
Care (Safety and Quality) Act 2015 and will work with national bodies and 
partners to ensure the continuing safe use of information to support services 
and clinical care. 

Failure to adhere to this policy may result in disciplinary action and/or referral 
to the appropriate regulatory bodies including the police and professional 
bodies. 

4. Organisational Roles and Accountability

Key staff involved in the Information Governance Agenda, below those at
Executive Team level, will be provided to the CCG through a contract
between the CCG and eMBED Health Consortium.

4.1 Governing Body 

The Governing Body is accountable for ensuring that the necessary support 
and resources are available for the effective implementation of this policy. It 
has responsibility for the Information Governance Agenda supported by 
identified senior roles i.e. Caldicott Guardian, SIRO, and IG Lead 

4.2 Audit and Quality Assurance Committee (AQuA) 

The Information Governance agenda will be led by the Deputy Chief Officer 
supported by staff of eMBED Health Consortium and will report through  IG 
Group to AQuA. 
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The IG  work programme, and new or significantly amended strategies and 
policies are escalated to the  IG Group for their consideration and onward 
approval by AQuA. 

4.3 Information Governance Group 

The IG Group meets on a monthly and consists of the CSU IG Lead, SIRO, 
Caldicott Guardian, eMBED Health Consortium IG Associate, and appropriate 
representation. The IG Group will: 

• report to the Audit and Quality Assurance Committee;
• support the CCG SIRO and CCG Caldicott Guardian in their roles;
• monitor information governance performance annually using the

Information Governance Toolkit hosted by the Health and Social Care
Information Centre (HSCIC);

• be responsible for overseeing operational information governance issues;
• develop and maintain policies, standards, procedures and guidance;
• co-ordinate and monitor the implementation of the information governance

strategy, framework and policy across the CCG

4.3 Senior Information Risk Owner 

The role of the SIRO will be carried out by the Deputy Chief Officer. 
The SIRO is responsible for ensuring that organisational information risk is 
properly identified, managed and that appropriate assurance mechanisms 
exist.  The SIRO will: 

• Understand how the strategic business goals of the CCG may be
impacted by information risks, and how those risks may be managed.

• Implement and lead the CCG information governance risk assessment
and management processes within the organisation.

• Own NHS Rotherham’s Information Risk Policy
• Undertake training as necessary to ensure they remain effective in their

role as SIRO.

4.4 Caldicott Guardian 

The role of the Caldicott Guardian will be carried out by the Head of 
Quality/Lead Nurse. The Caldicott Guardian will oversee the arrangements for 
the use and sharing of patient information and will: 

• act as the ‘conscience’ of the CCG
• represent and champion Information Governance requirements and

issues at a senior management level
• facilitate and enable information sharing and advise on options for lawful

and ethical processing of information
• ensure that confidentiality issues are appropriately reflected in

organisational strategies, policies and working procedures for staff
• oversee all arrangements, protocols and procedures where confidential

patient information may be shared with external bodies both within, and
outside, the NHS

• undertake training as necessary to ensure they remain effective in this
role
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4.5 Information Governance Lead 

The role of the IG Lead will be carried out by the Deputy Chief Officer. 

The IG Lead is accountable for ensuring effective management, 
accountability, compliance and assurance for all aspects of IG. This role 
includes but is not limited to: 

• Providing direction in formulating, establishing and promoting IG policies
• Ensuring that the approach to information handling is communicated to all

staff and made available to the public
• Ensuring that appropriate training is made available to staff and

completed as necessary to support their duties
• Monitoring information handling activities to ensure compliance with the

law and guidance and
• Providing a focal point for the resolution and/or discussion of IG issues

The management of the annual IG work programme will be delegated from 
the IG Lead to the IG Service provided by eMBED Health Consortium. 

4.6 Information Asset Owners and Administrators 

Information Asset Owners (IAO) are senior individuals involved in the running 
of their respective business functions and are directly accountable to the 
SIRO. IAOs must provide assurance that information risk is being managed 
effectively in respect of the information assets they are responsible for and 
that any new changes introduced to their business processes and systems 
undergo a privacy impact assessment. 

An Information Asset Administrator (IAA) will have delegated responsibility for 
the operational use of an Asset. 

4.7 Managers 

All Managers within the CCG are responsible for ensuring that the policy and 
its supporting standards and guidelines are built into local processes and that 
there is on-going compliance. 

4.8 Employees 

Information Governance compliance is an obligation for all staff. Staff should 
note that there is Non-Disclosure of Confidential Information clause in their 
contract and that they are expected to participate in induction training, annual 
refresher training and awareness raising sessions carried out to 
inform/update staff on information governance issues. Any breach of 
confidentiality, inappropriate use of health, business or staff records or abuse 
of computer systems is a disciplinary offence, which could result in dismissal 
or termination of employment contract and must be reported to the SIRO and 
(in the case of health or social care records), the Caldicott Guardian.  

All employees are personally responsible for compliance with the law in 
relation to the Data Protection Act 1998 and the Common Law Duty of 
Confidentiality. 
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4.9 Third Party Contractors 

Contracts with third parties providing services to Rotherham CCG must 
include appropriate, detailed and explicit requirements regarding 
confidentiality and information governance to ensure that Contractors are 
aware of their IG obligations. 

Clinical Services 

All clinical services commissioned by or on behalf of the CCG will be required 
to: 

• Have a suitable contract in place to form a joint data controller
relationship regarding the information required to effectively monitor
commissioned services

• Ensure the services commissioned meet the requirements of the Data
Protection Act when providing services including, but not limited to, fair
processing and maintaining a registration with the Information
Commissioners Office

• Complete the annual Information Governance Toolkit and if requested,
undertake an independent audit, to be disclosed to the CCG in order to
provide further assurance they have met expected requirements.

• Ensure privacy notices make individuals aware of a CCG’s role in
commissioning and the personal and sensitive data it may receive to
undertake such a role

• Ensure that where any IG incidents occur that they are reported to the
CCG via routes determined within the contract.

• Set out expectations regarding providing information in relation to
requests for information made under the Freedom of Information Act

• Ensure inclusions regarding Exit Plans are addressed following transfer
of services or decommission of service e.g. Passing on data/deletion/
retention of data at end of the contract

Support services  

All support services that process information on behalf of the CCG will be 
required to:  

• Ensure a suitable contract/SLA and or as a minimum a confidentiality
agreement is in place to form a Data Controller to Data Processor
relationship where Personal or Personal Sensitive data is managed on
behalf of the CCG

• Ensure that the services commissioned meet the requirements of the
Data Protection Act when providing services including, but not limited to,
fair processing and maintaining a registration with the Information
Commissioners Office
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• Complete the annual Information Governance Toolkit (if applicable) and
at the request of the CCG undertakes a compliance check/ audit, in order
to provide assurance they have met expected requirements.

• Ensure that any new processing is within the remit of the contract or seek
written confirmation if there is any ambiguity

• Report any known incidents or risks in relation to the use or management
of information owned by the CCG

• Set out expectations regarding providing information in relation to
requests for information made under the Freedom of Information Act

• Ensure inclusions regarding Exit Plans are addressed following transfer
of services or decommission of service e.g. Passing on data / deletion/
retention of data at end of the contract

5. Resources

The key roles and responsibilities for the delivery of the Information Governance 
agenda in Rotherham CCG are identified in the table below: 

Rotherham CCG Role Information Governance 
Responsibilities 

Deputy Chief Officer • Information Governance
lead

• SIRO (Senior Information
Risk Owner)

• Chair of the Rotherham
CCG Information
Governance Steering Group

Head of Quality/Lead Nurse • Caldicott Guardian 
• Confidentiality lead officer

Assistant Chief Officer • FOI lead officer
• Records Management lead

officer
Head of Health Informatics • Information Governance

Toolkit lead officer
• Data Protection officer
• Data Quality Lead officer

IT Programme and Service 
Delivery Manager 

• Assists Head of Health
Informatics with IG
responsibilities

IG Assurance and Security 
Manager (TRFT) 

• Information Security lead
officer

 eMBED Health Consortium • eMED provide Information
Governance support and
can be contacted via the
CCG IG Lead for advice
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6. Governance Arrangements

The following governance arrangements have been agreed:

• The CCG Governing Body will receive periodic assurance that management
and accountability arrangements are adequate and are informed in a timely
manner of future changes in the IG agenda by IG updates within the
Corporate Assurance report.

• The CCG will obtain Information Governance Support through a contract with
eMBED Health Consortium.

• Responsibility and accountability for Information Governance will be
cascaded through the organisation via staff contracts, contracts with third
parties, Information Asset Owner arrangements and departmental leads.

7. Key Principles and Procedures

7.1 Openness and Transparency 

• The CCG recognises the need for an appropriate balance between openness
and confidentiality in the management and use of information.

• Information will be defined and where appropriate kept confidential underpinning
the principles of Caldicott, legislation and guidance.

• Information about the organisation will be available to the public in line with the
Freedom of Information Act, Environmental Information Regulations and
Protection of Freedoms Act unless an exemption applies. The CCG will establish
and maintain a Publication Scheme in line with legislation and guidance from the
Information Commissioner.

• There will be clear procedures and arrangements for handling queries from
patients, staff, other agencies and the public concerning personal and
organisational information.

• Integrity of information will be developed, monitored and maintained to ensure
that it is appropriate for the purposes intended.

• Legislation, national and local guidelines will be followed.

• The CCG will undertake annual assessments and audits (through the Information
Governance Toolkit) of its policies, procedures and arrangements for openness.

• Patients will have ready access to information relating to their own health care
under the Data Protection Act 1998 using the CCG’s Data Protection and Access
to Records policy.

• The CCG will have clear procedures and arrangements for liaison with the press
and broadcasting media

7.2  Legal Compliance 

• The CCG regards all identifiable personal information relating to patients as
confidential. Compliance with legal and regulatory requirements will be achieved,
monitored and maintained.

10 



• The CCG will undertake or commission annual assessments and audits of its
compliance with legal requirements as part of the Annual Assessment against
the Information Governance Toolkit Standards and in line with changes and
developments in legislation and guidance.

• The CCG regards all identifiable personal information relating to staff as
confidential except where national policy on accountability and openness
requires otherwise as set out in the principles of the Human Rights Act and in the
public interest

• The CCG will establish and maintain policies to ensure compliance with the Data
Protection Act, Freedom of Information Act, Human Rights Act and the common
law of confidentiality and associated guidance.

• The CCG will work with partner NHS bodies and other agencies to establish
Information Sharing Protocols to inform the controlled and appropriate sharing of
patient information with other agencies, taking account of relevant legislation
Information Governance training will be mandatory for all staff. This will include
awareness and understanding of Caldicott principles and confidentiality,
information security and data protection. Information Governance will be included
in induction training for all new staff with completion of refresher training on an
annual basis thereafter. The necessity and frequency of any further training will
be Personal Development Review (PDR) based.

• The CCG will work in collaboration with the Local Counter Fraud Specialists and
other related agencies to support their work in detecting and investigating
fraudulent activity across the NHS.

7.3  Information Security 

• The CCG will establish and maintain policies for the effective and secure
management of its information assets and resources

• The CCG will undertake or commission annual assessments and audits of its
information and IT security arrangements as part of the Annual Assessment
against the Information Governance Toolkit Standards and in line with changes
and developments in legislation and guidance.

• The CCG will promote effective confidentiality and information security practice to
its staff through policies, procedures and training.

• The CCG will establish and maintain incident reporting procedures and will
monitor and investigate all reported instances of actual or potential breaches of
confidentiality and security.

• The CCG will appoint a Senior Information Risk Owner and assign responsibility
to Information Asset Owners to manage information risk.

• The CCG will use pseudonymisation and anonymisation of personal data where
appropriate to further restrict access to confidential information.

• All new projects, processes and systems (including software and hardware)
which are introduced must meet confidentiality and data protection requirements.
To enable the organisation to address the privacy concerns a Privacy Impact
Assessment (PIA) must be used.
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7.4 Clinical Information Assurance, Quality Assurance and Records 
Management 

• The CCG will establish and maintain policies and procedures for information
quality assurance and the effective management of records

• The CCG will undertake or commission annual assessments and audits of its
information quality and records management arrangements

• Managers are expected to take ownership of, and seek to improve of, the quality
of information within their services

• Wherever possible, information quality should be assured at the point of
collection

• The CCG will promote data quality through policies, procedures, user manual
and training.

• Data standards will be set through clear and consistent definition of data items, in
accordance with national standards.

• The CCG will establish a Records Management policy covering all aspects of
records management and consistent with the NHS Records Management Code
of Practice.

8. Training

8.1  Mandatory IG Training 

The CCG includes Information Governance as part of its mandatory training 
for all staff annually. All new staff are required to complete the Introduction to 
Information Governance training module via the online IG Training Tool, when 
they first join the organisation unless they have completed appropriate IG 
Training within the last year and can evidence this.  

The CCG also requires all existing staff to complete online IG Training 
annually; if they have previously completed the ‘Introduction to Information 
Governance’ they must complete the Refresher Module thereafter.  

8.2  Role Specific Training 

The CCG has identified other recommended training for staff members whose 
role has information governance responsibilities and requires further role 
specific training. This can be delivered through the online training tool or 
suitable alternatives such as workshops, face to face training and keeping up 
to date through briefing materials and newsletters.  

8.3  Adhoc Training 

In addition to the above any member of staff involved in an Information 
Governance related incident may be required to undertake one or more 
modules of the IG Training Tool, the modules to be taken will depend on the 
type of incident and the outcomes of any investigations into the incident.  

The table below shows the discretionary training which is required for specific 
job roles: 

12 



Course Resource Recommended for 
Information Governance & IG 
Management 
(3 modules) 

 Introduction to
Information
Governance then
IG Refresher on
an annual basis
thereafter

Mandatory for All 
Staff 

 Access to
Information and
Information
Sharing in the
NHS*

Staff who work with 
Personal Confidential 
Data (PCD), IAOs and 
IAAs 

Information Risk Management 
 (3 modules) 

 NHS Information
Risk
Management:
Introductory*

Staff who work with 
Personal Confidential 
Information (PCD)  

 NHS Information
Risk
Management:
Foundation*

SIRO’s and IAO’s 
(annually) 

 NHS Information
Risk management
for SIRO’s and
IAO’s (Senior
Information Risk
Officer &
Information Asset
Owners)*

SIRO’s and IAO’s (3 
yearly) 

Information Security 
(3 modules) 

 Password
Management*

Staff who use 
computers 

 Information
Security
Guidelines*

Staff who use 
computers 

 Secure Transfers
of Personal Data*

Staff who work with 
Personal Confidential 
Information (PCD) 

Records Management (1 module)  Access to Health
Records*

Staff handling Subject 
Access Requests 

Confidentiality and Caldicott 
(1 module) 

 The Caldicott
Guardian in the
NHS and Social
Care*

Caldicott Guardians 

*e-learning available via the IG Online Training Tool at https://www.igtt.hscic.gov.uk/igte/index.cfm
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In addition to the mandatory and additional training delivered formally, the IG Toolkit 
also requires organisations providing health and social care services to have a 
documented action plan to promote staff awareness of information governance 
standards, inform staff of their responsibilities and the consequences of misconduct 
and advise staff their compliance with IG requirements will be checked and 
monitored.   

Staff may be informed through formal raining, team meetings, awareness sessions or 
staff briefing materials. In all cases, ‘staff’ refers to all staff (new and existing), 
including new starters, locum, temporary, student and contract staff members). 

The action plan for raising IG awareness across Rotherham CCG can be found at 
appendix 2. 

9. Incident Management

Information Governance and IT related incidents, including cyber security
incidents must be reported and managed through the CCG Incident and Near
Miss Reporting Policy Incorporating Serious Untoward Incident Procedure. An
information governance incident of sufficient scale or severity to be classified
as a Level 2 Serious Incident Requiring Investigation (SIRI) or cyber SIRI will
be:

• Notified immediately to the CCG’s SIRO and Caldicott Guardian
• Reported to the Department of Health, Information Commissioners

Office and other regulators via STEIS and the HSCIC Incident
reporting tool

• Investigated and reviewed in accordance with the guidance in the
HSCIC checklist

• Reported publicly through the CCGs Annual Report and Governance
Statement

10. Monitoring Compliance and Effectiveness of the Policy

An assessment of compliance with the requirements in the Information
Governance Toolkit (IGT) will be undertaken each year. Annual assessments
and proposed action/development plans will be presented to the CCG's
Operational Executive. The requirements are grouped into the following
initiatives:

• Information Governance Management
• Confidentiality and Data Protection Assurance
• Information Security Assurance
• Clinical Information Assurance

11. Associated Documents

Rotherham CCG will maintain the following key policies to support effective
Information Governance:

• Information Governance Policy and Management Framework
• Data Protection Act/Access to Health Records Policy
• Network Security Policy
• Records Management Policy
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• Freedom of Information Policy

Supplementary to the key policies listed above, Rotherham CCG will also 
maintain the following policies and guidelines: 

• Confidentiality Code of Conduct
• Email Policy
• Information Risk Policy
• Internet Acceptable Use Policy
• Portable Data Security Policy
• Safe Haven Policy
• Smartphone and Tablet Policy

Details of all the above polices, including where the policy was last approved 
and the date of last approval are detailed in appendix 1. 

Each policy will be subject to an implementation plan: 

• All policies will be maintained on the Rotherham CCG Intranet.
• Policies will be incorporated into induction and training sessions as

appropriate

12. Relevant Legislation

There are many different standards and legislation that apply to IG and
information handling, including, but not limited to:

Data Protection Act 1998
Health and Social Care Act 2012
Freedom of Information Act 2000
Common Law Duty of Confidentiality
Confidentiality NHS Code of Practice
Human Rights Act 1998
International Information Security standard: ISO/IEC 27002: 2005
Access to Health Records Act 1990
Information Security NHS Code of Practice
Caldicott Guidance
Computer Misuse Act 1990
Mental Capacity Act 2005 1
Public Records Act 1958
NHS Records Management Codes of Conduct
Care Act 2014
Health and Social Care (Safety and Quality) Act 2015

13. Implementation and Dissemination

All the Information Governance policies and procedures will be made
available in electronic format and will be located on the CCG Intranet. Any
updates/new policies/procedures are approved by the Audit and Quality
Assurance Committee (AQuA) following consideration at the IG Group and
are communicated to staff via the intranet and staff briefings.
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Every new member of staff will be directed to the policy pages on the intranet 
as part of the induction process. 

14. Review

This policy will be reviewed every year or in line with changes to relevant
legislation or national guidance. The policy will be reviewed in August 2017.
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Appendix 1: Policy Approval Schedule 
(This schedule is maintained by Andrew Clayton of RCCG) 

Policy Name Owner 
Responsible 
Organisation Last Approved By 

Last Issued 
Date Review Date 

Information Governance Policy and Management Framework Andrew Clayton RCCG RCCG GB Feb 2016 October 2016 
Freedom of Information Policy Ruth Nutrbown RCCG RCCG GB March 2015 January 2017 
Records Management Policy Andrew Clayton RCCG RCCG GB March 2015 October 2016 
Safe Haven Policy Andrew Clayton RCCG RCCG GB March 2015 October 2016 
Email Policy Derek Stowe TRFT RCCG GB March 2015 December 2016 
Network Security Policy Derek Stowe TRFT RCCG GB March 2015 December 2016 
Portable Data Security Policy Derek Stowe TRFT RCCG GB March 2015 January 2017 
Data Protection and Records Access Policy Andrew Clayton RCCG RCCG GB March 2015 October 2016 
Information Risk Policy Andrew Clayton RCCG RCCG GB March 2015 October 2016 
Internet Acceptable Use Policy Andrew Clayton RCCG RCCG GB March 2015 November 2016 
Smartphone and Tablet Policy Derek Stowe TRFT RCCG GB March 2015 January 2017 
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APPENDIX 2: DOCUMENTED ACTION PLAN FOR RAISING STAFF AWARENESS 

1) The Health and Social Care Information Centre Information Governance Toolkit (IGT) requires organisations providing health and social
care services to have a documented action to promote staff awareness of information governance standards, inform staff of their
responsibilities and the consequences of misconduct and advise staff their compliance with IG requirements will be checked and
monitored

2) Requirement 14-133 states Clinical Commissioning Groups (CCGs) are required to have a documented action plan for raising
awareness of and compliance with information governance standards and to inform staff of their responsibilities and the
consequences of misconduct. Staff may be informed through team meetings, awareness sessions or staff briefing materials. In all
cases, ‘staff’ refers all staff (new and existing), including new starters, locum, temporary, student and contract staff members).

3) The IGT Requirements listed below, will be incorporated into the CCG’s Information Governance Work plan for completing IG Toolkit
Governance Return V13 and forms part of the CCG’s IG Training Strategy. The relevant IG Toolkit Requirements which require the
CCG to promote staff awareness are as follows:-

IGT Req  Level Key messages to be communicated to staff and 
made available throughout the organisations  

Examples of suitable evidence Delivery Method 

14-131 2a IG Policies have been communicated to appropriate 
staff and made available throughout the organisation 

Selection of Policies – Overarching 
Information Governance Policy; 
Confidentiality and Data Protection Policy; 
Information Security Policy;; Information 
Lifecycle Management Policy (incl. Records 
management and Information Quality)  

All policies available on 
the Internet  

14-133 1c/2a Guidelines and training materials for staff setting out 
the CCG's expectations for working practices and 
behaviours related to information governance (for 
new and existing staff)  

Staff Code of Conduct; Training materials; 
IG Handbook; Induction Programme for 
New Starters  

Internet 
Confidentiality Code of 
Conduct given to all staff 

14-134 1a/1b/1c/
2c 

Information Governance Awareness and Mandatory 
Training for all staff. Additional training for staff in key 
roles  

TNA to cover mandatory IG Training/ 
additional training for key staff groups/ 
Induction Programme for New Starters/ 
Training materials/ documented training 
programme/Training Records /Test of 
Comprehension /Reports evidencing 
numbers of staff trained  

OLMS - ESR/ IGTT e-
Learning Tool/ Face to 
Face  
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14-230 2b All staff assigned responsibility for co-ordinating and 
implementing the confidentiality and data protection 
work programme (Caldicott Function) have been 
appropriately trained to carry out their role  

TRAINING EVIDENCE as above 

14-231 1b/2a There is staff guidance on keeping personal 
information secure, on respecting the confidentiality 
of service users and on the duty to share information 
for care purposes.  

Documented/ IG Handbook/ Leaflet /Staff 
Induction Materials/ Review of TNA  

Internet 
Confidentiality Code of 
Conduct 

14-232 2a Guidelines are provided to staff  regarding the lawful 
sharing of confidential personal information 

as above as above 

14-234 2a/2b All staff members are aware of their responsibility to 
support subject access requests and where in the 
organisation such requests are ultimately handled. 
Front-line staff to be provided with more detailed 
guidance about the procedure to follow.  

Documented procedure for processing SAR 
requests/ TNA/ training attendance lists/ 
staff briefing materials/ presentations  

Internet 
SAR policy 
IGTT e-learning training 
tool evidence 

14-235 2a All staff members with the potential to access 
confidentiality personal information have been 
informed that monitoring and auditing of access is 
being carried out, of the need for compliance with 
confidentiality and security procedures and the 
sanctions for failure to comply.  

Documented confidentiality audit procedure  Internet /team meetings, 
staff briefing materials, IG 
compliance spot checks 
undertaken 

14-237 2a All staff members that are likely to introduce new 
information processes or information assets are 
effectively informed about the requirement to obtain 
approval from the IG forum (or equivalent) at the 
proposal stage of the new process or information 
asst.  

Privacy Impact Assessment procedure Internet /team meetings, 
awareness sessions 
delivered by YHCS, staff 
briefing materials  

14-250 1a/2a Employees are informed of the nature and source of 
any information stored about them, how it will be 
used, who it will be disclosed to; and their data 
protection rights regarding access and sharing of the 
personal information  

The CCG's Website to provide information 
on how personal information about patients 
or other service users is stored, used and 
shared and informs individuals about their 
rights in relation to that information  

Privacy notice on website 
Confidentiality and Data 
Protection policy on 
internet 

14-340 2b All staff assigned responsibility Information Security 
have been appropriately trained to carry out their role 

Information Governance Management 
Framework Policy  

Training attendance lists/ 
existing qualifications 
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14-343 2a/2b Procedure advising Smartcard users of the Terms 
and Conditions they sign up to upon acceptance of a 
Smartcard. All NHS Smartcard users, including new, 
temporary and contract staff members are aware that 
compliance with the T&Cs of NHS Smartcard usage 
is monitored and of the procedures for breach and 
disciplinary measures  

RA Plan/Procedure setting out Terms and 
Conditions of Smartcard usage & 
documented audits showing processes for 
monitoring NHS Smartcard usage and 
compliance with T&Cs; audit report on the 
outcome of checking that all NHS 
Smartcard users have electronically signed 
their T&Cs;  

Internet/ Confidentiality 
Code of Conduct/ Staff 
briefing materials and 
induction materials  

14-345 2a The SIRO and all other staff assigned responsibility 
for coordinating and implementing information risk 
management have been appropriately trained to 
carry out their role 

TNA/ training attendance lists/ training 
materials/ existing qualifications or training 
evaluation records 

IGTT e-learning module 
certificate, face to face 
sessions 

14-346 2c All relevant staff are made aware of business 
continuity plans and any implications for their role - 
all staff are aware of their roles and responsibilities 

Business Continuity Plans for individual 
Information Assets 

Business Continuity policy 
on Internet/ team meeting 
notes, staff briefing 
materials 

14-348 1a/2b There are documented procedures for mobile 
working or teleworking that provide guidelines for 
staff on expected behaviours 

Acceptable Use Policy (AUP) for email and 
internet use, data handling procedures, 
safe haven procedures, training materials 
or other staff guidance 

Internet, Confidentiality 
Code of Conduct 

14-349 2b Staff members have been informed of the incident 
reporting procedures and in particular of their own 
responsibilities for reporting incidents and near-
misses  

Documented incident management and 
report procedures and a template incident 
reporting form for staff  

Internet 

14-350 2c Relevant staff members have been effectively 
informed of the secure transfer and receipt 
requirement for personal and sensitive information 

AUP for email and internet use, data 
handling procedures, safe haven 
procedures, training materials or other staff 
guidance (AUP - Documented Policy for 
approvals and authorisation for mobile and 
teleworking)  

Internet 

14-420 2b All staff assigned responsibility for Information 
Quality and Records Management Assurance have 
been appropriately trained to carry out their role  

Information Governance Management 
Framework  

Training attendance lists, 
training materials, 
qualification certificates, 
or training evaluation 
records  
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Appendix 3 

Equality Impact Assessment form 2013 

Title of policy or service 
Information Governance Policy and Management Framework 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16 

1. Outline
Give a brief summary of your policy or 
service 

• Aims
• Objectives
• Links to other policies, including

partners, national or regional

It is a mandatory requirement for compliance with the Information 
Governance Toolkit for the CCG to have an Information Governance Policy 
and Management Framework. This Framework supports the current and 
evolving Information Governance agenda across the organisation and 
describes the framework for managing Information Governance that extends 
to cover all those working on behalf of the organisation. 

This document should be reviewed on an annual basis and signed off at a 
Senior Management level at the CCG. 
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2. Gathering of Information
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected 
groups, with consideration of the General Equality Duty.  

What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact 

Neutral 
impact 

Negative 
impact 

Human rights  N/A 
Age  N/A 
Carers  N/A 
Disability  N/A 
Sex  N/A 
Race  N/A 
Religion or 
belief 

 
N/A 

Sexual 
orientation 

 N/A 

Gender 
reassignment 

 N/A 

Pregnancy and 
maternity 

 N/A 

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

 N/A 

Other relevant 
group 

 N/A 
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Please provide details on the actions you need to take below. 

3. Action plan

Issues identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 

4. Monitoring, Review and Publication
When will the proposal 
be reviewed and by 
whom? 

August 2017 – IG Group 

Lead Officer Andrew Clayton Review 
date: August 2017 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
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Title: Data Protection and Access to Health 
Records Policy 

Reference No: 001-IT 
Owner: Deputy Chief Officer 
Author Information Governance Lead 
First Issued On: April 2013 
Latest Issue Date: March 2015 
Operational Date: March 2015 
Review Date: April 2018 
Consultation Process IG Group to AQuA via OE 
Ratified and approved by: AQuA 
Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and 
temporary employees of Rotherham 

 

Equality & Diversity Statement: 

In applying this policy, the Organisation will have 
due regard for the need to eliminate unlawful 
discrimination, promote equality of opportunity, and 
provide for good relations between people of 
diverse groups, in particular on the grounds of the 
following characteristics protected by the Equality 
Act (2010); age, disability, gender, gender 
reassignment, marriage and civil partnership, 
pregnancy and maternity, race, religion or belief, 
and sexual orientation, in addition to offending 
background, trade union membership, or any other 
personal characteristic. 
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Responsibility for Training: 
Information Governance Lead via e-Learning and other methods in special circumstances. 

Associated Documentation: 
Legislation and Guidance key to allow information sharing to take place: 

• Public Records Acts 1958 and 1967
• European Directive on Data Protection 1995/46C
• Access to Health Records Act 1990
• Freedom of Information Act 2000
• Environmental Information Regulations 2004
• European Directive on Environmental Information 2003/4 EC
• Crime and Disorder Act 1998
• Regulatory and Investigatory Powers Act 2000
• Common Law Duty of Confidentiality
• Human Rights Act 1998
• Mental Capacity Act 1995 and Code of Practice 2007
• Health and Social Care Acts 2001 and 2008 and 2012
• Health and Social Care (Safety and Quality) Act 2015
• NHS Act 2006
• Computer Misuse Act 1990
• Caldicott Report 1998
• NHSLA Risk Management Standards
• NHS Confidentiality Code of Practice 2003
• Confidentiality Guidance for Doctors GMC 2009
• Confidentiality and Disclosure of Information BMA 2008
• Code of Professional Conduct NMC 2004
• Information Governance Toolkit
• Information Governance Assurance Programme
• Fraud Act 2006
• The Law of Confidentiality
• Limitations Act 1980
• Data Protection Act 1998
• Records Management Code of Practice for Health and Social Care 2016

Commissioning Organisation and Related Policies: 
• Conditions of Contract
• Network Security Policy
• Safe Haven Policy
• Portable Data Policy
• E-mail Policy
• Records Management Policy
• Freedom of Information Policy

Revision History 
Date of this revision: October 2016 
Revision date Previous revision 

date 
Summary of Changes 

26th February 
2002 

First Draft 

August 2010 26th February 2002 Aligned with Rotherham Foundation Commissioning 
Organisation Policy. 
Dissemination plan. Extra Training requirements 
Additional compliance monitoring and reporting. 

March 2011 August 2010 Final approved document 
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July 2012 March 2011 Review in preparation for organisation change to CCG status: 
replacement of “Trust” with “Commissioning Organisation”. 
Addition of: • Mobile device as media on which 
information is held or processed. 
• Related legislation
• Definitions page Replacement of :
• “Chief Executive” with “Accountable Officer”
• Specific job titles with roles.
• Some job roles replaced by “provider” or
“nominated lead” Reference to CCTV added. 
Appendices updated to reflect current practice. 

October 2014 July 2012 Minor formatting changes and update Commissioning 
Organisation to Clinical Commissioning Group (CCG) 

April 2015 and 
July 2015 

October 2014 Inclusion of a flow chart and minor formatting changes to 
highlight additional detail re subject access requests 

October 2016 July 2015 Updated list of relevant legislation to include Health and 
Social Care Acts 2012 and 2015 and new Records 
Management Code of Practice 
Removed reference to Sub-AQuA – replaced with IG Group 
Updated SAR process flow chart to reflect changes to CHC 

Page 3 



Contents 

1. Aims and Purpose of the Policy ...............................................................................................6
2. Scope of Policy ..........................................................................................................................6 
3. Roles and Responsibilities .......................................................................................................6
4. Registration and Notification to the Information Commissioner ............................................8
5. Informing people of personal data NHS Rotherham CCG keeps about them ........................9
6. Record Keeping and Storage of Personal Data .......................................................................9
7. NHS Rotherham CCG’s Use of Personal Data .........................................................................9
8. Disclosure of Personal Data to Third Parties ......................................................................... 10
9. Subject Access Requests ....................................................................................................... 10
10. Withholding Data ..................................................................................................................... 11
11. Deceased Patients ................................................................................................................... 11
12. A Person’s right of Access to Amend Their Personal Data .................................................. 11
13. Opting Out ................................................................................................................................ 12
14. Dissemination and Implementation of the Policy .................................................................. 12
15. Monitoring and Reviewing ...................................................................................................... 12
Appendix 1 ........................................................................................................................................ 14 
Appendix 2 ........................................................................................................................................ 15 
Appendix 3 ........................................................................................................................................ 16 

Page 4 



DEFINITIONS 

Term Definition 

Data Users 

Data Custodian 

Data Subjects 

Personal Data 

Data processing 

Sensitive data 

Access to Health Records 
of a Deceased Person 

Information Asset Owner 

Employees of the Commissioning Organisation or independent 
contractors who record, store and/or process personal data in any 
form. 

Nominated person responsible for the processing of person 
identifiable data (PID) within an operational area (usually the 
departmental manager). 

Individuals who are the subjects of personal data. 

Data relating to a living individual who can be identified from the 
information, or any other data likely to come into the possession of 
the data controller and includes any expression of opinion about the 
individual and any indication of the intentions of the data controller or 
any other person in respect of the individual. 

Means obtaining, recording or holding the information or data or 
carrying out any operation or set of operations on the information or 
data e.g. adaptation, alteration, retrieval, disclosure, dissemination, 
blocking, or destruction. 

The Data Protection Act defines categories of sensitive personal 
data, namely, personal data consisting of information as to:- 

a) the racial or ethnic origin of the data subject,
b) their political opinions,
c) their religious beliefs or other beliefs of a
similar nature, 
d) whether they are a member of a trade union,
e) their physical or mental health or condition,
f) their sexual life,
g) the commission or alleged commission by them of
any offence, or any proceedings for any offence 
committed or alleged to have been committed by them, 
the disposal of such proceedings or the sentence of any 
court in such proceedings. 

The Data Protection Act 1998 excludes deceased persons but a 
duty of confidentiality extends beyond death for health records and 
the above definitions are still relevant although access is granted 
through the Access to Health Records Act 1990 

Information Asset Owners (IAO) are senior individuals involved in 
the running of their respective business functions and are directly 
accountable to the SIRO. IAOs must provide assurance that 
information risk is being managed effectively in respect of the 
information assets they are responsible for. 
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1. Aims and Purpose of the Policy

The purpose of this policy is to explicitly recognise Rotherham CCG’s obligations under the
Data Protection Act 1998 (DPA). This will be achieved by setting a framework that aims to
ensure that all employees, contractors, agents, elected members, partners or other service
providers are fully aware of and abide by their duties and responsibilities under the DPA and
also taking account requirements set out in the following legislation:

• Crime and Disorder Act 1998
• Human Rights Act 1998
• Police Act 1997
• Access to Health Records Act 1990

1.1. The CCG will ensure that personal data is handled, legally, securely, efficiently and 
effectively and in accordance with the eight principles of the Data Protection Act: 

Data must: 
• be processed fairly and lawfully
• only be used for specified purposes
• be adequate, relevant and not excessive
• be accurate and up to date
• not be kept for longer than necessary
• only be processed in accordance with the rights of Data Subjects
• be held securely
• not be transferred outside the European Economic Area without adequate protection

1.2. This Policy additionally sets out the process for responding to Subject Access requests 
(see Appendix 1). 

1.3. In order to operate efficiently the CCG will, where necessary collect and use data relating 
to patients receiving care and the people with whom it collaborates including members of 
the public, current, past and prospective employees, suppliers and other visitors. In 
addition, it may be required by law to collect and use data in order to comply with the 
statutory requirements of the Department of Health and other government departments. 

1.4. All personal data, regardless of how it is collected, recorded, utilised, transferred and 
disposed of, and stored on whatever media, will be handled by the CCG within the 
safeguarding principles of the DPA and Information Governance frameworks issued by 
the Department of Health. 

2. Scope of Policy

2.1 This policy applies to all employees carrying out work on behalf of the CCG, including 
Medical and Dental employees, contractors, agents, elected members, charitable groups and 
partners. Other service providers of the CCG should abide by their duties and responsibilities 
under the DPA, which should be set out in contracts, and also taking account of any 
requirements within associated legislation. 

2.2 This policy applies to the handling of all Personal Data that is used within the CCG held on 
any media including Dictaphone, computer system, mobile device or manual records. 

3. Roles and Responsibilities

3.1 Head of Health Informatics 
The Head of Health Informatics is the designated Data Protection Officer and will be 
responsible for ensuring overall compliance with the Data Protection Act 1998, Access to 
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Health Records Act 1990 and this policy.  
All members of staff will be made aware of the identity of the Data Protection Officer and the 
policies and procedures surrounding Data Protection and Confidentiality. 
The Data Protection Officer will assume the role of Data Controller for the CCG, and may 
delegate relevant duties to senior officers as appropriate to implement this policy. 

3.2 Chief Nurse 
The Chief Nurse is the Caldicott Guardian who will have responsibility for ensuring the 
confidentiality of clinical records and authorisation of the sharing of patient information when 
consent has not been obtained. The Caldicott Guardian will have responsibility for 
approving all holdings, uses and disclosures of Personal Data used for clinical purposes 
with delegated roles and responsibilities clearly defined and appended to the job 
description. 

3.3 Information Asset Owners 
Information Asset Owners will be identified for all items of Personal Data kept and used by 
the CCG. The owners will normally be the most appropriate departmental managers and 
will be responsible for risk management of the information asset/s within their  
responsibility. These roles and responsibilities should be clearly defined and appended to 
their job descriptions. 

3.4 All Staff 
All employees have a responsibility to ensure that they follow this Policy. 

3.4.1 Employees must ensure that personal data is received, kept, processed, transported and 
archived in a secure manner at all times to protect against unauthorised or unlawful loss or 
disclosure. 

In particular they will ensure that personal data is kept:- 
• In a safe place where there would be no unauthorised access, and must not be left

unattended in public/waiting areas 
• In a locked filing cabinet or drawer where possible
• In an office with restricted access, or
• Where disk, memory stick, mobile device, dictaphone or other electronic storage

system is used, appropriate security measures are applied in line with the
organisations security policies. Further guidance can be sought from the IT helpdesk
and associated policies as listed at the front of this policy.

3.4.2 Employees must: 
• Check that any personal data they provide to the CCG or elsewhere is accurate

and up to date 
• Ensure data provided by and recorded for others (i.e. staff and patients) is

accurate and up to date 
• Inform the organisation of any changes to their personal data, e.g. change of

address, change of name, photographic identity, etc. 
• Check the accuracy of data, including sensitive data, which they may send out

from time to time, in order to update existing personal data. 
• Understand that they must be appropriately trained and supervised where

necessary to handle data including requests for the disclosure or sharing of 
Data. 

3.4.3 Employees have the right to request a copy of their personal data held by the CCG. 

3.4.4 Any breach of this Policy and Procedure may result in disciplinary action being taken as it 
is a breach of the Staff Code of Conduct on confidentiality. 

3.5 The nominated Data Protection Officer for the CCG is responsible for reviewing the Data 
Protection Register annually and for notifying the Information Commissioner of any changes. 
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The Data Protection Officer in conjunction with the Human Resources lead will determine, 
through appropriate management and the use of strict criteria and controls, the purpose for 
which non-clinical personal data can be processed and will ensure that a program to monitor 
access is put in place. 

3.6 Where health records are used, the service lead for the service they provide will ensure 
health records are maintained according to national legislation and guidance. 

Data will only be collected and processed to the extent that it is required to fulfil operational 
needs or to comply with any statutory or information governance standards. 

The Data Protection Officer will provide practical support and advice to all employees on 
the application of this Policy in relation to clinical data/health records where necessary. 

3.7 The nominated Human Resources lead must ensure that personnel data held by the 
organisation is protected from unauthorised or unlawful access, loss or disclosure. They will 
also act as the Information Asset Owner in relation to HR records and will collect and 
process appropriate data to the extent that it is required to fulfil operational needs or to 
comply with any statutory or information governance standards. 

The nominated Human Resources lead will provide practical support and advice to all 
employees on the application of this Policy in relation to non-clinical data. 

NHS Property Services shall be responsible for compliance with the DPA and related 
legislation in relation to personal data obtained through the use of CCTV. 

3.8 Trade Unions/Employee Representatives may collect and maintain personal data in order to 
provide membership services and comply with certain statutory obligations. All personal data 
will be treated with the utmost confidentiality and with appropriate levels of security. 

3.9 Contractors/Support Services/Consultants/Partners or other Servants or Agents with 
the CCG must ensure that:- 

• They and all of their employees who have access to personal data held or processed
for or on behalf of the CCG are aware of this Policy and are fully trained in and are
aware of their duties and responsibilities under the DPA. Any breach of any provision
of the DPA will be deemed as being a breach of any contract between the CCG and
that individual, company, partner or organisation.

• Data Protection audits required by the CCG are permitted upon request.
• The CCG is indemnified against any prosecutions, claims, proceedings, actions

or payments of compensation or damages, without limitation.

4. Registration and Notification to the Information Commissioner

4.1 The Data Protection Officer is responsible for notifying the Information Commissioners Office 
(ICO) regarding its registration in relation to the CCG’s use of personal information and for 
supplying details of any subsequent amendments. 

4.2 The CCG’s registration with the ICO describes in general terms, the Personal Data being 
processed by the CCG and includes: 

• Staff Administration
• Accounts and Records
• Health Administration and Services
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• Research
• Crime Prevention and Prosecution of Offenders
• Public Health
• Administration of Membership Records.

4.3 The notification will be renewed in accordance with the requirements of the 
Information Commissioner. 

4.4 The Data Protection Officer will maintain an inventory of the CCG’s holdings of Personal 
Data. 

5. Informing people of personal data NHS Rotherham CCG keeps about them

5.1 Data Subjects have a right to be made aware that the CCG holds their Personal Data, 
what purposes it will be processed for and what third parties it could be disclosed to and 
for what purpose. 

5.2 All Data Subjects about whom the organisation holds, processes or discloses Personal 
Data will be informed of this in a Privacy Notice which will be published on the CCG’s 
website. Staff will be informed using the guidance provided in the CCG’s Code of Conduct 
on Confidentiality. 

6. Record Keeping and Storage of Personal Data

6.1 NHS Rotherham CCG supports Data Subjects having open access to their Personal 
Data. Personal Data will therefore be recorded with a view to the Data Subject having 
access. 

• Personal Data will be accessible and understandable to Data Subjects
• Personal Data will be kept to a minimum sufficient for the purposes for which it

was collected
• Personal Data will only be held for the minimum period necessary for processing

unless required to be kept for longer.
• Third party information will not be disclosed without proper permissions being

obtained
• Personal Data, including archives, will be capable of being retrieved within the

specified time-scales
• Personal Data will not be disclosed to the Data Subject where:

a. A third party would suffer serious harm as a result of disclosure
b. Serious harm to the physical or mental state of the Data Subject would

result from the disclosure
c. Information was provided on the strict understanding that it would not be

disclosed to the Data Subject;

7. NHS Rotherham CCG’s Use of Personal Data

7.1 The CCGs use of Personal Data will not be outside of the scope of its current registered 
purposes. 

7.2 Where Personal Data is to be used for educational purposes the explicit written prior 
consent of the Data Subject will be obtained and recorded. This requirement includes 
student access to case notes for case study purposes. 

7.3 All research will be approved by the relevant ethical committee including the method for 
obtaining patient consent if Personal Data is to be used as in the research. 
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7.4 Personal Data used for Secondary Uses such as research, educational purposes or for 
performance monitoring purposes will be anonymised in context as stipulated within the 
Data Sharing Framework Contract and Data Sharing Agreements with NHS Digital. 

8. Disclosure of Personal Data to Third Parties

The organisations disclosure of Personal Data will not be outside of the scope of its current 
registered purposes. 

8.1 Routine Disclosures 

• Personal Data will not be disclosed to third parties not covered by the notification to the
Commissioner.

• Even authorised disclosures will be restricted to the minimum required for the purpose.
• Personal Data will only be sent to third parties outside of the CCG who will handle the

information in accordance with the Data Protection Act 1998.
• All third party companies requiring legitimate access to CCG systems will handle

information in accordance with the Data Protection Act 1998.
• Disclosure of Personal Data relating to the commissioning process will be in accordance

with the Code of Practice on Confidential Information.

8.2 Disclosures to the Police 

• Requests for information from the police will be handled by an appropriate Senior Officer.
• Information will only be disclosed where it can be proved to be a requirement to comply

with the relevant legislation.
• All requests should be made in writing and recorded.

8.2.1 Disclosures in the Public Interest 

The organisation will disclose information in the public interest where: 

• A Data Subject discloses information that incriminates them in a serious crime.
• A patient’s health affects their ability to drive or hold a firearms license.

8.3 Transferring Data Abroad 

Personal Data will not be transferred outside of the United Kingdom unless that country or 
territory “ensures adequate level of protection” for the rights and freedoms of Data Subjects. 

Transfers of Data may be granted: 

• Where the data subject has given explicit consent
• It is necessary to perform or make a contract
• By reason of substantial public interest
• Is part of Personal Data on a Public Register
• Is on terms approved by the Information Commissioner

All transfers will be authorised by the organisations Caldicott Guardian. 

9. Subject Access Requests

9.1 The process for responding to Subject Access requests is outlined in Appendix 1. 

9.2 Upon written request from the Data Subject, the Data Protection Officer, or their nominated 
deputy, is obliged to supply:- 
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• A description of the Data
• The purpose for which Data is being held
• The source of the Data
• The person(s) to whom the Data will be or may be disclosed.

9.3 A maximum charge of £10.00 for non-health records and electronic health records, and 
£50.00 for paper health records or a mix of both will be payable by the Data Subject to the 
CCG for the supply of Data. 

9.4 Proof of identity will be required to ensure that data is provided to the correct individual. Two 
original pieces of documentation, for example a recent utility bill or bank statement showing 
the individual’s name and current address, will be required. In some cases additional details 
such as a passport or photo ID driving licence may be required due to the sensitive nature of 
the information held. Where the request is to be sent via the post, this will only be sent to the 
registered address for the individual. If another address is stipulated, this will be investigated 
further to determine the legitimacy of the request. 

9.5 The Data Protection Officer will supply everything requested that is held at the time the 
application was made within 40 calendar days. 

10. Withholding Data

Data may be withheld if:

• the Subject agrees or the supply of information would involve disproportionate effort.
• it identifies a third party
• where it has been decided that giving access would disclose information likely to cause

serious harm to the physical or mental health of any individual.

11. Deceased Patients

If the patient is deceased then the Data Protection Act does not apply. The Access to Health 
Records Act 1990 allows access to be provided for the patient’s personal representative and 
any person who may have a claim arising out of the patient’s death. 

If the patient is deceased and where satisfactory evidence of entitlement is supplied, the CCG 
will therefore allow disclosure to: 

• The deceased patients personal representative
• Any individual having a claim arising from the patient’s death.

The CCG will withhold Personal Data: 

i. If the record contains a note that the patient did not wish the applicant to have access to
the record, unless the application is in respect of a claim arising from the patient’s
death.

ii. Where it has been decided that giving access would disclose information likely to cause
serious harm to the physical or mental health of any individual.

12. A Person’s right of Access to Amend Their Personal Data

Data Subjects have rights to ensure that their Personal Data held is accurate and to prevent
any processing likely to cause damage or distress.
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Where the Data Subject requests an amendment to the Personal Data the CCG will: 

• Amend the Personal Data with the appropriate file notes, where the health
professional or appropriate CCG officer agrees with the amendment, or

• File the request and response within the individuals record where the health
professional or appropriate CCG officer does not agree with the amendment.

13. Opting Out

13.1 Employees must read carefully any documentation which implies their consent to the 
processing of personal data, for example, the completion of a booking form for a conference 
which states that information may be used for other specific purposes. 

13.2 On occasions where an employee may be asked to participate in any photographic or other 
publicity campaign on behalf of NHS Rotherham CCG consent will be assumed at the time 
unless the employee explicitly opts out. 

13.3 Employees have the right to opt out of Direct Marketing and in deciding to do so should 
ensure that the relevant tick box is completed to withdraw personal details from any database. 

13.4 The CCG will ensure that employees are kept informed of the methods used to arrive at any 
automated decisions (e.g. job applications) thereby giving the choice of opting out of the 
process. 

14. Dissemination and Implementation of the Policy

14.1 The policy can be located from the CCG website. It will be re-launched following any 
review/update via the following communications plan: 

14.2 An electronic version of the policy document will be circulated by the Complaints and 
Governance Officer to all staff and will ensure the policy is published on the CCG’s website 
following ratification by the Governing Body. 

14.3 Departmental leads must ensure that new policy documents are communicated to all relevant 
staff and that arrangements for training and support are identified. A record of how this 
communication has taken place should be available for audit purposes. 

14.4 Departmental leads will ensure old paper versions are removed from the department. 

14.5 Notification of the approval of the policy and its whereabouts will be printed in relevant 
communication materials. 

15. Monitoring and Reviewing

15.1 The CCG will maintain a register of all Information Systems containing patient identifiable data 
and will map all information flows relating to these and review annually. 

15.2 Performance in dealing with Subject Access requests will be monitored by the IG Group 
and reported annually to the Board. 

15.3 The CCG will put in place procedures for systematically reviewing its arrangements for 
administering and managing Access requests. These procedures will include systems for 
auditing compliance with the relevant Acts . 

15.4 The CCG will maintain a register of Data Protection breaches and will ensure that any 
learning points that arise from such breaches are used to improve related policies, standards, 
procedures and guidance. 
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15.5 This policy will be reviewed at least every 2 years to ensure that it remains up to date, 
effective and takes account of emerging good practice. Where new legal directions come into 
force, the policy will be reviewed in line with the commencement date of that legislation. 

15.6 The CCG will commission audits as necessary regarding the process, compliance and if the 
policy is embedded within every day organisational activity. 

Page 13 



Appendix 1 

Procedure for responding to Data Subject Access Requests 

All Data Subject Access Requests (SARs) and Access to Health Records (AHR) requests should 
be directed to the organisational Data Protection Officer immediately. The FOI Officer will process 
subject access requests on behalf of the Data Protection Officer. 

All information relating to any request is recorded on the tracking log from date of receipt of request 
and upon finalisation.  This information is password protected for security purposes. 

The following procedure should take place when a Data Subject Access Request is received from 
anyone for whom we hold records, or their representative. 

If the information is not held by the CCG, the requestor will be 
notified by letter as soon as this is identified (see above) 

On receipt of payment the information can be released (sent by 
tracked delivery post) 

Invoice sent to requestor requesting fee for the release of the 
information (see Section 9) 

Notes copied and passed to the FOI Officer or originals passed 
to the FOI Officer for copying - information which may cause 
distress or relating to third parties to be withheld/redacted as 
appropriate 

Form returned containing original signatory or legal documentary 
evidence of entitlement (see Section 9 & 11) The request should 
be dealt with within 21 days (as per Dept of Health guidelines ) 
and certainly within 40 calendar days in accordance with the 
Data Protection Act 

Where records are held by the CCG - acknowledgement letter 
sent with SAR Form for requestor to complete and return. Where 
records are not held by the CCG the requestor is notified in 
writing (request logged and closed by the CCG) 

Request received by the Data Protection Officer and passed to 
the FOI Officer 
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Appendix 2 

SUBJECT ACCESS REQUEST FORM GUIDANCE NOTES 

1. Personal Details: Please complete your personal details as requested. Please tell us if you have
been previously known by any other name. If you are requesting historical information, please 
provide as many details as possible, e.g. previous addresses (use a separate sheet if necessary). 

2. Details of the Data you require: You should give as much assistance as you can about particular
areas to search so that we can give you what you require without delay. You should also give any 
relevant reference numbers that might be useful. These details are required to assist in locating the 
data so that you can be given a copy of everything. 

3. Proof of Identification: Proof of name and address is required to ensure we only give information
to the correct person. We require two original pieces of documentation, for example, a recent utility 
bill, bank statement (photocopies are not acceptable) showing your name and address. In some 
cases, additional details such as a passport or photo ID driving licence may be required due to the 
sensitive nature of the information held. 

4. Keep your documents secure: Always send important documents by recorded delivery or other
special post as necessary. The CCG cannot be held liable for items lost in the post. 

5. Payment: A search fee of (maximum) £10.00 is required for each separate request. The fee is not
refundable if the result of the search shows that there is no data to be found. 

6. If you have any questions relating to identification requirements or any other aspect of a subject
access request, please contact the Data Protection Officer by 
email: andrew.clayton@rotherhamccg.nhs.uk 

Information Governance 
Oak House 
Moorhead Way 
Bramley 
ROTHERHAM 
S66 1YY 
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Appendix 3 

Equality Impact Assessment form 2013 

Title of policy or service 
Data Protection and Access to Health Records Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16 

1. Outline
Give a brief summary of your policy or 
service 

• Aims
• Objectives
• Links to other policies, including

partners, national or regional

The Data Protection and Access to Health Records Policy documents the CCGs 
responsibilities in respect of the Data Protection Act 1998, including the rights 
afforded to individuals by the Act.  

It specifically includes the right of access to personal information held by the CCG 
and extends to include the Access to Health Records Act 1990 which details how 
deceased person’s records may be accessed. 



2. Gathering of Information
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with 
consideration of the General Equality Duty. 

What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact 

Neutral 
impact 

Negative 
impact 

Human rights  
Age  
Carers  
Disability  
Sex  
Race  
Religion or 
belief 

 

Sexual 
orientation 

 

Gender 
reassignment 

 

Pregnancy and 
maternity 

 

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

 

Other relevant 
group 

 

Please provide details on the actions you need to take below. 

3. Action plan
Issues identified Actions required How will you measure Timescale Officer 



impact/progress responsible 

4. Monitoring, Review and Publication
When will the proposal 
be reviewed and by 
whom? 

Lead Officer Review 
date: 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 



Title: Information Risk Policy 
Reference No: 005/IT 
Owner: Deputy Chief Officer 
Author Information Governance Lead 
First Issued On: April 2013 
Latest Issue Date: 
Operational Date: November 2014 
Review Date: October 2018 
Consultation Process IG Group to AQuA via OE 
Ratified and approved by: Governing Body XXX 2016 
Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and temporary 
employees of Rotherham CCG. 

Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in 
particular on the grounds of the following 
characteristics protected by the Equality 
Act (2010); age, disability, gender, gender 
reassignment, marriage and civil 
partnership, pregnancy and maternity, 
race, religion or belief, and sexual 
orientation, in addition to offending 
background, trade union membership, or 
any other personal characteristic. 
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Version Control: 
Version Date Authors Status Comment 

1.1 28.04.10 Andrew 
Clayton – 
Head of IT 

Ian Ashton – 
Risk 
Manager 

Board 
Approved 
17.05.11 

Sent to John 
Radford for 
comment 

1.2 03.03.11 Andrew 
Clayton 

Minor 
amendment 
to include 
process for 
approval of 
new or 
changed 
information 
assets 

Sent to the IG 
Steering Group 
for approval 
03.03.11 

1.3 21.03.13 Andrew 
Clayton 

Updated 
policy to 
reflect 
organisational 
change to 
CCG 

Sent to SIRO 
(Senior 
Information Risk 
Owner) 

1.4 03.10.14 MC/AC Updated with 
IGT SIRI 
guidelines 

1.5 14.10.16 CM – 
eMBED IG 
Associate 

Review – 
updated with 
change of IT 
Lead role 
Added a list 
of key 
definitions 
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1. Introduction

This policy outlines how NHS Rotherham CCG will fulfil its duties to implement the NHS 
Information Risk Management Guidelines. These guidelines are based on and extend 
existing NHS Information Governance guidance materials and are compliant with the 
NHS adopted ISO/IEC27001 and ISO/IEC27002 information security management 
standards. 

The Governing Body fully endorse the proposals to introduce and embed information risk 
management into the key controls and approval processes of all major processes and 
functions of the CCG. This decision reflects the high level of importance placed upon 
minimising information risk and safeguarding the interests of patients, staff and the CCG 
itself. 

The Governing Body confirm that information risk is inherent in all administrative and 
business activities and everyone working for or on behalf of the CCG continuously 
manages information risk. The Governing Body also recognises that the aim of 
information risk management is not to eliminate risk, but rather to provide the structural 
means to identify, prioritise and manage the risks involved in all CCG activities to an 
acceptable level. It requires a balance between the cost of managing and treating 
information risks with the anticipated benefits that will be derived. 

The Governing Body acknowledges that information risk management is an essential 
element of broader information governance and is an integral part of good management 
practice.  The intent is to embed information risk management in a very practical way 
into business processes and functions. This will be achieved through key approval and 
review processes / controls – and not to impose risk management as an extra 
requirement. 

2. Policy Purpose

The purpose of this policy is to protect patient and staff information and ensure that it is 
held securely and used appropriately. 

The following list provides some examples of information risks: 

• Loss of data held on portable data storage devices (e.g. laptop, memory sticks
and Dictaphone tapes)

• Incorrect use of passwords
• Incorrect use of smartcards
• Inappropriate access to personal information
• PC workstation security.

The above list is not exhaustive or comprehensive if further advice is required contact 
the Head of Health Informatics. 

3. Policy Objectives

The Governing Body’s objectives for managing information risk are to: 
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• Protect the CCG, its staff and its patients from information risks where the
likelihood of occurrence and the consequences are significant.  See appendix A.

• Provide a consistent risk management framework in which information risks will
be identified, considered and addressed in key approval, review and control
processes

• Encourage pro-active rather than re-active risk management
• Provide assistance to and improve the quality of decision making throughout the

CCG
• Meet legal or statutory requirements
• Assist in safeguarding the CCG’s information assets.

4. Governance and accountability

The Accountable Officer (Chief Officer) has overall responsibility for ensuring that 
information risks are assessed and mitigated to an acceptable level. Information risks 
should be handled in a similar manner to other major risks such as financial, legal and 
reputational risks. 

The Deputy Chief Officer is the CCG’s Senior Information Risk Owner (SIRO) who is 
responsible for coordinating the development and maintenance of information risk 
management policies, procedures and standards for the CCG. 

The SIRO is responsible for the ongoing development and day-to-day management of 
the CCG’s Risk Management Programme for information privacy and security. 

CCG Information Asset Owners (IAOs) are senior individuals who shall ensure that 
information risk assessments are performed at least once a year on all information 
assets where they have been assigned ‘ownership’, following guidance from the SIRO 
on assessment method, format, content, and frequency. IAOs shall submit the risk 
assessment results and associated mitigation plans to the SIRO for review, along with 
details of any assumptions or external dependencies. Mitigation plans shall include 
specific actions with expected completion dates, as well as an account of residual risks. 

The SIRO shall advise the Chief Officer and the Governing Body on information risk 
management strategies and provide periodic reports and briefings on Program progress. 

Rotherham CCG Commissioning Leads are accountable and responsible for ensuring all 
services commissioned have robust policies, procedures to manage information risk 

Rotherham CCG’s Chief Nurse will be responsible for reporting via the Strategic 
Electronic Information System (STEIS) all Serious Untoward Incidents relating to 
information governance.  

The Head of Health Informatics is the CCG’s IG Lead and will also ensure any 
information governance and cyber security incidents qualified as a Level 2 Serious 
Incident Requiring Investigation (SIRI) as per NHS Digital are also reported and 
investigated via the IGT’s Checklist Guidance for Reporting, Managing and Investigating 
Information Governance and Cyber Security Serious Incidents Requiring Investigation. 
They are also responsible for collating data on information governance and cyber 
security incidents and regular reporting to the IG Group. 

Rotherham CCG will ensure that all Managers are responsible for making sure that: 
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• Staff are aware of their roles and responsibilities in relation to managing
information risk

• Staff carry out their roles in accordance with this CCG policy
• Staff are aware that if they want to introduce new information processes or

information assets they must obtain approval through formal review of their
requirements by the SIRO at the proposal stage of the new process or information
asset

• They identify the level of training required for each member of staff
• Staff have time to carry out the appropriate level of training and have access to

appropriate supervision and support.

It is the responsibility of all staff to abide by the conditions detailed within this policy. Any 
staff member found to have breached this policy could face disciplinary action that may 
lead to dismissal. 

5. Policy Scope

This policy is applicable to all areas of the CCG and adherence should be included in all 
contracts for outsourced or shared services.  There are no exclusions. 

6. Communication

This policy is to be made available to all CCG staff on the CCG Intranet and observed by 
all members of staff. It will also be available to agency and temporary workers 

Training to support the implementation of this policy will be delivered to all staff via the 
Information Governance Training Tool. 

7. Related Policies, Procedures and Guidelines

Policy and procedure for responding to incidents, including Serious Untoward Incidents 
and near misses 
Integrated Risk Management policy 
Checklist Guidance for Reporting, Managing and Investigating Information Governance 
and Cyber Security Serious Incidents Requiring Investigation (NHS Digital) 
Network Security policy 
Rotherham CCG Information Governance Policy and Management Framework 
Rotherham CCG Email policy 
Rotherham CCG Internet acceptable use policy 
Rotherham CCG Data Protection policy 
Rotherham CCG Portable Data Security policy 

8. Policy Implementation and Review

This policy will be implemented with effect from October 2016, or as soon as possible 
thereafter. The policy will be reviewed in October 2018. 
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Appendix A: 
Risk Scoring Matrix 

Risk Scoring Matrix 

Table 1 Consequence score (C) 
Choose the most appropriate domain for the identified risk from the left hand side of the table. Then 
work along the columns in same row to assess the severity of the risk on the scale of 1 to 5 to determine 
the consequence score, which is the number given at the top of the column. 

Consequence score (severity levels) and examples of descriptors 
1 2 3 4 5 

Domains Negligible Minor Moderate Major Extreme 

Patient and staff 
safety 

Minimal injury 
requiring no / 

minimal intervention 
or treatment. 

No time off work 

Minor injury or 
illness, requiring 
minor intervention 

Requiring time off 
work for >3 days 

Moderate injury 
requiring professional 

intervention 

Requiring time off 
work for 4-14 days. 
RIDDOR reportable 

incident 

An event which 
impacts on a small 
number of patients 

Major injury leading 
to long-term 

incapacity / disability 

Requiring time off 
work for >14 days 

Mismanagement of 
patient care with 
long-term effects 

Incident leading to 
death 

Multiple permanent 
injuries or 

irreversible health 
effects 

An event which 
impacts on a large 
number of patients 

Quality 

Peripheral element of 
treatment or service 

suboptimal 

Informal complaint/ 
inquiry 

Overall treatment or 
service suboptimal 

Formal complaint 

Local resolution 

Single failure to meet 
internal standards 

Minor implications 
for patient safety if 

unresolved 

Reduced 
performance rating if 

unresolved 

Treatment or service 
has significantly 

reduced 
effectiveness 

Local resolution (with 
potential to go to 

independent review) 

Repeated failure to 
meet internal 

standards 

Major patient safety 
implications if 

findings are not acted 
on 

Non-compliance with 
national standards 

with significant risk to 
patients if unresolved 

Multiple complaints / 
independent review 

Low performance 
rating 

Critical report 

Unacceptable level or 
quality of treatment / 

service 

Gross failure of 
patient safety if 

findings not acted on 

Inquest / 
ombudsman inquiry 

Gross failure to meet 
national standards 

Human Resources / 
Organisational 
Development 

Short-term low 
staffing level that 

temporarily reduces 
service quality (< 1 

day) 

Low staffing level 
that reduces the 
service quality 

Late delivery of key 
objective/ service 
due to lack of staff 

Unsafe staffing level 
or competence (>1 

day) 

Low staff morale 

Poor staff attendance 
for mandatory/key 

training 

Uncertain delivery of 
key objective/service 
due to lack of staff 

Unsafe staffing level 
or competence (>5 

days) 

Loss of key staff 

Very low staff morale 

No staff attending 
mandatory/ key 

training 

Non-delivery of key 
objective/service due 

to lack of staff 

Ongoing unsafe 
staffing levels or 

competence 

Loss of several key 
staff 

No staff attending 
mandatory training 
/key training on an 

ongoing basis 

Statutory duty / 
inspections 

No or minimal impact 
or breech of 

guidance/ statutory 
duty 

Breech of statutory 
legislation 

Reduced 
performance rating if 

unresolved 

Single breech in 
statutory duty 

Challenging external 
recommendations / 
improvement notice 

Enforcement action 

Multiple breeches in 
statutory duty 

Improvement notices 

Low performance 
rating 

Multiple breeches in 
statutory duty 

Prosecution 

Complete systems 
change required 

Zero performance 
rating 
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Consequence score (severity levels) and examples of descriptors 
1 2 3 4 5 

Domains Negligible Minor Moderate Major Extreme 
Critical report 

Severely critical 
report 

Adverse publicity / 
Reputation 

Rumours 

Potential for public 
concern 

Local media coverage 
– 

short-term reduction 
in public confidence 

Elements of public 
expectation not being 

met 

Local media coverage 
– 

long-term reduction 
in public confidence 

National media 
coverage with <3 
days service well 
below reasonable 
public expectation 

National media 
coverage with >3 
days service well 
below reasonable 

public expectation. 
MP concerned 

(questions in the 
House) 

Total loss of public 
confidence 

Business Objectives 
Insignificant cost 

increase / schedule 
slippage 

<5 per cent over 
project budget 

Schedule slippage 

5–10 per cent over 
project budget 

Schedule slippage 

Non-compliance with 
national 10–25 per 
cent over project 

budget 

Schedule slippage 

Key objectives not 
met 

Incident leading >25 
per cent over project 

budget 

Schedule slippage 

Key objectives not 
met 

Finance Small loss Risk of 
claim remote 

Loss of 0.1–0.25 per 
cent of budget 

Claim less than 
£10,000 

Loss of 0.25–0.5 per 
cent of budget 

Claim(s) between 
£10,000 and 

£100,000 

Uncertain delivery of 
key objective/Loss of 
0.5–1.0 per cent of 

budget 

Claim(s) between 
£100,000 and £1 

million 

Purchasers failing to 
pay on time 

Non-delivery of key 
objective/ Loss of >1 
per cent of budget 

Failure to meet 
specification/ 

slippage 

Loss of contract / 
payment by results 

Claim(s) >£1 million 
Service / business 

interruption 

Impact on 
environment 

Loss/interruption of 
>1 hour 

Minimal or no impact 
on the environment 

Loss/interruption of 
>8 hours 

Minor impact on 
environment 

Loss/interruption of 
>1 day 

Moderate impact on 
environment 

Loss/interruption of 
>1 week 

Major impact on 
environment 

Permanent loss of 
service or facility 

Extreme impact on 
environment 
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Table 2 Likelihood score (L) 

What is the likelihood of the consequence occurring? 
The frequency-based score is appropriate in most circumstances and is easier to identify. It should be used 
whenever it is possible to identify a frequency. 

Likelihood score 
1 2 3 4 5 

Descriptor Rare Unlikely Possible Likely Almost certain 

Frequency 
How often 

might it / does it 
happen 

This will probably 
never 

happen/recur 

Do not expect it 
to happen/recur 
but it is possible 

it may do so 

Might happen or 
recur 

occasionally 

Will probably 
happen/recur 
but it is not a 
persisting issue 

Will undoubtedly 
happen / recur, 

possibly 
frequently 

Probability 
Percentage 
likelihood of 
occurrence 

0-5% 6-20% 21-50% 51-80% 81-100% 

Table 3 Risk scoring = consequence x likelihood ( C x L ) 

Calculate the risk score by multiplying the consequence score by the likelihood score. 

Risk Matrix 

Likelihood 

(1) 
Rare 

(2) 
Unlikely 

(3) 
Possible 

(4) 
Likely 

(5) 
Almost 
certain 

Co
ns

eq
ue

nc
e 

(1) 
Negligible 1 2 3 4 5 

(2) 
Minor 2 4 6 8 10 

(3) 
Moderate 3 6 9 12 15 

(4) 
Major 4 8 12 16 20 

(5) 
Extreme 5 10 15 20 25 

1-5 Low 
6-11 Medium 

12-15 High 
16-20 Very High 

25 Extreme 

The CCG risk tolerance/appetite under which risks can be tolerated is a score of 11 or below where the 
assessment has been undertaken following the implementation of controls and assurances.  

9 



Appendix B 

Equality Impact Assessment form 2013 

Title of policy or service 
Information Risk Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16 

1. Outline
Give a brief summary of your policy or 
service 

• Aims
• Objectives
• Links to other policies, including

partners, national or regional

This policy outlines how Rotherham CCG will fulfil its duties to implement the NHS 
Information Risk Management Guidelines.  

These guidelines are based on and extend existing NHS Information Governance 
guidance materials and are compliant with the NHS adopted ISO/IEC27001 and 
ISO/IEC27002 information security management standards. 
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2. Gathering of Information
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with 
consideration of the General Equality Duty. 

What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact 

Neutral 
impact 

Negative 
impact 

Human rights  
Age  
Carers  
Disability  
Sex  
Race  
Religion or 
belief 

 

Sexual 
orientation 

 

Gender 
reassignment 

 

Pregnancy and 
maternity 

 

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

 

Other relevant 
group 

 

Please provide details on the actions you need to take below. 
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3. Action plan

Issues identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 

4. Monitoring, Review and Publication
When will the proposal 
be reviewed and by 
whom? 

October 2018 – IG Group 

Lead Officer Andrew Clayton Review 
date: October 2018 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
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Clinical Commissioning Group 

Title: Internet/Intranet Acceptable Use Policy 

Reference No: 006-IT 
Owner: Deputy Chief Officer 
Author IG Assurance and Security Manager 
First Issued On: April 2013 
Latest Issue Date: 
Operational Date: November 2014 
Review Date: October 2016 
Consultation Process 
Ratified and approved by: Governing Body 4th  March 2015 
Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and temporary 
employees of NHS Rotherham CCG. 

Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in particular 
on the grounds of the following characteristics 
protected by the Equality Act (2010); age, 
disability, gender, gender reassignment, 
marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, and sexual 
orientation, in addition to offending background, 
trade union membership, or any other personal 
characteristic. 
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Revision History 

Date of this revision: October 2016 

Revision date Version 
No 

Previous 
revision 
date 

Summary of Changes 

17/02/10 First Draft 

10/03/10 Second Draft 
Last paragraph in section 2. 
Removed reference to proxy server in 
section 4. Added Twitter and Bebo 
references in section 4. Added copyright 
statement in section 5. 
Removed proxy reference in section 6. 
Added gross misconduct reference in first 
bullet point of section 8. 
Added without consent in bullet point 4 of 
section 8. Added gross misconduct to 

      09/11/12 10/03/10 Updated to reflect CCG and reviewed. 
15/10/14 1.2 09/11/12 Reviewed and updated. 

October 2016 15/10/14 Reviewed – no changes required 

January 2017 2.0 October 
2016 

Format change to reflect CCG policy structure 
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1. Introduction

1.1 This Policy governs the use of the Internet and is designed to ensure staff do not breach any 
NHS policies regarding the use of the Internet facility and also ensure they do not inadvertently 
put themselves in a position of breaching any other associated guidance or legislation e.g. the 
Data Protection Act 1998, the Copyright Designs and Patents Act 1988, the Computer Misuse Act 
1990 and the Human Rights Act 1998. 

1.2 IT Services, including the role responsible for IT Security, are provided to the CCG by The 
Rotherham NHS Foundation Trust. The IG Assurance and Security Manager at The Rotherham 
NHS Foundation Trust is the CCG’s lead for IT Security. 

2. Policy Objectives

2.1 This policy has been formulated to ensure: 

• Equity of access to the Internet for those staff who need it
• Employees know what is and is not acceptable use of the Internet at work
• Employees are aware that their usage of the internet is subject to monitoring according to

published guidelines

3. Scope

3.1 This policy must be followed by all users of the CCG’s Internet/Intranet including CCG 
employees, those on temporary or honorary contracts, secondments, volunteers, pool staff, 
Board members, students, partner CCGs and eMBED Health Consortium staff working on behalf 
of the CCG. The policy is applicable to all areas of the organisation. 

4. Users Responsibilities

4.1 All users of the Internet must abide by the conditions detailed within this Policy. Any user found to 
have breached this Policy may face disciplinary action that could lead to dismissal. 

4.2 Use of the Internet is permitted and encouraged where such use is suitable for ‘business’ 
purposes and supports the objectives of NHS Rotherham CCG. 

4.3 The Internet is to be used in a manner that is consistent with NHS Rotherham CCG’s standards 
of conduct and as part of the normal role of an employee’s job responsibilities. 

4.4 Any user found to have accessed inappropriate sites (refer to section 5) could be reported to the 
appropriate authorities and face legal action. 

4.5 Any person found to have breached this policy may also be investigated by NHS Protect. This 
may lead to Criminal, Civil and/or disciplinary action against the person. 

4.6 Staff who use an NHS computer and/or an NHS connection to access the Internet at home or 
elsewhere must also abide by the conditions detailed within the NHS Rotherham CCG Portable 
Data Security Policy. 

4.7 Staff must be aware that it may be a disciplinary offence to make disparaging remarks about their 
patients, other employees and their employer even when using their own computer at home on 
social networking sites. 
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5. Access to the Internet

5.1 Full Internet access allows the user to access any area of the Internet. 
All user activity on the Internet is monitored.  The purpose of the Internet is to provide a source of 
information to assist staff who need it for their job, when they need it. The information available 
should be accessed primarily for work related purposes, however limited private use is permitted. 

6. Limited Private Use

6.1 Staff must ensure that they do not spend time on the Internet for personal use in work time. Be 
aware that internet usage is monitored at all times. 

6.2 If you do need to use the internet for personal purposes during your work hours (excluding 
breaks), you must seek the permission of your manager in advance and make up any lost time 
later that day. 

6.3 If the privilege of having internet access is abused by staff, they may be asked to account for their 
access to non-work related web sites, although it is acknowledged that some access to 
non-work related sites may be necessary at times. Any time spent sending/receiving personal e- 
mails in work time and on workplace PC's should be made up during the same day. 

6.4 Internet access is monitored to ensure compliance with business rules and regulations and whilst 
staff may use the NHS Rotherham CCG Internet connection to connect to social networking sites 
during their own time such as Facebook and Twitter, they must be aware of the impact this will 
have on other staff using the Internet connection at the same time for legitimate work purposes 
such as TPP SystmOne. 

6.5 Users must also pay attention to the volume of access. 

7. Forbidden Use

7.1 Use of the Internet for the following is strictly forbidden, at any time, and anyone using the 
Internet inappropriately may be disciplined and/or prosecuted: 

• Pornography (e.g. sites that may cause embarrassment to others – accessing child
pornography is illegal)

• Illegal or commercial activities (e.g. sites promoting violence, racial discrimination or
sexual harassment, sites that are defamatory or that are intended to harass or intimidate
other staff or using NHS resources to operate a business from work or advertising)

• Activities for financial gain (e.g. lotteries, gambling)
• Downloading material protected by copyright unless express permission has been

given (Copyright Designs and Patents Act 1988)
• Hacking (e.g. breaking into other computer systems using the NHSR network as a

conduit)
• Fraud (e.g. providing false details or attempting to gain profit illegally).

7.2 If you have any questions about what is considered to be appropriate versus inappropriate use, 
please check with your manager or the IG Assurance and Security Manager. Known sites falling 
within the above categories may be blocked by web security software. 

If you require access to a site that is being blocked by the web security software, contact the IT 
Service Desk in the first instance on 8844. 
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8. Monitoring

8.1 Users of the Internet must be aware that each site they visit is recorded and logs of sites are 
regularly examined to ensure inappropriate usage is dealt with. Information can be shared with 
the Local Counter Fraud Specialist (LCFS). A full security audit trail is maintained of records/sites 
accessed. 

9. Reporting of Adverse Incidents

9.1 In the event of a breach of any of the above conditions, whether deliberate or accidental, the 
individual discovering such a breach MUST  complete and incident report form and report the 
incident to the Information Governance Lead and/or the IG Assurance and Security Manager. 

9.2 In the event of a serious breach the Information Governance Lead/ IG Assurance and Security 
Manager (TRFT) will make the decision as to whether the incident warrants informing the line 
manager of the individual, the NHS Rotherham CCG Director with responsibility for IM&T 
(currently Deputy Chief Officer), the Local Counter Fraud Specialist, or if the incident involved 
patient identifiable information, the Caldicott Guardian. 

10. Terms and Conditions for Use of the Internet

10.1 The following apply to staff, including agents acting on behalf of NHS Rotherham CCG, and those 
members of staff who use standalone PCs for accessing the Internet. NHS Rotherham CCG has 
Internet facilities that are available to staff and agents acting on behalf of the organisation to use 
for business purposes.  All users (staff and agents) of these facilities must abide by the conditions 
detailed below: 

• Access is granted only in accordance with this policy. Any member of staff or an agent of
NHS Rotherham CCG who may be discovered to be misusing the Internet facilities may
be subject to disciplinary action and investigation by NHS Protect which, if proven to be
gross misconduct, could result in dismissal.

• The Internet facilities are provided for approved business use.
• Any private use of these facilities should be kept to a minimum.
• In the event of suspected misuse of the Internet facilities, NHS Rotherham CCG reserves

the right to monitor, intercept, filter or screen any material accessed that it considers
inappropriate without the knowledge or consent of the user.

• If you are creating or adding to a web based site ensure you avoid the creation or
transmission of material that is designed or likely to cause annoyance, inconvenience or
needless anxiety, or may infringe the copyright of another person.

• On no account should NHS Rotherham CCG Internet facilities be used for the accessing
and/or transmission of immoral language and/or images.

• Access for private use is strictly limited and the access of immoral, inappropriate or
pornographic images may result in disciplinary action which, if found to constitute gross
misconduct, could lead to dismissal. Additionally, the accessing of pornographic material
may result in a criminal offence and NHS Rotherham CCG would seek Police involvement.

• If personal data is to be downloaded from the Internet, for future use on your own
database, the IG Assurance and Security Manager or Information Governance Lead for
NHS Rotherham CCG must be informed. This is to ensure that the purpose/s for which
you wish to use the data are consistent with NHS Rotherham CCG Policy. If the download
breaches these requirements, it could be deemed a criminal offence and the organisation
could face criminal action and prosecution.

• Penalties for non-compliance may range from withdrawal of access rights to dismissal, for
serious breaches of this policy.
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11. Review and Dissemination

11.1 This policy will be reviewed every two year or in line with changes to relevant legislation or 
national guidance. The policy will be reviewed in January 2019. 

11.2 This policy will be made available in electronic format and will be located on the CCG Intranet. 
Any updates are approved by the Audit and Quality Assurance Committee (AQuA) following 
consideration at the IG Group and are communicated to staff via the intranet and staff briefings. 

12. Associated Documents

• Confidentiality Code of Conduct
• Portable Data Security Policy
• Safe Haven Policy
• Email policy
• Network Security Policy

13. Relevant Legislation

• Data Protection Act 1998
• Copyright Designs and Patents Act 1988
• Computer Misuse Act 1990
• Human Rights Act 1998
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APPENDIX A 

Equality Impact Assessment form 2013 

Title of policy or service 
Internet Acceptable Use Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16 

1. Outline
Give a brief summary of your policy or service 

• Aims
• Objectives
• Links to other policies, including partners,

national or regional

This Policy governs the use of the Internet and is designed to ensure staff do not 
breach any NHS policies regarding the use of the Internet facility and also ensure they 
do not inadvertently put themselves in a position of breaching any other associated 
guidance or legislation e.g. the Data Protection Act 1998, the Copyright Designs and 
Patents Act 1988, the Computer Misuse Act 1990 and the Human Rights Act 1998. 

This policy has been formulated to ensure: 
Equity of access to the Internet for those staff who need it 
Employees know what is and is not acceptable use of the Internet at work 
Employees are aware that their usage of the internet is subject to monitoring according 
to published guidelines 
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2. Gathering of Information
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with 
consideration of the General Equality Duty.  

What key impact have you identified? What actions do 
you need to take 
to address these 
issues? 

What difference will this make? 

Positive 
Impact 

Neutral 
impact 

Negative 
impact 

Human rights  
Age  
Carers  
Disability  
Sex  
Race  
Religion or belief  

Sexual orientation  

Gender 
reassignment 

 

Pregnancy and 
maternity 

 

Marriage and civil 
partnership (only 
eliminating 
discrimination) 

 

Other relevant 
group 
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Please provide details on the actions you need to take below. 

3. Action plan

Issues identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 

4. Monitoring, Review and Publication
When will the proposal be 
reviewed and by whom? January 2019 – IG Group 

Lead Officer Andrew Clayton Review date: January 2019 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
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Title: Safe Haven Policy 
Reference No: 010/IT 
Owner: Deputy Chief Officer 
Author Information Governance Lead 
First Issued On: November 2012 
Latest Issue Date: [DATE] 
Operational Date: [DATE] 
Review Date: October 2018 
Consultation Process 
Ratified and approved by: Governing Body [DATE] 
Distribution: All staff and GP members of the CCG. 

Compliance: Mandatory for all permanent and temporary 
employees of Rotherham CCG. 

Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in particular 
on the grounds of the following characteristics 
protected by the Equality Act (2010); age, 
disability, gender, gender reassignment, 
marriage and civil partnership, pregnancy and 
maternity, race, religion or belief, and sexual 
orientation, in addition to offending 
background, trade union membership, or any 
other personal characteristic. 
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Safe Haven Policy 

Version 2.1 Issued by:  The Information Governance Lead 

Review and consultation process: 
Every 2 years from approved date unless new legislation/guidance is released, organisational 
change denotes, or new Safe Haven vulnerabilities or significant risks are identified. 
Process through IG Group, sign off by Governing Body. 

Responsibility for implementation 
Information Governance Lead 
Departmental Managers 

Responsibility for Training: 
Information Governance lead/service provider via e-Learning and other methods in special 
circumstances. 

Associated Documentation: 

Legislation and Guidance key to allow information sharing to take place: 

• Public Records Acts 1958 and 1967
• European Directive on Data Protection 1995/46C
• Common Law Duty of Confidentiality
• Human Rights Act 1998
• Computer Misuse Act 1990
• Caldicott Report 1998
• NHSLA Risk Management Standards
• NHS Confidentiality Code of Practice 2003
• Confidentiality and Disclosure of Information BMA 2008
• Code of Professional Conduct NMC 2004
• Information Governance Toolkit
• Information Governance Assurance Programme
• The Law of Confidentiality
• Limitations Act 1980
• NHS Act 2006
• Data Protection Act 1998
• Records Management Code of Practice for Health and Social Care 2016
• Health and Social Care Act 2012
• Health and Social Care (Safety and Quality) Act 2015

Commissioning Organisation and Related Policies: 

• Conditions of Contract
• Network Security Policy
• Data Protection Policy
• Portable Data Policy
• E-mail Policy
• Records Management Policy
• Freedom of Information Policy
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Revision History 

Revisions: 
Date: Author: Description: 
July 2008 B Rudge Initial Document Draft for approval V. 1 
01/08/08 B Rudge Second draft for approval following comments from 

Clinical Governance Manager. V1.1 
29/09/08 B Rudge Third draft for approval following submission to 

Information Governance Committee on 11/09/08. V1.2 
03/11/08 B Rudge Cover sheet prepared for Board following approval from 

Clinical Governance Committee on 08/10/08. V1.2 

01/09/10 B Rudge Reviewed and amended in conjunction with Rotherham 
Foundation Trust Policy and in consideration of 
Pseudonymisation Project 

21/09/12 B Rudge Review in preparation for organisation change to CCG 
status: replacement of “Trust” with “Commissioning 
Organisation”. 
Addition of: 
• Requirement for a safe haven inventory
• Requirement of the necessity to monitor compliance
• New methods of e-mail transfer which are now

available
• References to other related policies
• Approval required by GP practices for external

access to systems
• Caldicott guardian to hold list of trusted couriers
• Related legislation
• Monitoring & compliance of policy
Replacement of : 
• “Chief Executive” with “Accountable Officer”
• Specific job titles with roles.

19/09/2014 M.Casillas Included Mental Health information as sensitive 
3/10/2016 C McInnes Reviewed - new legislation added 

References made to NHS Constitution and NHS 
Care Record Guarantee, Caldicott principles listed 
Additional information added re safe haven 
processes for telephone/verbal communication, 
transfer of hard copy records and mobile devices 
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1 Aims and Purpose of Policy 

Caldicott guidelines on protecting patient information stipulate that NHS organisations require safe 
haven procedures to maintain the privacy and confidentiality of personal information which 
necessitates transfer from one place to another. The implementation of these procedures facilitates 
compliance with the legal requirements placed upon the organisation, especially concerning 
sensitive information (e.g. people’s medical condition) where the transfer of data is required between 
other locations, organisations and agencies and the CCG. 

This policy sets out the requirements for sending, receiving, and the safe and secure handling whilst 
in transit of person identifiable information by all CCG staff and contractors to ensure that all transfers 
of person confidential data (PCD) (including patient, client and staff) contained on all forms of media 
is handled and transferred in the most secure manner and by authorised personnel only, on a need 
to know basis. 

2 The scope of this policy 

This policy applies to the handling, storage and use of confidential information by all staff in the CCG. 
Any PCD received and sent from within the CCG must be handled using the safe haven procedures 
and must have a documented legal basis.  

Safe haven procedures should be in place in any location where large amounts of personal 
information is being received, held or communicated especially where the personal information is of 
sensitive nature e.g. patient-identifiable information. 

3 Legislation and guidance 

Various legislation and guidance dictates the need for safe haven arrangements to be set in place, 
they include: 

Data Protection Act 1998 (Principle 7): “Appropriate technical and organisational measures shall be 
taken to make personal data secure”. 

NHS Code of Practice: Confidentiality. Annex A1 - Protect patient Information “Care must be taken, 
particularly with confidential clinical information, to ensure that the means of transferring from one 
location to another are secure as they can be” 

The Information Governance Toolkit sets out standards which the CCG should maintain and 
enables monitoring of performance across the range of Information Governance responsibilities 
including the transfer of PCD. 

Caldicott Principles: 
• Justify the purpose. Who is asking for the information? Why do they want it?
• Only use person identifiable information when it is absolutely necessary
• Use the minimum person identifiable information required
• Access should be on a strict ‘need to know’ basis
• Everyone must understand their responsibilities
• Understand and comply with the law
• The duty to share information can be as important as the duty to protect patient

confidentiality

The NHS Constitution 2010:  “You have the right to privacy and confidentiality and to expect the 
NHS to keep confidential information safe and secure” 
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NHS Care Record Guarantee: “We will take appropriate steps to make sure we hold records 
about you – both paper and electronic – securely and only make them available to people who 
have a right to see them”. 

4 Roles & Responsibilities 

Accountable Officer 
Overall responsibility for this policy lies with the Accountable Officer. The Accountable Officer has 
devolved authority to the Caldicott Guardian who will maintain the policy and ensure 
implementation. 

Caldicott Guardian 
The Chief Nurse as the appointed Caldicott Guardian for the CCG has lead responsibility for the 
governance of patient information and as such must approve all procedures that relate to the use of 
patient information and maintain an approved current inventory of all safe havens.  This should be 
approved by the IG Group using Appendix A – Requirements for Safe Havens and Appendix B – 
Guidance for the Secure Transfer of Data. 

Information Governance Lead 
The Information Governance Lead is responsible for development and maintenance of this policy, 
raising awareness and coordinating improvements in: data protection, the confidentiality code of 
conduct, and Records Management. 

IG Assurance and Security Manager 
The IG Assurance and Security Manager for The Rotherham NHS Foundation Trust as providers of 
the IT network, has responsibility for setting policy relating to the security of the systems and 
software used by the CCG. 

Data Protection Officer 
The Head of Health Informatics is the CCG’s Data Protection Officer and has overall 
responsibility for Data Protection issues at the CCG. 

Service Leads 
Service leads are responsible for ensuring their staff are aware of their responsibilities in relation to 
patient identifiable information, and the consequences of breaching these. They also have 
responsibility for reporting incidents and monitoring compliance within their service. 

All CCG staff 
Individuals working for the CCG who process personal-identifiable information are responsible 
for ensuring they adhere to this policy and the safe haven guidance which can be found at 
Appendix A and B. 

5 Definitions 

Safe Haven 
The term safe haven is a location (or in some cases a piece of equipment) situated on 
CCG premises where arrangements and procedures are in place to ensure person-identifiable 
information can be held, received and communicated securely. 

Personal Information 
Personal information is information which can identify a person – in which the person is the focus of 
the information and which links that individual to details which would be regarded as private e.g. 
name and private address, name and home telephone number etc. 
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Sensitive personal information 
Sensitive personal information is where the personal information contains details of that person’s: 

• Health or physical condition including mental health
• Sexual life
• Ethnic origin
• Religious beliefs
• Political views
• Criminal convictions

For this type of information even more stringent measures should be employed to ensure that the 
data remains secure. 

6 Sharing information with other organisations (Non NHS) 

Employees of the CCG authorised to disclose information to other organisations outside the NHS 
must seek an assurance that these organisations have a designated safe haven point for receiving 
personal information. 

The CCG must be assured that these organisations are able to comply with the safe haven ethos 
and meet certain legislative and related guidance requirements: 

• Data Protection Act 1998
• Common Law Duty of Confidence
• NHS Code of Practice: Confidentiality
• A guide to Confidentiality in Health and Social Care (NHS Digital)

Staff sharing personal information with other agencies should be aware of the overarching 
Rotherham wide Information Sharing protocol or Interagency Information Sharing Protocol, follow the 
guidance in Appendix A and B and consult with the Caldicott Guardian or Data Protection Officer if in 
doubt. 

7 Document Control and Communications 

The policy will be located on the CCG’s Intranet. 

The policy will be communicated to staff by: 

• Intranet and flash screen communication methods from the Information Governance
Department which is visible to all staff at log on

• A record of how this communication has taken place should be available for audit purposes
• Service Leads will ensure old paper versions are removed from the department.
• The approval of the policy will be printed in ‘Team Brief’ and any other relevant staff

communications.

8 Other Relevant Polices 

Other policies that need to be read in conjunction with this policy are: 
• Records Management Policy
• Confidentiality Code of Conduct
• E-mail Policy
• Network Security Policy
• Portable Data Security Policy
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• Internet Acceptable use Policy
• Data Protection and Access to Health Records Policy

9 Monitoring of Policy Compliance 

The CCG will maintain an approved register of all Safe Havens and the IG Group will review these 
annually. 

The CCG will put in place procedures for systematically reviewing its arrangements for administering 
and managing its safe haven processes. These procedures will include systems for auditing 
compliance with the policy and procedures and that the policy is embedded within every day 
organisational activity. 

The CCG will maintain a register of Data Protection breaches and will ensure that incidents and 
investigations are reported to the IG Group and any learning points that arise from such breaches 
are used to improve related policies, standards, procedures and guidance. 

The CCG will commission audits as necessary regarding the process compliance of third 
parties i.e. couriers.
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Appendix A 

Requirements for safe havens 

Location/security arrangements 

• It should be a room that is locked or accessible via a coded key pad known only to
authorised staff OR

• The office or workspace should be sited in such a way that only authorised staff can enter
that location i.e. it is not an area which is readily accessible to any member of staff who work
in the same building or office, or any visitors.

• If sited on the ground floor any windows should have locks on them.
• The room should conform to health and safety requirements in terms of fire, safety from

flood, theft or environmental damage.
• Manual paper records containing person-identifiable information should be stored in a safe

place where there would be no unauthorised access.
• Computers should be not left on view or accessible to unauthorised staff and have a secure

screen saver function, be locked (ctrl + alt + del) and additionally switched off when not in
use.

Rules for different kinds of safe haven 

All points of receipt of information should be given safe haven consideration by staff: phone 
messages, fax in-trays, electronic mailboxes, pigeon holes and in-trays for paper information, notice 
boards etc. 

All staff should be alert to the need to protect confidential information should it come their way. For 
guidance on what can be shared and how, staff should refer to the Data Protection and Access to 
Records Policy, Confidentiality Code of Conduct or contact the Data Protection Officer or Caldicott 
Guardian. 

Fax machines 

Fax machines must only be used to transfer personal information where it is absolutely necessary to 
do so. The following rules must apply: 

1. The fax is sent to a safe location where only staff that have a legitimate right to view the
information can access it.

2. The sender is certain that the correct person will receive it and that the fax number is correct.
3. You notify the recipient when you are sending the fax and ask them to acknowledge receipt.
4. Care is taken in dialing the correct number.
5. Confidential faxes are not left lying around for unauthorised staff to see.
6. Only the minimum amount of personal information should be sent, where possible the data

should be anonymised or a unique identifier used.
7. Faxes sent should include a front sheet, which contains a suitable confidentiality clause.

Communications by post 

• All sensitive records must be stored face down in public areas and not left unsupervised at
any time

• Incoming mail should be opened away from public areas
• Outgoing mail (both internal and external) should be sealed securely, marked private and

confidential and clearly and correctly addressed.
• Confirm the recipient’s address. Staff should contact those to whom they are sending

confidential information, to ensure that the correctly marked envelope will be sent to a specific
individual at a specific location.
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Telephone Calls/verbal communication 

• Do not make telephone calls or have face to face conversations regarding patients/clients where
you can be overheard (e.g. an open reception area) such discussions should take place in private
locations and not in public areas, common staff areas, lifts etc.

• For incoming calls where person identifiable information is shared with someone unknown the
following practice must be adhered:

o Confirm the name, job title, department and organisation of the person requesting
information

o Confirm the reason for request, if appropriate
o Take a contact telephone number, e.g. main switchboard number
o Check whether the information can be provided. If in doubt tell the enquirer you will call

them back
o Provide the information only to the person who has requested it (do not leave messages)
o Ensure that you record your name, the date and time of disclosure, the reason for it and

who authorised sharing. Also record the recipient’s named, job title, organisation and
telephone number.

• DO NOT leave confidential messages on answering machines or text patients without their explicit
consent.

Transfer of confidential hardcopy information 

• Lockable crates must be used to move bulk confidential hard copy information from one place to
another. Hardcopy information must be stored in a locked cupboard or cabinet.

• Obtain a receipt for hand delivered confidential information.
• Person identifiable information should only be taken off site when absolutely necessary, or in

accordance with local policy.
• Record what information you are taking off site and why, and if applicable, where and to whom you

are taking it.
• Information must be transported in a sealed container.
• Never leave person identifiable information unattended.
• Ensure the information is returned as soon as possible.
• Record that the information has been returned.

Computer Systems 

• Access to any PC must be password protected, this must not be shared.
• Computer screens must not be left on view so members of the general public or staff who do

not have a justified need to view the information can see personal data. PCs or laptops not in
use should be switched off or have a secure screen saver device in use.

• Information should be held on the organisation’s network servers, not stored on local hard
drives. Departments should be aware of the high risk of storing information locally and take
appropriate security measures.

Email 

• The  procedures  outlined  in  the CCG’s Policy  on  Internet  and  Email  Use  must be followed
carefully.

• Personal, sensitive or confidential information must be sent by secure, encrypted email e.g.
NHS.net to NHS.net

• Use the address book (or contacts) where possible, to prevent incorrect addressing
• Do not send sensitive or confidential information via an insecure email address unless it is

encrypted
• Do not use your email account for permanent storage of work related issues.
• E-mail containing personal information can only be sent when the following safeguards are  in
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place: 

- Clinical information is clearly marked as such 
- Emails are sent to the right people 
- Browsers are safely set up so that for example, passwords are not saved and 

temporary internet files are deleted on exit 
- Information sent by email will be safely stored and archived as well as being 

incorporated into patient records 
- There is an audit trail to show who did what and when 
- Sensitive data including that relating to patients stored on a data storage device 

should be kept to the minimum required for its effective business use 

Photocopiers 

PCD should only be sent to shared photocopiers where there is no alternative. If a delay and print 
option with secure retrieval pass code is available then this should be used but if not, copies should 
be immediately picked up from the machine. 

Mobile Devices 

No patient/person information should be held on any mobile devices unless it is encrypted to the 
approved standard. This includes data held on USB memory sticks, CD-ROM, DVD and floppy discs. 
It is the policy of Rotherham CCG that no patient identifiable or sensitive should be stored on a 
mobile device even if the device is properly encrypted, unless there is a strong justifiable business 
reason (excepting clinical systems such as SystmOne). Caldicott and/or Board level approval must 
be sought before this is allowed. This can be done via the Information Governance Group. 
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Appendix B 

Guidance for the Secure Transfer of Data 

The aim of this guidance is to provide direction to CCG staff and Independent Contractors to the 
CCG for the safe transfer of information from one physical location to another. Data transfers not 
adhering to these guidelines are deemed “at risk” and corrective action must be taken to minimise 
these risks. Insecure flows may include those sent to a destination which is not secure, or which is 
not protected from being intercepted on the way to their destination. 

Data transfers/flows may include Email, fax, post/courier. Some of the media on which information is 
transferred include SMS, portable electronic or removable media (including tapes, floppy discs, 
laptop and handheld computers, DVDs and CD ROMs, memory cards, memory sticks and pen 
drives).  Guidance on the use of these can be found within the Portable Data Security Policy. 

Sensitive, personal information or Person Confidential Data (PCD), i.e. that relating to identifiable 
individuals including staff, patients or others, should not be included in any correspondence unless 
absolutely necessary. Where the transfer of such information necessitates, inclusion of such details 
should be kept to a minimum and the following guidelines for transfer should be followed. 

Electronic Data Transfers 

Email 
1. Email is an insecure system and sensitive information must not be sent by email unless it is

encrypted to NHS standards using software approved by the Organisation.
NB. The receiving organisation may require a compatible encryption tool to translate the
information.

Encryption is not required for emails sent as follows:
o NHS Rotherham CCG to/from NHS Rotherham CCG
o NHS.net to/from NHS.net
o NHS Rotherham CCG to/from Rotherham Foundation Trust
o NHS.net to/from other secure Government e-mail systems by seeking advice from

the Information Security manager

2. Confirm correct E-mail address for the initial transfer of PCD/sensitive data.

3. Where the transfer of bulk data occurs, confirmation for the receipt of the Email must be
obtained.

Fax 

1. When faxing Person Confidential/sensitive information, a cover sheet must be used, clearly
marked “Private and Confidential” and with the sender, the intended recipient and the total
number of pages included in the transmission.

2. Confirmation of receipt of faxes transmitted outside of the organisation must be obtained.

3. To prevent the loss of data, it is recommended that where possible, fax numbers for routine
data flows are keyed into the memory of the fax machine and a receipt is printed off with the
details of transmission.

4. The relevant organisation’s Safe Haven Policy must be followed.

Text Message 
PCD/sensitive data must not be sent by text message. Appointment reminders, etc. do not need to 
identify the patient. 
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Remote System Access 
All access to external networks and systems by the CCG/GP practices must be approved by the 
CCG’s IG Assurance and Security Manager before they commence operation.  See the CCG’s 
Network Security Policy.  (Not applicable to Dentists, Opticians and Pharmacists as the CCG is not 
responsible for their network connections) 

Physical Data Transfers 

Post 
1. All post containing PCD/sensitive data must be clearly marked with the intended recipient’s

name and address and sent in a sealed envelope or wallet and marked “Private and
Confidential”.

2. Bulk data on removable media must be encrypted by a recommended method and sent via
the CCG approved courier or special delivery. Confirmation of receipt of the data must be
obtained.

3. Physical bulk data or correspondence containing a large amount of or very sensitive
information (i.e. Child Protection Reports) must be sent by the CCG approved courier or
special delivery. Confirmation of the receipt of the data must be obtained.

NHS Delivery Service 

NHS internal post is considered a safe method of transfer for PCD/sensitive information provided it is 
correctly addressed including specialty and/or intended recipients name and sent in a sealed 
envelope marked ‘Private & Confidential’. 

1st/ 2nd Class Post or Recorded Delivery 

The above must not be used for bulk data transfers and transfers of sensitive information such as 
patient records. Routine transfers of individual Patient Confidential Data (i.e. Appointment letters, 
referral letters etc.) may be sent by this method. 

Courier Service 

Courier services must be selected from an authorised list of trusted and reliable courier services. 
The authorised list for routine and secure courier transfers will be available from the Caldicott 
Guardian. 

1. Authority to use courier service must be obtained from appropriate level of management.

2. A telephone call should be made from the despatching organisation to the intended recipient
at the receiving organisation to notify despatch

3. Information for despatch should be placed in a sealed envelope or wallet.

4. A signature sheet must be signed by despatching and receiving organisations.

Additional Measures for bulk data requiring encryption (Bulk data is defined as person 
identifiable data relating to 51 or more individuals) 

1. The data file creation must be authorised and a record kept of name, job title date/time.
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2. The data file should be burned to DVD/CD and encrypted in accordance with Department of
Health guidelines and a record kept of name and job title of who created it and the date/time
of creation.

3. Packaging must be checked to ensure it is sufficient to protect the contents from any
physical damage likely to arise during transit such as exposure to heat, moisture or
electromagnetic fields;

4. The identification of courier must be checked before handover of media

5. When courier collects the encrypted disk, the signature sheet must be signed by both
parties.

6. A telephone call to notify despatch should be made from the despatching organisation to a
named individual in the receiving organisation. The data disks must be couriered directly to
the destination.

7. Upon receipt of the disks, nominated staff at the destination must sign the signature sheet.

8. The recipients in the presence of the couriers should upload the data from the disks to the
secure system.

9. The couriers should then notify the despatching organisation and request pass-phrase is
forwarded to recipient.

10. The recipient can then decrypt data with the received pass-phrase and must confirm that the
data can be used by the appropriate database applications.

11. The disks should then be given back to the couriers with appropriate signatures and returned
to the despatching organisation for destruction.

Hand Delivered 

Transfers of PCD/sensitive data by hand should only be carried out by a responsible trustworthy 
person who is employed by the CCG. These must be correctly addressed including specialty and/or 
intended recipients name and sent in a sealed envelope marked ‘Private & Confidential’. 

Clinical/Care Records 

• Records moving around the organisation may be sent by NHS internal post.
• These must be correctly addressed including specialty and/or intended recipients name and

sent in a sealed envelope marked ‘Private & Confidential’.
• Records requiring despatch to outside organisations, solicitors, courts, insurance

companies, etc. must be sent in a sealed envelope or wallet by a Commissioning
Organisation approved courier or special delivery and marked ‘Private & Confidential’.

• Any paper health records movements should be updated on the relevant tracking system.

** Please note all other modes of transfer not listed above are not deemed as safe. 
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Appendix C 

Equality Impact Assessment form 2013 

Title of policy or service 
Safe Haven Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

Date assessment started/completed 
16.12.16 

1. Outline
Give a brief summary of your policy or 
service 

• Aims
• Objectives
• Links to other policies, including

partners, national or regional

Caldicott guidelines on protecting patient information stipulate that NHS 
organisations require safe haven procedures to maintain the privacy and 
confidentiality of personal information which necessitates transfer from one place to 
another.  

This policy aims to set out practical guidelines for sending, receiving, and the safe 
and secure handling whilst in transit of person identifiable information by all 
commissioning staff and contractors to ensure that all transfers of person 
confidential data (PCD) (including patient, client and staff) contained on all forms of 
media is handled and transferred in the most secure manner and by authorised 
personnel only, on a need to know basis. 
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2. Gathering of Information
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with 
consideration of the General Equality Duty. 

What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact 

Neutral 
impact 

Negative 
impact 

Human rights  
Age  
Carers  
Disability  
Sex  
Race  
Religion or 
belief 

 

Sexual 
orientation 

 

Gender 
reassignment 

 

Pregnancy and 
maternity 

 

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

 

Other relevant 
group 
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Please provide details on the actions you need to take below. 

3. Action plan

Issues identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 

4. Monitoring, Review and Publication
When will the proposal 
be reviewed and by 
whom? 

October 2018 – IG Group 

Lead Officer Andrew Clayton Review 
date: October 2018 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
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Records Management Policy 

Policy approved by:  

Next Review Date:  October 2018 

Lead Manager: Information Governance Lead 

Operation executive Lead: Deputy Chief Officer 
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KEY LEGISLATION AND GUIDANCE: 
 

• Public Records Acts 1958 and 1967 
• Public Records Act Records Management Standards 1998 
• Public Records Office, Requirements for Electronic Records Management Systems 

2002 
• Records Management Code of Practice for Health and Social Care 2016 
• Controls Assurance Standard for Records Management 
• Code of Openness in the NHS 
• European Directive on Data Protection 1995/46C 
• Access to Health Records Act 1990 
• Freedom of Information Act 2000 
• Lord Chancellors Code of Practice on the Management of Records, Issued under 

section 46 of the Freedom of Information Act 2000 
• Environmental Information Regulations 2004 
• European Directive on Environmental Information 2003/4 EC 
• Crime and Disorder Act 1998 
• Regulatory and Investigatory Powers Act 2000 
• Common Law Duty of Confidentiality 
• Human Rights Act 1998 
• Mental Capacity Act 1995 and Code of Practice 2007 
• Health and Social Care Acts 2001,2008 and 2012 
• Health and Social Care (Safety and Quality) Act 2015NHS Act 2006 
• Computer Misuse Act 1990 
• Caldicott Report 1998 
• NHSLA Risk Management Standards 
• NHS Confidentiality Code of Practice 2003 
• Information Security Management: NHS Code of Practice 
• Information Governance Toolkit 
• Fraud Act 2006 
• The Data Protection Act (1998) 
• Data Protection Good Practice – Information Commissioners Office 
• Caldicott Guardian Manual 2010 
• The Law of Confidentiality 
• Limitations Act 1980 
• Bribery Act 2010 
• Criminal Procedures and Investigations Act 1996 
• NHS Digital: Guide to Confidentiality in Health and Social Care 
• NHS Care Record Guarantee 

 
 CCG Related Policies: 

• Conditions of Contract 
• Network Security Policy 
• Safe Haven Policy 
• Portable Data Policy 
• E-mail Policy 
• Records Management Policy 
• Freedom of Information Policy 
• Data Protection and Access to Health Records policy 
• Staff Code of Conduct on confidentiality 
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Document Location 

The source of the document will be found on the NHS Rotherham I.T. Department shared drive  

Revision History 
Date of this revision: September 2014 
Revision date Previous revision date Summary of Changes 
October 2016 October 2014 Changes made to reflect new Records Management 

Code of Practice for Health and Social Care 2016 
June 2015 Sept 2014 Updated regarding new relevant legislation and 

updated regarding references to out of date 
roles/documents  - new sections added 

September 
2014 

Sept 2013 No changes 

January 2013 September 2012 Addition of section 10 “Fraud and Misuse of Records” 
September 
2012 

February 2007 Replacement of : 
• “Chief Executive” with “Accountable Officer” 
Removed: 
• References to DMC 
• References to Departmental Records Leads 
• All references to obsolete procedures with 

reference to annual records strategy 
• References to medical records and related 

procedures 
Updated: 

• Related legislation 
February 2007 March 2005 Changes from review of new DoH guidance Records 

Management: NHS Code of Practice 2006 
March 2005 N/A Changes from Information Governance Group review 

Approvals 
This document has been approved by: 
Name Date Version 
NHS Rotherham Information Governance Group 27/09/2012 2.0 

CCGC/ Cluster Board November 2012 2.1 
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1 Introduction 
 
 

1.1 Records Management is the process by which and organisation manages all the aspects 
of records whether internally or externally generated and in any form of media type, from 
their creation, all the way through to their lifecycle to their eventual disposal. 

 
1.2 The Records Management Code of Practice for Health and Social Care 2016 has been 

published by NHS Digital as a guide to the required standards of practice in the 
management of records for those who work within or under contract to NHS 
organisations in England. It is based on current legal requirements and professional best 
practice. 

 
1.3 Our organisation's records are our corporate memory, providing evidence of actions and 

decisions and representing a vital asset to support our daily functions and operations. 
They support formation of policy and managerial decision-making, protect the interests of 
NHS Rotherham CCG  and the rights of patients, staff and members of the public who 
have dealings with the CCG. They support consistency, continuity and efficiency and 
productivity and help us deliver our services in consistent and equitable ways. 

 
1.4.      Rotherham CCG’s Governing Body has adopted this Records Management policy and is 

committed to ongoing improvement of its records management functions as it believes 
that it will gain a number of organisational benefits from so doing. These include:- 

 
• better use of physical and server space; 
• better use of staff time; 
• improved control of valuable information resources; 
• compliance with legislation and standards; 
• reduced costs; and 
• management of risk 

 

2 Scope and Definitions 

2.1 This policy relates to all operational records held in any format by the CCG.  Operational 
records are defined as information created or received in the course of business, as a 
result of the work of NHS employees, and captured in a readable form in any medium, 
providing evidence of the functions, activities and transactions. This includes consultants, 
agency or casual staff.                                                                                     

 
Function: 
 
• Administrative records (including personnel, estates, financial and accounting 

records, contract records, litigation and records associated with complaint-handling) 
• Patient health records, including those concerning all specialities, but excluding GP 

medical records and includes private patients seen on NHS premises 
• All registers schedules and diaries that may be kept in relation to the provision of a 

service to patients 
• X-Ray and imaging reports, output and images  
• Photographs, slides, and other images 
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• Microform (i.e. fiche/film) 
• Audio and video tapes, cassettes, CD-ROM, USB memory sticks, etc. 
• Records in all electronic formats including text, e-mail and scanned images 
• Integrated health and social care records 
• Data processed for secondary use purposes. Secondary use is any use of person 

level or aggregate level data that is not for direct care purposes. This can include 
data for service management, research or for supporting commissioning decisions.  

 
Format: 
 
• Photographs, slides, and other images 
• Microform (i.e. microfiche/microfilm) 
• Audio and video tapes, cassettes, CD-ROM etc 
• E-mails 
• Computerised records 
• Scanned records (see section below) 
• Text messages (SMS) and social media (both outgoing from the NHS and incoming 

responses from the patient) such as Twitter and Skype 
• Websites and intranet sites that provide key information to patients and staff. 
 
NB this list is not exhaustive; Records Management applies to any material that holds 
information gathered as part of work undertaken in the NHS. 

 
All records created in the course of the business of NHS Rotherham CCG are corporate 
records and are public records under the terms of the Public Records Acts 1958 and 
1967. This includes email messages and other electronic records. Guidance on dealing 
with different types of records is available within the Records Management Code of 
Practice for Health and Social Care 2016. 

2.2 Records Management is a discipline which utilises an administrative system to direct 
and control the creation, version control, distribution, filing, retention, storage and 
disposal of records, in a way that is administratively and legally sound, whilst at the same 
time serving the operational needs of the CCG and preserving an appropriate historical 
record. The key components of records management are:  

 
• record creation  
• record keeping  
• record maintenance including tracking of record movements  
• access and disclosure  
• closure and transfer appraisal 
• archiving 
• disposal  

 
2.3 The term Records Life Cycle describes the life of a record from its creation/receipt 

through a period of its ‘active’ use, then into a period of ‘inactive’ retention (such as 
closed files which may still be referred to occasionally) and finally either confidential 
disposal or archival preservation. 

 
2.4 In this policy, Records are defined as ‘recorded information, in any form, created or 

received and maintained by the CCG in the transaction of its business or conduct of 
affairs and kept as evidence of such activity’ 
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2.5 Information is a corporate asset. The CCG’s records are important sources of 
administrative, evidential and historical information. They are vital to the CCG to support 
its current and future operations (including meeting the requirements of the Freedom of 
Information legislation), for the purpose of accountability, and for awareness and 
understanding of its history and procedures. 
 

3 Objectives 
 
3.1 The aims of our Records Management policy is to ensure that:  

 
• Records are available when needed –adequate records are maintained to account 

fully and transparently for all actions and decisions in particular: 
- To protect legal and other rights of staff or those affected by those actions 
- To facilitate audit or examination 
- To provide credible and authoritative evidence; 

 
• Records can be interpreted records are complete and accurate and the information 

they contain is reliable and their authenticity can be guaranteed. A record should be 
able to be interpreted so that it is possible to establish its context, who created it, as 
part of which business process and how it is related to other records; 

 
• Records can be accessed – records and the information within them can be 

efficiently retrieved when needed and displayed in a way consistent with their initial 
use, and that the current version is identified where multiple versions exist;  

 
• Records are secure - from unauthorised or inadvertent alteration or erasure, that 

access and disclosure will be properly controlled and audit trails will track all use and 
changes. Records will be held in a robust format which remains readable for as long 
as records are required; 

 
• Records are retained and disposed of appropriately – using consistent and 

documented retention and disposal procedures to ensure the retention of the 
minimum volume of records consistent with effective and efficient operation and to 
include provision for permanent preservation of archival records; 

 
• Staff are trained  – so that all staff are made aware of their record-keeping 

responsibilities through generic and specific training programmes and guidance. Staff 
induction programmes should include records management training relative to the 
role.  Staff transferring between departments will require additional training.   
 

• Records can be maintained through time – the qualities of availability, 
accessibility, interpretation and trustworthiness can be maintained for as long as the 
record is needed, perhaps permanently, despite changes of format; 
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4 Scanned records 
 

4.1 Where records have been scanned they must be able to perfom the same 
 function as the original paper copy did. Scanned records can be challenged in a  court 
 so the CCG must be able to demonstrate that scanned records are authentic and 
 that there are procedures in place to maintain the integrity, authenticity and usability of 
 the records for the duration of the retention period where it is likely that this will be 
 required. 

 
4.2 The standard, ‘BS 10008 Electronic Information Management - Ensuring the authenticity 

 and integrity of electronic information’, specifies the method of ensuring that electronic 
 information remains authentic. For large scale scanning, or where it is likely that the 
 authenticity of scanned records will need to be proven, the CCG will use a supplier or 
 service that meets the BS 1000 standard.  

 
4.3  For small scale scanning requirements or those records where there is a low risk of being 

 required to prove their authenticity, staff may undertake the scanning internally. 
 

4.4 Once scanned records have been digitised and the appropriate quality checks 
 completed, it is possible to destroy the paper original.  

 

5 Cloud Based Storage and Digital Records 
 

5.1  Cloud based storage 
 

5.1.1 Before cloud based storage solutions are implemented staff must refer to the guidance 
published by the Information Commissioners Office. A privacy impact assessment should 
be undertaken before any decision is made. 

 
5.1.2 The NHS prohibits any patient identifiable information being stored outside of England 

where there is a link to a national system such as N3 or NHSMail. Any cloud based 
storage solutions which will be used to store patient data must have servers based in 
England.  
 

5.2 Digital Records 
 

5.2.1  Digital records must remain authentic and reliable, retaining their integrity, accessibility 
and usability over time despite advances in digital technology including software 
upgrades which can leave other applications unusable.  
 

5.2.2 There are several strategies that can be adopted to ensure that digital information can be 
kept in an accessible form over time. Among the most common strategies adopted are: 

• Emulation (using software to simulate the original application) 
• Preservation of host system 
• Conversion to a standard file format (or a limited number of formats) 
• Migration to new system (retaining existing formats) 
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6 The Freedom of Information Act 
 
6.1 The Freedom of Information Act allows individuals to request information held by a public 

authority. Freedom of Information legislation gives the right of access to corporate 
information held by the NHS and its partners. It gives the public:- 

 
 The right to be told whether the information exists and; 
 The right to receive the information. 

 
6.2 It sets out exemptions from that right and places a number of obligations on public 

authorities. The Act is enforced by the Information Commissioner.  
 

6.3 Section 46 of the Freedom of Information Act is the principal legislation governing the 
management of records. It directs organisations covered by the Freedom of Information 
Act to have records management systems which will help them to perform their statutory 
function. 
 

6.4 The CCG has a Freedom of Information and Environmental Information Policy which all 
 staff are expected to familiarise themselves and comply with.  This is available on the 
 intranet. 
 

7 Roles and Responsibilities 

7.1 Accountable Officer  
The Chief Officer is the Accountable Officer of the CCG and has overall responsibility for 
records management in the CCG.  He is responsible for the management of the 
organisation and for ensuring appropriate mechanisms are in place to support service 
delivery and continuity.  Records management is key to this as it will ensure appropriate, 
accurate information is available as required. 

 
 The CCG has a particular responsibility for ensuring that it corporately meets its legal 

responsibilities, and for the adoption of internal and external governance requirements. 
 
7.2 Senior Information Risk Owner 
 The Deputy Chief Officer is the Senior Information Risk Owner (SIRO) and has 

organisational responsibility for all aspects of risks associated with Records 
Management, including those relating to confidentiality and data protection. 

 
7.3 Information Governance Lead  

The Head of Health Informatics is the Information Governance Lead in the CCG and is 
responsible for co-ordinating records management in the organisation, identifying and 
organising training, and providing guidance and advice on the management and retention 
of all records.   

 
7.4 Caldicott Guardian  

The Chief Nurse is the Caldicott Guardian for the CCG and is responsible for ensuring 
that national and local guidelines and protocols for handling and management of 
confidential personal information are in place.   

 
7.5 Heads of Departments are responsible for identifying key corporate records, ensuring 

that appropriate and adequate records are made and the policy is implemented in their 
individual departments.  
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7.6 Individuals - all CCG staff, whether clinical or administrative, who create, receive and 

use records have records management responsibilities. In particular all staff must ensure 
that they keep appropriate records of their work in the CCG and manage those records in 
keeping with this policy and with any guidance subsequently produced.  

 

8 Legal and Professional Obligations 
 

8.1 All NHS records are Public Records under the Public Records Acts. The CCG will take 
actions as necessary to comply with the legal and professional obligations set out in the 
Records Management Code of Practice for Health and Social Care 2016, in particular: 

 
• Public Records Acts 1958 
• Data Protection Act 1998 
• Freedom of Information Act 2000 
• The Common Law Duty of Confidentiality; and 
• The NHS Confidentiality Code of Practice 

 
and any new legislation affecting records management as it arises. 

 

9 Registration of Record Collections 
 

  The CCG will establish and maintain mechanisms through which departments and other 
units can register the records they are maintaining. The inventory of record collections 
will facilitate: 

 
• the classification of records into series; and 
• the recording of the responsibility of individuals creating records 

 

10 Retention and Disposal Schedules 
 
10.1 It is a fundamental requirement that all of the CCG’s records are retained for a minimum 

period of time for legal, operational, research and safety reasons. The length of time for 
retaining records will depend on the type of record and its importance to the CCG’s 
business functions. 

 
10.2 At the end of the minimum retention period, records will be reviewed in conjunction with 

the Head of Health Informatics to determine whether they should be destroyed, retained 
for a longer period of time (for situations such as public  enquiries) or transferred to a 
permanent place of deposit appointed under the Public Records Act 1958. 

 
10.3 The CCG has adopted the retention periods set out in appendix 3 of the Records 

Management Code of Practice for Health and Social Care 2016   
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11 Compliance 
 
11.1 Rotherham CCG will follow this policy within all relevant procedures and guidance used 

for operational activities.  Compliance with the policy will be monitored by annual records 
management reviews by Heads of Department. Planned inspections by internal auditors 
to assess how the policy is being put into practice will also take place periodically.  These 
reviews/inspections will seek to: 

 
• identify areas of good practice which can be used throughout the CCG 
• highlight where non-conformance to the procedures is occurring 
• if appropriate, recommend a tightening of controls and make recommendations as 

to how compliance can be achieved 
 
11.2 In addition to this, progress will be reflected in the annually submitted Information 

Governance Toolkit scores and Care Quality Commission review. 
 

12 Training 
 
 All CCG staff will be made aware of their responsibilities for record-keeping and record 

management through generic and specific training programmes and guidance (including 
induction training and annual refresher training). 

 

13 Fraud and Misuse of Records 
 

Any records or information contained therein that is used, passed on misappropriated for 
criminal purposes by any person whether connected to NHS Rotherham or not should be 
reported to the Local Counter Fraud Specialist  in accordance with the Fraud Policy & 
Response Plan or direct to the NHS Fraud & Corruption Reporting Line on 0800 
0284060. 

 

14 Review 
 
 This policy will be reviewed every two years (or sooner if new legislation, codes of 

practice or national standards are introduced). 
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Appendix A 
 
Retention schedule for commonly used records in the CCG – please note that this is not an exhaustive list. Please refer to the Retention 
Schedule in Records Management Code of Practice for Health and Social Care 2016 for further information. 
 
Record Type Retention Start Retention Period Action at end of retention 

period 
Event and Transaction Records 
 
Datasets released by HSCIC under a data 
sharing agreement 

Date specified in the data 
sharing agreement 

Delete with immediate 
effect 

Delete according to HSCIC 
instruction 

Corporate Governance Records 
 
Board Meetings Creation Before 20 years but as 

soon as practically 
possible 

Transfer to a Place of 
Deposit 

Board Meetings (Closed Boards) Creation May retain for 20 years Transfer to a Place of 
Deposit 

Chief Executive records Creation May retain for 20 years Transfer to a Place of 
Deposit 

Committees Listed in the Scheme of 
Delegation or that report into the Board 
and major projects 

Creation Before 20 years but as 
soon as practically 
possible 

Transfer to a Place of 
Deposit 

Committees/ Groups / Sub-committees 
not listed in the scheme of delegation 

Creation 6 years Review and if no longer 
needed destroy 

Incidents (serious) Date of incident 20 Years Review and consider 
transfer to a Place of 
Deposit 

Incidents (not serious) Date of incident 10 Years Review and if no longer 
needed destroy 

Non-Clinical Quality Assurance Records End of year to which the 
assurance relates 

12 years Review and if no longer 
needed destroy 

Policies, strategies and operating 
procedures including business plans 

Creation Life of organisation 
plus 6 years 

Review and consider 
transfer to a Place of 
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Deposit 
Record Type Retention Start Retention Period Action at end of Retention 

Period 
Communications 
 
Intranet site Creation 6 years Review and consider 

transfer to a Place of 
Deposit 

Press releases and important internal 
communications 

Release Date 6 years Review and consider 
transfer to a Place of 
Deposit 

Public consultations End of consultation 5 years Review and consider 
transfer to a Place of 
Deposit 

Website Creation 6 years Review and consider 
transfer to a Place of 
Deposit 

Staff Records & Occupational Health  
Although pension information is routinely retained until 100th birthday by the NHS Pensions Agency employers must retain a 
portion of the staff record until the 75th birthday. 
Occupational Health Reports Staff member leaves Keep until 75th 

birthday or 6 years 
after the staff member 
leaves whichever is 
sooner 

Review and if no longer 
needed destroy 

Occupational Health Report of Staff 
member under health surveillance 

Staff member leaves Keep until 75th 
birthday 

Review and if no longer 
needed destroy 

Staff Record 
This includes (but is not limited to) 
evidence of right to work, security checks 
and recruitment documentation for the 
successful candidate including job 
adverts and application forms. 

Staff member leaves 
 

Keep until 75th 
birthday May be 
destroyed 6 years after 
the staff member 
leaves or the 75th 
birthday, whichever is 
sooner, if a summary 
has been made. 

Create Staff Record 
Summary then review or 
destroy the main file 
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Type of Record Rention Start Retention Period Action at end of Retention 

Period 
Staff Record Summary Creation 2 years Review and if no longer 

needed destroy 
Staff Training records Creation Records of significant 

training must be kept 
until 75th birthday or 6 
years after the staff 
member leaves. 

Review and consider 
transfer to a Place of 
Deposit 

Procurement 
 
Contracts sealed or unsealed End of contract 6 years Review and if no longer 

needed destroy 
Contracts - financial approval files End of contract 15 years Review and if no longer 

needed destroy 
Contracts - financial approved suppliers 
documentation 

When supplier finishes work 11 years Review and if no longer 
needed destroy 

Tenders (successful) End of contract 6 years Review and if no longer 
needed destroy 

Tenders (unsuccessful) Award of tender 6 years Review and if no longer 
needed destroy 

Finance 
 
Accounts 
Includes all associated documentation 
and records for the purpose of audit as 
agreed by auditors 

Close of financial year 3 years Review and if no longer 
needed destroy 

Benefactions 
These may already be in the financial 
accounts and may be captured in other 
records/reports or committee papers. For 
benefactions, endowment, trust 
fund/legacies, offer to a Place of Deposit 

End of financial year 8 years Review and consider 
transfer to Place of Deposit 

Expenses Close of financial year 6 years Review and if no longer 
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needed destroy 
 

Type of Record Retention Start Retention Period Action at end of Retention 
Period 

Final annual accounts report Creation Before 20 years Transfer to place of deposit 
if not transferred with the 
board papers 

Financial records of transactions End of financial year 6 Years Review and if no longer 
needed destroy 

Salaries paid to staff Close of financial year 10 Years Review and if no longer 
needed destroy 

Superannuation records Close of financial year 10 Years Review and if no longer 
needed destroy 

Legal, Complaints & Information Rights 
 
Complaints case file Closure of incident 10 years Review and if no longer 

needed destroy 
Fraud case files Case closure 6 years Review and if no longer 

needed destroy 
Freedom of Information (FOI) requests 
and responses and any associated 
correspondence 

Closure of FOI request 3 years Review and if no longer 
needed destroy 

FOI requests where there has been a 
subsequent appeal 

Closure of appeal 6 years Review and if no longer 
needed destroy 

Software licences End of lifetime of software Lifetime of software Review and if no longer 
needed destroy 

Subject Access Request (SAR) and 
disclosure correspondence 

Closure of SAR 3 Years Review and if no longer 
needed destroy 

Subject Access Request where there has 
been a subsequent appeal 

Closure of appeal 6 Years Review and if no longer 
needed destroy 
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Appendix B 

 
Equality Impact Assessment form 2013 

 

Title of policy or service  
Records Management Policy 

Name and role of officers completing the 
assessment 

Andrew Clayton – Head of Health Informatics 

2 Date assessment started/completed 
16.12.16  

 
 
1. Outline 
Give a brief summary of your policy or 
service 

• Aims 
• Objectives 
• Links to other policies, including 

partners, national or regional 

The aims of the Records Management policy is to ensure that the organisation is compliant 
with the relevant FOI and Data Protection legislation in respect of records management and 
that:  
 
Records are available when needed 
Records can be interpreted 
Records can be accessed  
Records are secure 
Records are retained and disposed of appropriately  
Staff are trained   
Records can be maintained through time  
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2. Gathering of Information  
This is the core of the analysis; what information do you have that indicates the policy or service might impact on protected groups, with consideration of 
the General Equality Duty.  

  What key impact have you 
identified? 

What actions 
do you need 
to take to 
address these 
issues? 

What difference will this make? 

Positive 
Impact  

Neutral 
impact 

Negative 
impact 

Human rights      

Age      

Carers      

Disability      

Sex      

Race      

Religion or 
belief 

     

Sexual 
orientation 

     

Gender 
reassignment 

     

Pregnancy and 
maternity 

     

Marriage and 
civil partnership 
(only eliminating 
discrimination) 

     

Other relevant 
group 

     

 
Please provide details on the actions you need to take below. 
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3. Action plan

Issues identified Actions required How will you measure 
impact/progress Timescale Officer 

responsible 

4. Monitoring, Review and Publication
When will the proposal 
be reviewed and by 
whom? 

October 2018 – IG Group 

Lead Officer Andrew Clayton Review 
date: October 2018 

Once complete please forward to your Equality lead Elaine Barnes via email elaine.barnes3@nhs.net 
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