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Business Continuity Policy and Plan Review 
 
Lead Executive: Chris Edwards, Chief Officer 
Lead Officer: Ruth Nutbrown, Assistant Chief Officer 
Lead GP: Dr Jason Page, GP Lead 
 
Purpose:  
The Business Continuity Policy and Plan has been reviewed in line with the annual review 
process for Business Continuity. 
 
Background: 
Annual review of the CCG’s procedural documents to ensure consistency in regards to 
corporate governance and assurance and latest legislative updates. 
 
Analysis of key issues and of risks 
Risk of policies not having latest legislative changes. 

Patient, Public and Stakeholder Involvement: 
NA 
Equality Impact: 
Equality Impact Assessment has been completed 
Financial Implications: 
NA 
Human Resource Implications: 
NA 
Procurement Advice: 
NA 
Data Protection Impact Assessment 
NA 
Approval history: 
NA 
Recommendations: 
Governing body  is asked to review and approve the BCM Policy and Plan. 
 
Paper is for Review 
 
 



 
 
 
 

Title: Business Continuity Policy 
Reference No:  
Owner: Ruth Nutbrown 
Author  
First Issued On: December 2013 
Latest Issue Date: December 2013 
Operational Date: April 2017 
Review Date: April 2020 
Consultation Process  
Ratified and approved by:  
Distribution: All staff and GP members of the CCG. 

 

Compliance: Mandatory for all permanent and 
temporary employees of Rotherham CCG. 

 
 
 
 
 
 
 
 
 
Equality & Diversity Statement: 

In applying this policy, the Organisation will 
have due regard for the need to eliminate 
unlawful discrimination, promote equality of 
opportunity, and provide for good relations 
between people of diverse groups, in 
particular on the grounds of the following 
characteristics protected by the Equality Act 
(2010); age, disability, gender, gender 
reassignment, marriage and civil 
partnership, pregnancy and maternity, race, 
religion or belief, and sexual orientation, in 
addition to offending background, trade 
union membership, or any other personal 
characteristic. 
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DEFINITIONS 
 

Term Definition 
 

BCM Business Continuity Management 
 

BCMS Business Continuity Management System 
 

BCP Business Continuity Plan 
 

BIA Business Impact Analysis 
 

Business Continuity A business continuity incident is an event or occurrence 
Incident that disrupts, or might disrupt an organisation’s normal 

service delivery, below acceptable predefined levels, where 
special arrangements are required to be implemented until 
services can return to an acceptable level.  This could be a 
surge in demand requiring resources to be temporarily 
redeployed. 

 

Critical Incident A critical incident is any localised incident where the level of 
disruption results in the organisation temporarily or 
permanently losing its ability to deliver critical services, 
patients may have been harmed or the environment is not 
safe requiring special measures and support from other 
agencies, to restore normal operating functions. 

 
CCG Clinical Commissioning Group 

 
Major Incident An event or situation, with a range of serious consequences, 

which requires special arrangements to be implemented by one 
or more emergency responder agencies. 



Business Continuity Policy 
 

 
 

1. Policy Statement, Aims & Objectives 
 
1.1 NHS Rotherham Clinical Commissioning Group (CCG) must deliver an effective 

Business Continuity Management System (BCMS) in order to secure the best 
possible outcomes for patients and to successfully deliver our strategic 
objectives and operational plan. In addition, NHS Rotherham CCG must comply 
with the Civil Contingencies Act (2004) (CCA). 

 
1.2 Commissioning is a key function of the NHS and CCGs. NHS Rotherham 

CCG plays a key role within the local health system, and therefore it is 
important that the organisation is able to continue its activities in the face of 
situations that might be, or could lead to, disruption, loss, emergency or crisis. 

 
1.3 In order to effectively carry out our commissioning functions, the CCG requires 

access to resources to ensure that all of its activities are delivered effectively. 
These resources fall into five broad categories: 

• People 
• Premises 
• Technology 
• Information 
• Suppliers and partners. 

 
1.4 Business continuity is defined as the “capability of the organisation to continue 

delivery of products or services at acceptable predefined levels following a 
disruptive incident” (ISO 22300). 

 
1.5 A business continuity incident becomes possible when access to resources is 

threatened. Threats can emerge internally or externally, ranging from a 
technology failure to an influenza pandemic. 

 
1.6 NHS Rotherham CCG’s strategy for dealing with these threats to resources is to 

implement a Business Continuity Management System to identify and analyse 
risks to business continuity, where possible take measures to prevent incidents 
occurring, and to document and implement Business Continuity Plans (BCP) in 
order to minimise the impact of incidents when they do occur. Business 
continuity management is an essential tool in establishing our organisation’s 
resilience. 

 
1.7 The policy statement provides a framework for NHS Rotherham CCG to follow 

in the event of a business continuity incident.  It also states process for 
implementing and maintaining a robust Business Continuity Management 
System. 



2. Legislation & Guidance 
 
2.1 The following legislation and guidance has been taken into consideration in 

the development of this procedural document. 
• NHS England Emergency Preparedness Framework. 
• NHS England Business Continuity Management Framework. 
• ISO 22301 Societal Security – Business Continuity 

Management Systems -Requirements. 
• ISO 22313 Societal Security – Business Continuity 

Management Systems – Guidance 
• PAS 2015 – Framework for Health Services Resilience. 
• Civil Contingencies Act 2004. 
• ISO 22330 – Security and Resilience – Business Continuity Systems - 

Guidelines for people aspects of Business Continuity 2018 
 

3. Scope 
 

3.1 This policy applies to those members of staff that are directly employed by 
NHS Rotherham CCG and for whom NHS Rotherham CCG has legal 
responsibility. For those staff covered by a letter of authority/honorary contract 
or work experience this policy is also applicable whilst undertaking duties on 
behalf of NHS Rotherham CCG or working on NHS Rotherham CCG premises 
and forms part of their arrangements with NHS Rotherham CCG.  As part of 
good employment practice, agency workers are also required to abide by NHS 
Rotherham CCG policies and procedures, as appropriate, to ensure their 
health, safety and welfare whilst undertaking work for NHS Rotherham CCG. 

 
 
 

4. Accountabilities & Responsibilities 
 

4.1 Overall accountability for ensuring that there are systems and processes to 
effectively manage business continuity lies with the Chief Officer. Responsibility 
is also delegated to the following individuals: 

 
Chief Officer/Executive 
Team 

• Will oversee the implementation of the 
business continuity policy and standards. 

• Will review the business continuity status 
and the application of the policy and 
standards in all business undertakings. 

• Will enforce compliance through 
assurance activities, provision of 
appropriate levels of resource and 
budget to achieve the required level of 
business continuity competence. 

• Will coordinate the overall management 
of a crisis, providing strategic direction of 
service recovery plans, and; 

• Ensure information governance standards 
continue to be applied to data and 
information during an incident. 

          
         



Assistant Chief 
Officer 

• Will determine the criteria for implementing 
the Business Continuity Plan; 

• Manage training and awareness of the 
plan, and maintaining the plan. 

• Will be responsible for change 
control, maintenance and testing of 
the plan. 

Corporate Services Manager  • Will ensure the BCP is reviewed and 
updated at regular intervals to determine 
whether any changes are required to 
procedures or responsibilities. 

Governing Body • BCM is an important part of the 
organisation risk management 
arrangements. The Governing Body will 
ratify this Policy. 

• Governing Body members need to ensure 
themselves that up to date policies and 
plans are being implemented effectively in 
the event of an incident. 
 Team Managers • Individual managers will be required to 
assess their specific area of expertise and 
plan actions for any necessary recovery 
phase, setting out procedures and staffing 
needs and specifying any equipment or 
technical resources which may be 
required in the recovery phase. 

• Individual managers will have two hard 
copies of the BCP allocated to them. It is 
intended that one copy should be located 
at the holder’s home address so it is easily 
accessible and the second in a Folder 
clearly marked Business Continuity Plan 
(BCP) at their office base. The BCP folder 
will also contain recovery procedures, 
contacts, and lists of vital materials or 
instructions on how to obtain them. 

Staff • Achieve an adequate level of general 
awareness regarding business 
continuity. 

• Being aware of the contents of their own 
business areas disaster recovery plan and 
any specific role or responsibilities 
allocated. 

• Participate actively in the business 
continuity programme where required; 
and ensuring information governance 
standards continue to be applied to data 
and information during an incident. 



SECTION B – PROCEDURE 
 
1. The approach to Business Continuity Management (BCM) 

 
1.1 NHS Rotherham CCG is responsible for commissioning a wide range of 

patient services for the local population and in the event of an 
emergency or business interruption, it is essential that critical services 
which support our commissioning activities can be restored and 
maintained as soon as is practically possible. 

 
1.2 Business Continuity Management (BCM) is a holistic management 

process that identifies potential threats to an organisation and the 
impacts to business operations that those threats, if realised, might 
cause. It provides a framework for building organisational resilience 
with the capacity for an effective response that safeguards the interests 
of its key stakeholders, reputation, brand and value creating activities. 

 
1.3 The diagram below illustrates the Business Continuity Management 

(BCM) Cycle which we have adopted in order to develop a robust BCM 
culture across the organisation. 

 
 
 
 
 
 

 



 

1.4 In the event of an emergency or business interruption NHS Rotherham CCG 
will endeavour to maintain services as usual or as close to the usual standard 
as is practically possible, however it may be evident that this is unachievable. 
The functions of the organisation will therefore been identified, defined and 
prioritised using a Business Impact Analysis (BIA). 

 
 
2. Stage 1 – Understanding the organisation 

 
2.1 Business impact analysis (BIA) is the process of analysing business functions 

and determining the effect that a business disruption might have upon them, 
and how these vary over time. The aim of the business impact analysis is to 
ensure that NHS Rotherham CCG has identified those activities that support its 
key services in advance of an incident, so that robust business continuity plans 
can be put into place for those identified critical activities. 

 
2.2 Our Business Impact Analysis process: 

 
• Defines the function and its supporting processes. 
• Determines the impacts of a disruption. 
• Defines the recovery time objectives (where ISO 22313 defines Recovery 

Time Objective (RTO) as the period of time following an incident within 
which a product or service must be resumed, activity must be resumed, or 
resources must be recovered). 

• Determines the minimum resources needed to meet those objectives. 
• Considers any statutory obligations or legal requirements placed on the 

CCG. 
• Considers guidelines for people aspects of business continuity (ISO 

22330) 
 
2.3 Our business impact analysis results in the identification of those activities 

whose loss would have the greatest impact in the shortest time and need to be 
recovered most rapidly. 

 
2.4 The community risk register will be considered when undertaking business 

impact analysis in order to enable the organisation to understand the threats to, 
and vulnerabilities of, critical activities and supporting resources, including those 
provided by suppliers and partners. 

 
 
3. Stage 2 – Determining business continuity management strategy 

 
3.1 There are many and varied possible causes of service disruption. 

 
3.2 Business continuity planning will be carried out to minimise the effects of a 

number of potentially disruptive events.  A series of robust plans and mitigation 
will be developed for these priority areas. The list is not exhaustive and 
judgement will be applied in each case: 



• People: Loss of key staff short and long term including significant national 
or international incidents impacting on the CCG, such has a pandemic. 

• Premises:  Loss of primary workplace in the short term and long term. 
• Technology:  Loss of information and communications technology 

infrastructure services. 
• Information: Loss of data. 
• Suppliers and Partners:  Business continuity affecting suppliers and/or 

partners. 
• Any other requirements as identified by the business impact analysis 

process. 
 
 
 
4. Stage 3 – Developing and implementing the business continuity 

management response. 
 
4.1 The following areas will be included in the organisations Business Continuity 

Plan: 
 

• Business Impact Analysis/Hazard Identification – Local Risk 
Assessment 
The process of identifying business functions and the effect a business 
disruption will have on them.  Risk assessment is the process of risk 
identification, analysis and evaluation using a risk matrix. 

 
• Critical Activities 

Those activities whose loss would have the greatest impact in the shortest 
time and need to be recovered most rapidly.  Critical activities will be 
reflected on our Assurance Framework or Risk Register, as appropriate. 

 
• Communication Strategy 

Internal and external communications and how the CCG cascades 
information. 

 
4.2 The response to an emergency or business continuity incident does not 

necessarily or automatically translate into the declaration of a major incident 
and the implementation of a full recovery operation. Incidents may cause a 
temporary or partial interruption of activities with limited or no short term or 
longer term impact. It will be the responsibility of the CCG Executive team, as 
available, to evaluate and declare the appropriate level of response. 

 
4.3 The severity level will indicate the urgency of recovering the business service, 

and also the order in which services should be reinstated. 
 

The CCG is not responsible for the direct provision of health services, however 
it is responsible for some functions that would have an impact on providers of 
health services, for example contractual financial payments and safeguarding. 
Therefore the risks to our stakeholders resulting from an incident affecting the 
CCG could be significant. 



Stage 4 – Exercising, maintaining and reviewing 
 

4.4 Exercises can expose vulnerabilities in an organisation’s structure, initiate 
processes needed to strengthen both internal and external communication and 
can help improve management decision making during an incident. They are 
also used to assess and identify gaps in competencies and further training that 
is required for our staff. 

 
4.5 The on-going viability of the business continuity programme can only be 

determined through continual tests and improvements. Regular tests and 
revisions are made to the business continuity plan to ensure they provide the 
level of assurance required. 

 
4.6 Exercise and tests will: 

• Be consistent with the scope and objectives of the BCMS. 
• Be based on appropriate scenarios that are well planned with clearly 

defined aims and objectives. 
• Minimise the risk of disruption of operations. 
• Produce post-exercise reports. 
• Be conducted at planned intervals and when there are significant changes 

within the organisation or to the environment in which it operates. 
 

4.7 We aim to exercise and test our business continuity arrangements alongside 
partner NHS organisations, where practicable. 

 
4.8 We will share lessons learned and post-exercise reports with all interested 

parties. 
 

4.9 We will aim to run or participate in: 
 

• A live partnership exercise every three years. 
• A desktop exercise annually. 
• A communications test 6 monthly. 

 
 

5. Plan activation 
 

5.1 The Head of Service in the work area concerned will decide in discussion with 
other available Heads of Services and the Chief Officer whether the plan or any 
part of it should be activated. 

 
5.2   Out of hours the decision will be made by the South Yorkshire and Bassetlaw 

on-call lead officer. 
 

5.3 Immediate response and management functions required to handle an incident 
will be led by the most senior CCG officer on site/on call. 

 
5.4 Once the plan is activated, the incident will be managed by the Head of Service 

of the work area in which the incident occurred. 



5.5 The relevant Head of Service has responsibility for convening a response team 
to ensure that essential services are maintained and that recovery plans are put 
into place. The response team membership is at the discretion of the senior 
managers as each incident is different. 

 
5.6 Good record keeping in paramount if the BCM plan is initiated. The Head of 

Service leading the crisis response is responsible for ensuring that accurate 
records are kept of all decisions and actions (including expenses) taken once 
the BCM plan is initiated. 

 
 
6. Stand-down 

 
6.1 The Head of Service managing the incident has authority to stand down the plan 

in consultation with the Chief Officer. 
 

6.2 Following activation and stand-down of the plan a de brief report detailing the 
incident, actions taken and lessons learned will be provided to the 
Operational Executive and AQuA Committee. 

 
 
7. Communications Strategy 

 
7.1 Good communication is essential at a time of crisis.  A communication strategy 

will be developed to ensure there are appropriate statements for internal and 
external communication and processes for ensuring communication to all staff 
in the case of an emergency. 

 
7.2 The strategy will include reference to procedures for regular communications 

with partner organisations and other interested parties. This is particularly 
important during the planning stage for known disruptions such as winter 
weather.  Formal reporting and situation updates may also be required in the 
lead up to and during a disruption to create a local, regional and national 
overview of effects across the NHS. 

 
7.3   The main aims of the strategy will be to: 

• Deliver relevant messages about the incident to the relevant stakeholder 
group. 

• Utilise relevant media channels to reassure and inform the public and 
patients. 

• Ensure that messages are timely and relevant to the target audience. 
 

7.4 Immediate response and management functions required to handle an incident 
will be led by the most senior CCG Officer on site/on call.  A cascade structure 
will be developed to ensure key individuals within and external to the 
organisation have been informed. 



8. Training and Awareness 
 

8.1 Once in place, the Assistant Chief Officer will identify appropriate levels of 
training and awareness sessions for all CCG staff to ensure business continuity 
becomes part of CCG culture and daily business routines, improving the 
organisations resilience to the effects of emergencies. The Assistant Chief 
Officer will also receive training to ensure they can perform their role effectively 
and participate in testing. 

 
 
9. Testing 

 
9.1   The ongoing viability of the business continuity program can only be determined 

through continual tests and improvements. The Assistant Chief Officer will be 
responsible for ensuring regular tests and revisions are made to the Business 
Continuity Plan to ensure they provide the level of assurance required. 
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1. Introduction 
 
1.1. As Category 2 responders under the Civil Contingencies Act 2004, Clinical 

Commissioning Groups (CCGs) are required to have a Business Continuity 
Plan in place to manage the effects of any incident that might disrupt its 
normal business. 

 
1.2. The plan lays down the process to be followed in the event of an incident 

which impacts upon the delivery of CCG functions by adopting a generic 
approach to such incidents. 

 
2. Incident Identification 

 
2.1. An incident or set of circumstances which might present a risk to the 

continuity of a CCG function or service might be identified by any member of 
staff. When an incident or set of circumstances which might present a risk to 
the continuity of a CCG function or service is identified, it is important that the 
person identifying the incident knows what to do. In the initial stages, this will 
involve making sure that the right people have been informed. 

 
2.2. The Business Impact Analysis / Hazard Identification matrix (Appendix A) 

sets out a list of priority incidents: 
 

• Unavailability of premises caused by fire, flood or other incidents. 
• Major electronic attacks or severe disruption to the IT network and 

systems. 
• Terrorist attack or threat affecting transport networks or the office 

locations. 
• Denial of access to key resources and assets. 
• Significant numbers of staff prevented from reaching CCG premises, or 

getting home, due to bad weather/transport issues/safety, security 
issues. 

• Theft or criminal damage severely compromising the organisation’s 
physical assets. 

• Significant chemical contamination of the working environment. 
• Illness/epidemic striking the population and therefore affecting a significant 

number of staff. 
• Simultaneous resignation or loss of a number of key staff. 
• Widespread industrial action. 
• Significant fraud, sabotage or other malicious acts. 

 
3. Incident Declaration and Plan Invocation based on critical activities 

 
3.1. Minor incidents are interruptions or disruptions that are sufficiently disruptive 

to require the implementation of business continuity arrangements. They can 
be addressed by department business continuity plans. They are smaller 
scale events, affecting one or a small number of departments e.g. localised 
computer access issues, denial of access to a building area, a minor power 
cut for a short period. In the event of an incident or set of circumstances 
which might present a minor risk to the continuity of a Category A or B critical 
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activity / service / function (see Appendix B), an incident can be declared and 
the plan invoked by the Senior Manager with responsibility for the service / 
function affected. However, sometimes minor incidents can become major 
incidents. 

 
3.2. Major incidents or emergencies (as defined in the CCG’s Emergency 

Preparedness, Resilience & Response Policy) are those which may cause 
serious harm or disruption to staff, patients or property such as pandemic flu, 
acts of terrorism or mass casualty situations. Plans to manage these 
incidents are focused on more serious / larger scale events, e.g. a national 
emergency, widespread media coverage of an incident, a Rotherham-wide 
power outage. Using the power outage example, the Emergency 
Preparedness, Resilience & Response Policy may be invoked with escalation 
to the Area Team focussing on the availability of CCG commissioned 
healthcare services across Rotherham.  In addition, a local CCG-level 
business continuity response would be required in terms of how NHS 
Rotherham CCG would continue its critical functions as an individual 
organisation during the power outage. 

 
3.3. Where more than one service is affected, any one of the responsible Senior 

Managers for the organisation can decide to declare an incident and invoke 
the plan, in order to mobilise an effective response across the organisation 
and ensure the involvement of partners where required. 

 
3.4. The following Officers of the CCG (or in their absence their deputies) can 

declare an incident where business continuity is disrupted or at risk of 
disruption: 

 
DESIGNATION TELEPHONE 

Chief Officer 01709 302181 
Chief Finance Officer 01709 302025 
Chief Nurse 01709 302157 
Deputy Chief Officer 01709 302188 
Assistant Chief Officer 01709 302107 

 
4. Actions to be carried out following the Declaration of a Business 

Continuity Incident 
 

A. If the incident is categorised as a Major Incident, form a Business 
Continuity Team to manage the incident (Chiefs and Senior Managers). See 
Emergency Preparedness, Resilience & Response Policy for details. In 
summary, the actions are: 

• Nominate a Team Leader. 
• Team to operate from the Incident Control Centre (ICC), which is the 

Top floor, West Wing, Oak House, Moorhead Way, Bramley, 
Rotherham. S66 1YY. 

• Telephone:  01709 302107/8 
• Email: roccg.eprr@nhs.net 
• Follow the Escalation Flowchart in the CCG’s Emergency 

Preparedness, Resilience & Response Policy. 

mailto:EPRR@rotherhamccg.nhs.uk
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B. Systematically review the situation and maintain overall control of the CCG 
response. 

 
 
 
 
 
 
 
 
 

MANAGE THE 
INCIDENT 

• Identify a Business Continuity Manager and Business 
Continuity Administrator for the incident, if required 
(dependent on the severity of the incident).  See 
Appendix C for Action Cards for the Business 
Continuity Manager and Administrator. 

• Start documenting information and actions. 
• Establish what the nature of the incident is and assess 

the impact on CCG critical functions. 
• Take any actions required to ensure Category A 

Functions continue unhindered and Category B 
Functions can be resumed within 3-7 calendar days. 

• Ensure Health and Safety of staff is prioritised. 

 
 
 
 
 
 
 
COMMUNICATE 

• Where a major incident has been declared, escalate 
according to the Escalation Flowchart in the CCG’s 
Emergency Preparedness, Resilience & Response 
Policy. 

• Ensure that staff are briefed about the incident and 
given clear instructions, including, if applicable, on 
whether they should relocate or go home, and when 
they are expected to return. 

• Establish contact with key partners as necessary, 
Contact details for key partners are in Appendix D. 

 
UPDATE 

• Update staff and other key stakeholders with recovery 
plans and estimated recovery time objectives. 

 
 
 
 
 
 

COORDINATE 
NEXT STEPS 

• Once the main priorities have been dealt with, you 
might consider scaling down the Business Continuity 
Team, or handing over to another member of staff to 
deal with the medium and long term issues, or the day 
to day recovery of the incident. 

• If an incident is going to go on for more than 4-8 hours, 
establish a rota for staff within the team and regular 
hand over for the Business Continuity Manager role. 

• Team Leader to authorise Stand Down. 

 
ORGANISE 
DEBRIEF 

• Ensure debrief meetings are held, logged information 
is retained and lessons learned captured in a final 
report. A debrief tool is shown in Appendix E. 

 

C. Reciprocal arrangements for alternative premises for business critical staff, 
should Oak House be inaccessible, are in place with the other 4 local Clinical 
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Commissioning Groups and can be enacted via contact with the Chief Officer 
(or their nominated Deputy) of each CCG: 

• NHS Barnsley Clinical Commissioning Group 
• NHS Bassetlaw Clinical Commissioning Group 
• NHS Doncaster Clinical Commissioning Group 
• NHS Sheffield Clinical Commissioning Group. 
•  

           A formal mutual aid agreement sets out arrangements which may be 
implemented by any of the organisations listed within it, and dovetails 
into the organisations business continuity plan. 

 
 Should Oak House be inhabitable long term NHS Property Services will find 
alternative premises for the CCG to conduct business. 

 
5. Communications Strategy 

 
5.1. During a period of business continuity it is vital that communication is 

managed effectively with a variety of stakeholders. This plan supports this 
management before, during and after any incident that is detailed within the 
business continuity plan. 

 
5.2. For a CCG specific incident the business continuity and communications 

leads will work together to ensure clear and consistent communications 
activity.  The main aims will be to: 

 
• Deliver relevant messages about the incident to the relevant stakeholder 

group(s) 
• Utilise media channels (radio and print) to reassure and inform the public 

and patients 
• Ensure that messages are timely and relevant to the target audience. 

 
5.3. Stakeholders: Our stakeholders are divided into two categories with specific 

communications mechanisms for each one. 
 

Internal • CCG staff in Oak House, Moorhead Way, Bramley, 
Rotherham. S66 1YY and those who work remotely. 

External • Rotherham Metropolitan Borough Council 
• NHS England Area Team 
• Rotherham Doncaster & South Humber NHS Foundation 

Trust (RDaSH) 
• The Rotherham NHS Foundation Trust 
• Member Practices 
• Media 
• Voluntary Sector via Rotherham VAR and Healthwatch 

Rotherham. 
 

5.4. Communication methods:  The communication activity used will be 
activated in conjunction with any incident detailed in the business continuity 
plan and will be specific to each of the relevant stakeholders affected. 
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5.5. 
Internal Staff, Governing Body Members and GP Leads 

 
It is essential that we inform staff and keep them up-to-date 
with any incident that impacts on the ability to undertake their 
role or has a direct impact on the organisation. This incident 
could be triggered by a multi-agency source or from within the 
CCG.  The methods used to communicate with staff will be: 
• Text message/phone call – used to disseminate an initial 

message about the incident, containing immediate actions 
needed and how further messages will be communicated. 

• Email – Staff can receive messages via the CCG’s 
distribution lists (held electronically) in normal working 
hours. 

• Website – Staff can get up-to-date information without 
having access to CCG specific systems. This section of the 
public site could be updated remotely and would ensure that 
everyone could access accurate, timely information. 

External GP Member Practices 
 
Member Practices of the CCG will be informed of any incidents 
relating to business continuity via email.  Contact details for the 
CCG throughout the affected period would be shared and 
practice staff would be advised to visit the CCG website for 
updates. 

 
Media – Print and Broadcast 

 
Managing the media should take place in line with the CCG’s 
Media Handling Protocol. The Communications Manager has 
good links with the media, which would be utilised for any 
incident that requires information communicating to local people 
and patients. Local radio stations would be able to broadcast 
public information in their regular bulletins. Information would 
be issued to the local printed media dependent on the incident 
timing in relation to the paper publication day. Media 
statements may be required following an incident and once 
normal business has resumed information would also be 
published using the CCG’s social media e.g. Twitter with links  
to the website for more detail. 

 
Partners 

 
When an incident impacts on the business of the CCG it is 
imperative that we inform colleagues at our local partner 
organisations. Depending on the nature of the incident this 
would be done either by telephone or by email – via the Chief 
Officer, Chair or Business Continuity Lead. Partner 
organisations would be encouraged to disseminate the details 
to their staff via communication channels. 
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Providers – All Providers from whom we commission 
a healthcare service 

 
Depending on the nature of the incident this would be done 
either by telephone or by email – via the Chief Officer, Chair or 
Business Continuity lead. Provider organisations would be 
encouraged to disseminate the details to their staff via 
communication channels, providing details of alternative ways 
to contact NHS Rotherham CCG during the period of the 
incident. Notice would then be given once the incident was 
resolved and normal business resumed. 

 
Key contacts within NHS Rotherham CCG should advise 
counterparts in the provider organisations of their contact 
details during the incident. 

Out of 
Hours 

There is no formal out-of-hours communication service within 
NHS Rotherham CCG, however senior officers have been 
provided with the Communication Manager’s mobile number 
who should be contacted in the case of an incident that may 
affect business continuity.  Messages and notifications can be 
posted on the public website using an internet connection in 
any location and there are a number of officers within the 
organisation who have access to the admin section. 

 

5.6. NHS Rotherham CCG’s Communications Manager is: 
Mr Gordon Laidlaw 
Oak House 
Top Floor, Moorhead Way 
Bramley 
Rotherham 
S66 1YY 
Tel: 01709 308989 
Email: gordon.laidlaw@nhs.net 

 
6. Business Continuity Governance 

 
6.1. This plan will be ratified in its initial form by the Audit & Quality Assurance 

Committee. 
 
6.2. The plan will be reviewed by the CCG’s Assistant Chief Officer on a quarterly 

basis and updated for any changes that have occurred during the last quarter, 
e.g. changes in staff contact details, changes in CCG functions etc. It will also 
be updated with any recommendations arising from a debrief session. 

 
6.3. The CCGs only Category A function (EPRR) will be monitored via the 

Governing Body Assurance Framework. 
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6.4. The financial implications of this business continuity plan are nil.  Unexpected 
expenditure will be covered via NHS Rotherham CCG’s 0.5% annual 
contingency. 

 
6.5. Communication of this Plan to staff will be via email. The plan will also be 

available on the CCG website. Key stakeholders and partners will also be 
informed of this. 

 
6.6. The CCG will ensure that staffs are trained with the knowledge and skills 

required of them in this area, as defined by the National Occupation 
Standards for Civil Contingencies and NHS England competencies. 

 
6.7. This plan will be tested using risk-assessed worse-case scenarios. 
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Business Impact Analysis / Hazard Identification – NHS Rotherham Clinical Commissioning Group 

Appendix A 

 
Hazard How the hazard 

affects business 
 

Consequence 
 

Likelihood Risk 
Score Controls in 

Place 
Short Term (under 72 
hours) 

                    action 
Longer term action 

 
 
Fire 

 
Loss of use of some 
or all of premises 

 
 

4 

 
 

1 

 
 

4 

 
 
Fire Procedures 

 

Staff work at home or hot 
desk at other sites where 
they have access 

Temporary alternative 
work 
base for key staff, to 
enable point of contact 

  
 

 
 
Flood 

 
Loss of use of some 
or all of premises 

 
 

4 

 
 

1 

 
 

4 
Council Flood 
Plan; local 
drainage 
courses behind 
building 

 

Staff work at home or hot 
desk at other sites where 
they have access 

Temporary alternative 
work base for key 
staff, to enable point 
of contact and 
email/internet access 

 
 
Terrorist or 
criminal 
attack 

 
 
Loss of use of 
premises. 
Possible loss of 
staff 

 
 
 

4 

 
 
 

1 

 
 
 

4 

 
 
Emergency 
response plan 

 
Staff work at home or hot 
desk at other sites where 
they have access. 
Prioritise work if staff 
affected. 

Temporary alternative work 
base for key staff, to 
enable point of contact 
and email/internet 
access. Prioritise work if 
staff affected. 

 
 
Significant 
chemical 
contaminati
on 

 
 
Loss of use of 
premises. 
Possible loss of 
staff 

 
 
 

4 

 
 
 

1 

 
 
 

4 

 
 
Emergency 
response plan 

 
Staff work at home or hot 
desk at other sites where 
they have access. 
Prioritise work if staff 
affected. 

Temporary alternative 
work base for key staff, 
to enable point of contact 
and email/internet 
access. Prioritise work if 
staff affected. 

 

IT failure / 
loss of data 

No access to email, 
electronic files, 
telephones 

 
4 

 
3 

 
1
2 

 
IT back-up 
systems 

 

Remote working through 
NHSNet. Access to paper 
files. 

 
As short term 

 
 
 
Loss of power 

 

No access to email, 
electronic files, 
telephones 
Loss of use of 
premises 

 
 
 

3 

 
 
 

2 

 
 
 

6 

 
 
NHS Property 
Services 

 
Staff work at home or hot desk 
at other sites where they have 
access. 
Prioritise work if staff affected. 

Temporary alternative work 
base for key staff, to enable 
point of contact and 
email/internet access. 
Prioritise work if staff 
affected. 

Formatted: Font: 9 pt
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Loss of water 

 

Access to toilets and 
beverages 
Cleaning functions 

 
 

3 

 
 

2 

 
 

6 
 
NHS Property 
Services 

Staff work at home or hot desk 
at other sites where they have 
access. 
Prioritise work if staff affected 

Temporary portable loos 
Bottled water Water 
brought in / Stand 

pipes 
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Hazard How the hazard 
affects business 

 

Consequence 
 

Likelihood Risk 
Score Controls in Place Short Term (under 72 hours) 

action Longer term action 
 

Loss of 
Telephone 
(landline) 

Limited telephone 
communication. 
Possible impact on 
email/internet? 

 
 
3 

 
 
2 

 
 

6 

 
 
TRFT contract 

 
 
Use of mobile phones. 

Temporary alternative work 
base for key staff, to enable 
point of contact and 
email/internet access 

 

Simultaneous 
resignation 
of a number 
of key staff 

 
 
Loss of leadership 
function 

 
 
4 

 
 
2 

 
 

8 

 
 
Notice period in 
contracts 

 
 
n/a 

Accelerate normal 
recruitment processes. Seek 
secondments or agency staff 
to cover gap and provide 
continuity. 

 
 
Staff Illness / 
epidemic 

 
 
Loss of significant 
number of staff 

 
 
4 

 
 
2 

 
 

8 

  
 
Prioritise work. 

Prioritise work. Appoint 
temporary staff where 
feasible, including 
secondments from other 
organisations. 

Travel 
disruption 
preventing 
staff getting 
to base 

 
 
Loss of significant 
number of staff 

 
 
4 

 
 
3 

 
 

1
2 

Receipt of 
severe 
weather alerts 
and planning for 
staff working 

  

 
 
Staff work at home or at 
other premises or 
organisations 

 
 
As short term, if necessary 
(long term impact less likely) 

Travel 
disruption 
preventing 
staff getting 
home 

Staff wellbeing 
affected. Disruption 
to work due to 
need to 
accommodate 

 

 
 
3 

 
 
3 

 
 

9 

Receipt of 
severe 
weather alerts 
and planning 
for sending staff 

  

 
If possible, obtain food and 
blankets to enable staff to 
stay overnight. 

 
 
As short term, if necessary 
(long term impact less likely) 

 
Widespread 
industrial 
action 

 
 
Loss of significant 
number of staff 

 
 
4 

 
 
2 

 
 

8 

 
Staff 
engagement 
and HR policies 

 
 
Prioritise work. 

Prioritise work. Appoint 
temporary staff where 
feasible, including 
secondments from other 
organisations. 

Theft or 
damage to 
assets 

 

Loss of use of e.g. 
computers, furniture 

 
3 

 
3 

 
9 

 
Security policies 

 

Staff work at home. Bring old 
equipment into use. 

 

Purchase or hire 
replacements 

 

Significant 
fraud or 
other 
criminal act 

Loss of access to 
funds? Restriction 
placed on 
business 
activities? 

 
 

4 

 
 

2 

 
 

8 

 
 
Security policies 

 

Suspend transactions or 
seek assistance from partner 
organisations. 

 
Seek assistance from 
partner organisations. 
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Risk scoring matrix 
Low 1-5 

Medium 6-11 
Very High 16-20 
Extreme 25 

 

 
 
 

 

 
Notes 

 

• CCGs will need to develop the detail behind each of the actions in the above, which can be presented as a set of appendices. 
The actions can be grouped – perhaps as simply as those that affect premises (including IT) and those that are about staff. 

• All 5 CCGs within SY&B have said that they would support each other with desk space if needed. Premises issues – CCGs will 
need to discuss with co-occupants of buildings 

• 
- 

 
 

Risk Matrix 
Likelihood 

 

(1) 
Rare 

 

(2) 
Unlikely 

 

(3) 
Possible 

 

(4) 
Likely 

(5) 
Almost 
certain 

 

C
on

se
qu

en
ce

 

(1) 
Insignificant 

 

1 
 

2 
 

3 
 

4 
 

5 
(2) 

Minor 
 

2 
 

4 
 

6 
 

8 
 

10 
(3) 

Moderate 
 

3 
 

6 
 

9 
 

12 
 

15 
(4) 

Major 
 

4 
 

8 
 

12 
 

16 
 

20 
(5) 

Catastrophic 
 

5 
 

10 
 

15 
 

20 
 

25 
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Appendix B 

PRIORITY SERVICE CATEGORISATION 

Category Impact Recovery Timescale 
 
 
 
 

Category A 
(Critical Function) 

 
Loss of this service would immediately: 
 Directly endanger life 
 Endanger the safety of those individuals for whom the CCG has a 

legal responsibility 
 Prevent the operation of another service in this category 
 Seriously affect the CCG’s finances or accuracy of critical records 
 Prevent communication of vital information 

 
This service must continue to be provided 

 
This group will include services that usually provide a full 
service 7 days a week, all year 

 
 
 
 
 
 
 

Category B 
(High Priority / 

Medium Priority) 

 
High Priority: 
Loss of Service would immediately: 
 Present a risk to Health or Safety 
 Prevent the CCG fulfilling a statutory obligation 
 Prevent the operation of another service in this category 
 Would seriously adversely affect the CCG’s reputation 
 

 
This service must be resumed within 3 calendar 
days 

 
Services included in this group are mainly those that 
provide a reduced service at weekends and during 
holiday periods 

 
Medium Priority: 
Loss of service would lead to: 
 Serious knock on effects for the operation of a Critical or High 

Priority service 
 The CCG’s reputation being adversely affected 

 
This service must be resumed within 7 calendar 
days 

 
Services included in this group will include those that 
normally close during weekends and during holiday 
periods 

 
 

Category C 
(Low Priority) 

 
Loss of this service would lead to: 
 Potential knock on effect in disrupting the activities of other services 

within the CCG, but no immediate impact upon the provision of 
Critical or High Priority services 

This service should be resumed as soon as 
practicable 

 
Includes all other service areas that are required in order 
for the CCG to go about its usual business 
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Categorisation of CCG Critical Activities / Services / Functions 
 

   
C

A
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G
O

R
Y 

A
 

(C
rit

ic
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Fu
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n 
– 

M
us

t 
C
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) 

 
 
 
 
Emergency Preparedness, Resilience & Response (EPRR) 

 
C

A
TE

G
O

R
Y 

B
 

(H
ig

h 
 

Pr
io

rit
y 

- 
R

es
um

e 
w

ith
in

 
3/

7 
 

 
da

ys
) 

Finance: Funding of Urgent Placements (Continuing Health Care) 
Finance: Invoice Payments 
Quality: Safeguarding Children and Adults 
Quality: Infection Control 
Quality: Medicines Management 
Corporate: Information Governance relating to the Category B services 
Corporate: IT – Contract through TRFT 

    
C

A
TE

G
O

R
Y 

C
 

Finance: Input to Year End Accounts 
Finance: Ensuring Accuracy of Monthly Reports to NHS England 
Finance Ensuring Financial Probity Across the Organisation 
Finance: Budget Setting 
Finance: Financial Support to Contracting 
Finance: Financial input to Business Plans 
Finance: Financial Reporting to the Governing Body 
Strategy & 

  
          Contract Monitoring 

Strategy & 
  

          Managing Work stream Meetings (so ensuring CCG remains on-track with Business Plan) 
Corporate: Managing Corporate Meetings (so ensuring CCG remains on-track with Business Plan) 
Quality: Patient Safety Issues 
Quality: Quality Reporting & Dealing with SUIs 
Corporate: Engagement, Experience and Equality 
Corporate: Corporate Governance Reporting 
Corporate: Corporate Infrastructure 
Corporate: Organisational Development 
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Appendix C 
 
Your Role Action Card for Business Continuity Manager 
Your Base Oak House, West Wing, Top floor 

Moorhead 
Way 
Bramley 
Rotherham 
S66 1YY 
Telephone: 01709 302107/8 
Email: roccg.eprr@nhs.net 

Your 
Responsibility 

Coordinating the response to the business continuity 
incident. 

Your Immediate 
Actions 

• Identify which critical functions have been disrupted, 
assessing the facts, evaluating the impact, and 
clarifying the lines of communication accordingly. 

• Decide on contingency actions to be taken. Identify 
any particularly urgent issues e.g. legal / contractual. 

• Identify staff, resources and equipment required and 
assign responsibility and timescales. 

• Consult the Chief Officer or nominated deputy about 
activating the BCM Plan and suspending non-critical 
functions where necessary. 

• Convene a CCG BCM Team as required. 
• Inform Staff. 
• Inform Stakeholders of disruptions and action plan. 
• Consider escalation to the relevant Category 1 

according to the CCG’s Emergency Preparedness, 
Resilience & Response Policy if necessary. 

• Allocate rooms, telephone lines and support staff as 
required. 

• Record all relevant details of the incident and 
response. 

Ongoing 
Management 

• Convene CCG BCM Team as necessary to monitor 
progress made, obstacles encountered and decide 
on continuing recovery process. 

• Provide updated information to staff and 
stakeholders. 

• Maintain action log. 

Stand Down • If the incident can be dealt with using normal 
resources, notify the appropriate personnel and 
maintain a watching brief. 

• Continue to reassess the situation as further 
information becomes available and determine if any 
additional action is required. 

mailto:roccg.eprr@nhs.net
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Your Role Action Card for Nominated Business Continuity 
Administrator 

Your Base Oak House, West Wing, Top floor 
Moorhead 
Way 
Bramley 
Rotherham 
S66 1YY 
Telephone: 01709 301207/8 
Safe Haven Fax: 01709 302794 
Email: roccg.eprr@nhs.net 

Your 
Responsibility 

Provide administrative support to the management of the 
business continuity incident. 

Your Immediate 
Actions 

1. Report to the Business Continuity Manager for a 
briefing. 

 
2. Assist in setting up the Incident Control Room with 

telephones, computers etc. 
 
3. Provide administrative support as required. 

Ongoing 
Management 

• Provide updated information to staff and 
stakeholders. 

Stand down • Following stand down evaluate admin effectiveness 
and any lessons learned. 

mailto:rotherhamccg@rotherham.nhs.uk


 

Appendix D 
 

Partner Contact Details – Business Continuity 
 

Partner Telephone number Lead contact Address Email address 
 

Oak House 
Property Services 
NHS Rotherham 

CCG 
NHS England 

 
Reception 01709 302000 

Property Services 01709 302119 
RCCC 01709 302107 

NHS England 0113 8253394 

 
 

Jo Hill 
Ruth Nutbrown 
Jenna Cotton 

 
Moorhead Way 

Bramley 
Rotherham 
S66 1YY 

 
Joanne.Hill@property.nhs.uk ruth.nut
brown@nhs.net jenna.cotton@nhs.n

et 

 
Rotherham, 

Doncaster & South 
Humber NHS 

Foundation Trust 

 
 
 

01302 796532 

 
 
 

Sam Grundy 

Woodfield House Trust 
Headquarters 

Tickhill Road Hospital 
Tickhill Road 

Balby 
Doncaster DN4 8QN 

 
 
 

sam.grundy1@nhs.net 

Doncaster & 
Bassetlaw 

Hospitals NHS 
Foundation Trust 

 
 

01302 366666 

 
 

Jeanette Reay 

 

Armthorpe 
Road 
Doncaster 
DN2 5LT 

 
 

jeannette.reay@nhs.net 

 

Rotherham 
Metropolitan 

Borough Council 

 
In hours 01709 823878 

Out of hours 07748 760500 

 
Duty Forward Liaison 

Officer 

Riverside House 
Main Street 
Rotherham 
S60 1AE 

 
 
epsharedservice@rotherham.gov.uk 
 
 

 
 

NHS Barnsley CCG 

 
 

01226 431386 

 
 

Head of Planning 
49/51 Gawber Road 

Barnsley 
South Yorkshire 

S75 2PY 

 
 

jamie.wike@nhs.net 

 

 
 
NHS Bassetlaw CCG 

 

 
 

01777 274400 

 

 
 

Nicola Ryan 

Retford Hospital 
North Road 

Retford 
Notts 

DN22 7XF 

 
 
Nicola.ryan4@nhs.net 
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Partner Telephone number Lead contact Address Email address 
 
 
 

NHS Doncaster 
Clinical 

Commissioning 
Group 

01302 566300 
(Reception) 

 
01302 566034 

(Head of Corporate Services) 
 

01302 566053 
(Corporate Governance 

Manager) 

 

 
 

Head of Corporate 
Services 

 
Corporate Governance 

Manager 

 
 
 

Sovereign House 
Heavens Walk 

Doncaster 
DN4 5HZ 

 
 
 
 
 

donccg.eprr@nhs.net 

 

 
 

NHS Sheffield CCG 

 

 
 

0114 3051000 

 
 

Head of Corporate 
Governance 

722 Prince of Wales 
Road 

Darnall 
Sheffield 
S9 4EU 

 

 
 

sheCCG.sheffieldCCG@nhs.net 

mailto:eprr@doncasterccg.nhs.uk
mailto:sheCCG.sheffieldCCG@nhs.net


 

 
South Yorkshire & Bassetlaw Corporate Governance Leads 

 
Organisation Lead Email Work Phone Mobile Address 

 
Barnsley 

CCG 

 
 

Richard Walker 
 
 

richard.walker15@nhs.net 
 

01226 433750 07780 004263 
(work phone) 

Hillder House 
49–51 Gawber Rd 

Barnsley 
S75 2PY 

 
 

Bassetlaw 
CCG 

 

 
 

Nicola Ryan 

 
 

nicola.ryan4@nhs.net 

 

 
 

01777 863321 

 Retford Hospital 
North Road 

Retford 
Nottinghamshire 

DN22 7XF 
 

Doncaster 
CCG 

 
 

Lisa Devanney 
 

Lisa.devanney@nhs.net 
 
 

01302 566250 
 Sovereign House 

Heavens Walk 
Doncaster 
DN4 5HZ 

 
 

Rotherham 
CCG 

 

 
 

Ruth Nutbrown 

 

 
 

ruth.nutbrown@nhs.net 

 

 
 

01709 302107 

 
 

07930 914562 
Oak House 

Moorhead Way 
Bramley 

Rotherham 
S66 1YY 

 
Sheffiel

d 
CCG 

 
 

Sue Laing 

 
Suelaing1@nhs.net 

 
 

0114 305 1171 
 722 Prince of 

Wales 
Road 

Sheffield 
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Appendix E 
 

Debrief Template 
 
 

BUSINESS CONTINUITY INCIDENT REPORT 
 
 
 
 

Date: 
Time of call to standby: 
Time of call to full major incident: 
Time of call to stand down from major incident: 

 
 
 
 

Business Continuity Team Members: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. Description of Incident 
 
 
 
 
 
 
 
 
 
 
 
 
2. Cause/Reasons 

 
 
 
 
 
 
 
 
 
 
 
 
 

3. Could the Incident have been prevented? If so how? 



      
  

 
 
 
 
 
 
 
 
 
 

4. Summary of Event 
 
 
 
 
 
 
 
 
 
 
 
 
5. Issues Arising from the Incident 

 
 
 
 
 
 
 
 
 
 
 
 
6. Recommendations/Lessons Learnt 

 
 
 
 
 
 
 
 
 
 
 
 
Action Plan Drafted Yes/No 
 

 



      
  

Checklist for the Review and Approval of Procedural Documents 
 

To be completed and attached to any document which guides practice when 
submitted to the appropriate committee for consideration and approval. 

 
Title of document being reviewed YES/NO/Unsure Comments 

1. Title   
Is the title clear and unambiguous? Yes  
Is it clear whether the document is a guideline, 
policy, procedure/protocol or plan? 

Yes  

2. Rationale   
Are reasons for development of the document 
stated? 

Yes  

3. Development Process   
Is the method described in brief? Yes  
Are people involved in the development 
identified? 

Yes  

Has relevant expertise has been used? Yes  
Is there evidence of consultation with 
stakeholders and users? 

Yes  

4.  Content   
Is the objective of the document clear? Yes  
Is the target population clear and 
unambiguous? 

Yes  

Are the intended outcomes described? Yes  
Are the statements clear and unambiguous? Yes  
Are cross references accurate? Yes  
5.  Evidence Base   
Is the type of evidence to support the 
document identified explicitly? 

Yes  

Are key references cited? Yes  
Are the references cited in full? Yes  
Are supporting documents referenced? Yes  
6. Approval   
Does the document identify which 
committee/group will approve it? 

Yes  

If appropriate have the joint Human 
Resources/staff side committee (or equivalent) 
approved the document? 

Yes  
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